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Welcome

Welcome to the Amazon Simple Storage Service APl Reference. This guide explains the Amazon
Simple Storage Service (Amazon S3) application programming interface (API).

You can use any toolkit that supports HTTP to use the REST API. You can even use a browser to
fetch objects, as long as they are anonymously readable.

The REST API uses the standard HTTP headers and status codes, so that standard browsers and
toolkits work as expected. In some areas, we have added functionality to HTTP (for example, we
added headers to support access control). In these cases, we have done our best to add the new
functionality in a way that matched the style of standard HTTP usage.

Version

The current version of the Amazon S3 APl is 2006-03-01.

Type

Amazon S3 supports the REST API.

(@ Note

Support for SOAP over HTTP is deprecated, but it is still available over HTTPS. However,
new Amazon S3 features will not be supported for SOAP. We recommend that you use
either this REST API or the AWS SDKs at the following link:
https://aws.amazon.com/developer/tools/

This REST API reference includes:

S3 API Reference — which contains Actions (operations) and Data Types

Headers — Common request headers and Common response headers

Error responses

Browser-Based Uploads Using POST (AWS Signature Version 4)

API Version 2006-03-01 1
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/A Important

Read the following about authentication and access control before going to specific API
topics.

Requests to Amazon S3 can be authenticated or anonymous. Authenticated access requires
credentials that AWS can use to authenticate your requests.

API call recommendations

Making REST API calls directly from your code can be cumbersome. It requires you to write the
necessary code to calculate a valid signature to authenticate your requests. We recommend the
following alternatives instead:

« Use the AWS SDKs to send your requests.

Also, see the Sample Code and Libraries.

If you use the SDKs, you don't need to write code to calculate a signature for request
authentication because the SDK clients authenticate your requests by using access keys that you
provide. Unless you have a good reason not to, you should always use the AWS SDKSs.

o Use the AWS CLI to make Amazon S3 API calls. For information about setting up the AWS CLI and
example Amazon S3 commands see the following topics:

Set Up the AWS CLI in the Amazon Simple Storage Service User Guide.

Using Amazon S3 with the AWS Command Line Interface in the AWS Command Line Interface
User Guide.

Making direct REST API calls

(@ Note

The PUT request header is limited to 8 KB in size. Within the PUT request header, the
system-defined metadata is limited to 2 KB in size. The size of system-defined metadata is
measured by taking the sum of the number of bytes in the US-ASCII encoding of each key
and value.

API Version 2006-03-01 2
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If you'd like to make your own REST API calls instead of using one of the above alternatives, there
are some things to keep in mind.

« To make direct REST API calls from your code, create a signature using valid credentials and
include the signature in your request. For information about various authentication methods and
signature calculations, see Authenticating Requests (AWS Signature Version 4).

o The REST API uses standard HTTP headers and status codes, so standard browsers and toolkits
work as expected. In some areas, we have added functionality to HTTP (for example, we added
headers to support access control). In these cases, we have done our best to add the new
functionality in a way that matches the style of standard HTTP usage. For more information
about making requests, see Making requests.

Permissions

You can have valid credentials to authenticate your requests, but unless you have S3 permissions
from the account owner or bucket owner you cannot create or access Amazon S3 resources. These
permissions are typically granted through an AWS Identity and Access Management (IAM) policy,
such as a bucket policy. For example, you must have permissions to create an S3 bucket or get an
object in a bucket. For a complete list of S3 permissions, see Actions, resources, and condition keys
for Amazon S3.

For more information about the permissions to S3 APl operations by S3 resource types, see
Required permissions for Amazon S3 APl operations in the Amazon Simple Storage Service User
Guide.

If you use the root user credentials of your AWS account, you have all the permissions. However,
using root user credentials is not recommended. Instead, we recommend that you create AWS
Identity and Access Management (IAM) roles in your account and manage user permissions. For
more information, see Access Management in the Amazon Simple Storage Service User Guide.

API Version 2006-03-01 3
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S3 API Reference

This section contains the Amazon S3 APl Reference documentation, which includes actions
(operations) and data types.

The S3 API reference groups each of its Actions and Data Types into three sets: Amazon S3, Amazon
S3 Control, and Amazon S3 on Outposts. There is no functional distinction between the three sets.
If you don't find an APl operation or data type that you're looking for in one set, check one of the
other sets.

Actions

« Amazon S3 — API operations that apply bucket-level and object-level actions.

« Amazon S3 Control — API operations for managing all other S3 resources.

« Amazon S3 on Outposts — APl operations for use with Amazon S3 on Outposts. You

communicate with your Outposts bucket using an access point and endpoint connection over a
virtual private cloud (VPC).

« Amazon S3 Tables — API operations for use with Amazon S3 Tables.

« Amazon S3 Vectors — API operations for use with Amazon S3 Vectors.

Data types

« Amazon S3 — Data types of APl operations that apply bucket-level and object-level actions.

Amazon S3 Control — Data types of APl operations for managing all other S3 resources.

Amazon S3 on Outposts — Data types of APl operations for use with Amazon S3 on Outposts.

Amazon S3 Tables — Data types of API operations for use with Amazon S3 Tables.

Amazon S3 Vectors — Data types of APl operations for use with Amazon S3 Vectors.

Actions

The following actions are supported by Amazon S3:

o AbortMultipartUpload

o CompleteMultipartUpload
« CopyObject

Actions API Version 2006-03-01 4
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CreateBucket

CreateBucketMetadataConfiguration

CreateBucketMetadataTableConfiguration

CreateMultipartUpload

CreateSession

DeleteBucket

DeleteBucketAnalyticsConfiguration

DeleteBucketCors

DeleteBucketEncryption

DeleteBucketIntelligentTieringConfiguration

DeleteBucketlnventoryConfiguration

DeleteBucketLifecycle

DeleteBucketMetadataConfiguration

DeleteBucketMetadataTableConfiguration

DeleteBucketMetricsConfiguration

DeleteBucketOwnershipControls

DeleteBucketPolicy

DeleteBucketReplication

DeleteBucketTagging
DeleteBucketWebsite

DeleteObject
DeleteObjects

DeleteObjectTagging

DeletePublicAccessBlock

GetBucketAccelerateConfiguration

GetBucketAcl

GetBucketAnalyticsConfiguration

GetBucketCors

GetBucketEncryption

GetBucketIntelligentTieringConfiguration

Actions
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GetBucketlnventoryConfiguration

GetBucketLifecycle

GetBucketLifecycleConfiguration

GetBucketLocation

GetBucketLogging

GetBucketMetadataConfiguration

GetBucketMetadataTableConfiguration

GetBucketMetricsConfiguration

GetBucketNotification

GetBucketNotificationConfiguration

GetBucketOwnershipControls

GetBucketPolicy

GetBucketPolicyStatus

GetBucketReplication

GetBucketRequestPayment

GetBucketTagging

GetBucketVersioning

GetBucketWebsite

GetObject

GetObjectAcl
GetObjectAttributes

GetObjectLegalHold
GetObjectLockConfiguration

GetObjectRetention

GetObjectTagging

GetObjectTorrent
GetPublicAccessBlock
HeadBucket

HeadObject
ListBucketAnalyticsConfigurations

Actions
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« ListBucketIntelligentTieringConfigurations

o ListBucketlnventoryConfigurations

o ListBucketMetricsConfigurations

 ListBuckets
 ListDirectoryBuckets

 ListMultipartUploads

« ListObjects
o ListObjectsV2

» ListObjectVersions

o ListParts
» PutBucketAccelerateConfiguration

o PutBucketAcl

» PutBucketAnalyticsConfiguration

o PutBucketCors

o PutBucketEncryption

» PutBucketintelligentTieringConfiguration

» PutBucketlnventoryConfiguration

o PutBucketLifecycle

o PutBucketLifecycleConfiguration

» PutBucketLogging

o PutBucketMetricsConfiguration

o PutBucketNotification

» PutBucketNotificationConfiguration

o PutBucketOwnershipControls

o PutBucketPolicy

o PutBucketReplication

o PutBucketRequestPayment

» PutBucketTagging

o PutBucketVersioning

+ PutBucketWebsite

Actions API Version 2006-03-01 7



Amazon Simple Storage Service API Reference

» PutObject

« PutObjectAcl
o PutObjectLegalHold

o PutObjectLockConfiguration

o PutObjectRetention

» PutObjectTagging
o PutPublicAccessBlock

« RenameObject

» RestoreObject

» SelectObjectContent

» UpdateBucketMetadatalnventoryTableConfiguration

» UpdateBucketMetadataJournalTableConfiguration

» UploadPart
» UploadPartCopy

o WriteGetObjectResponse

The following actions are supported by Amazon S3 Control:

» AssociateAccessGrantsldentityCenter

e CreateAccessGrant

e CreateAccessGrantsinstance

e CreateAccessGrantsLocation

« CreateAccessPoint

o CreateAccessPointForObjectLambda

« CreateBucket
e CreateJob

» CreateMultiRegionAccessPoint

» CreateStoragelensGroup

e DeleteAccessGrant

+ DeleteAccessGrantsinstance

» DeleteAccessGrantsinstanceResourcePolicy
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DeleteAccessGrantsLocation

DeleteAccessPoint

DeleteAccessPointForObjectLambda

DeleteAccessPointPolicy

DeleteAccessPointPolicyForObjectLambda

DeleteAccessPointScope

DeleteBucket

DeleteBucketLifecycleConfiguration

DeleteBucketPolicy

DeleteBucketReplication

DeleteBucketTagging

DeleteJobTagging

DeleteMultiRegionAccessPoint

DeletePublicAccessBlock

DeleteStoragelLensConfiguration

DeleteStoragelLensConfigurationTagging

DeleteStoragelLensGroup

DescribelJob

DescribeMultiRegionAccessPointOperation

DissociateAccessGrantsldentityCenter

GetAccessGrant

GetAccessGrantsinstance

GetAccessGrantsinstanceForPrefix

GetAccessGrantsinstanceResourcePolicy

GetAccessGrantsLocation

GetAccessPoint

GetAccessPointConfigurationForObjectLambda

GetAccessPointForObjectLambda

GetAccessPointPolicy

GetAccessPointPolicyForObjectLambda

Actions
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o GetAccessPointPolicyStatus

o GetAccessPointPolicyStatusForObjectLambda

o GetAccessPointScope

o GetBucket
» GetBucketLifecycleConfiguration

o GetBucketPolicy

o GetBucketReplication

» GetBucketTagging

o GetBucketVersioning

¢ GetDataAccess

» GetJobTagging

o GetMultiRegionAccessPoint

o GetMultiRegionAccessPointPolicy

» GetMultiRegionAccessPointPolicyStatus

o GetMultiRegionAccessPointRoutes

¢ GetPublicAccessBlock

» GetStoragelLensConfiguration

» GetStoragelLensConfigurationTagging

« GetStoragelLensGroup

e ListAccessGrants

o ListAccessGrantsinstances

o ListAccessGrantsLocations

e ListAccessPoints

o ListAccessPointsForDirectoryBuckets

o ListAccessPointsForObjectLambda

« ListCallerAccessGrants

« ListJobs

 ListMultiRegionAccessPoints

 ListRegionalBuckets

o ListStoragelLensConfigurations
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The following actions are supported by Amazon S3 on Outposts:

ListStorageLensGroups

ListTagsForResource

PutAccessGrantsinstanceResourcePolicy

PutAccessPointConfigurationForObjectLambda

PutAccessPointPolicy

PutAccessPointPolicyForObjectLambda

PutAccessPointScope

PutBucketLifecycleConfiguration

PutBucketPolicy

PutBucketReplication

PutBucketTagging

PutBucketVersioning

PutJobTagging

PutMultiRegionAccessPointPolicy
PutPublicAccessBlock

PutStoragelLensConfiguration

PutStoragelLensConfigurationTagging

SubmitMultiRegionAccessPointRoutes

TagResource
UntagResource

UpdateAccessGrantsLocation

UpdateJobPriority

UpdateJobStatus

UpdateStoragelLensGroup

CreateEndpoint

DeleteEndpoint

ListEndpoints
ListOutpostsWithS3

Actions
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o ListSharedEndpoints

The following actions are supported by Amazon S3 Tables:

» CreateNamespace

+ CreateTable
e CreateTableBucket

» DeleteNamespace

e DeleteTable
« DeleteTableBucket

o DeleteTableBucketEncryption

» DeleteTableBucketPolicy

» DeleteTablePolicy

» GetNamespace
o GetTable
o GetTableBucket

o GetTableBucketEncryption

» GetTableBucketMaintenanceConfiguration

o GetTableBucketPolicy

o GetTableEncryption

» GetTableMaintenanceConfiguration

+ GetTableMaintenancelobStatus

o GetTableMetadatalocation
o GetTablePolicy

» ListNamespaces
 ListTableBuckets
o ListTables

» PutTableBucketEncryption

o PutTableBucketMaintenanceConfiguration

» PutTableBucketPolicy

» PutTableMaintenanceConfiguration
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o PutTablePolicy

+« RenameTable

» UpdateTableMetadatalocation

The following actions are supported by Amazon S3 Vectors:

+ Createlndex

e CreateVectorBucket

+ Deletelndex

« DeleteVectorBucket

» DeleteVectorBucketPolicy

+ DeleteVectors

e Getindex
¢ GetVectorBucket

» GetVectorBucketPolicy

e GetVectors
« Listindexes

o ListVectorBuckets

o ListVectors

o PutVectorBucketPolicy

e PutVectors

e QueryVectors

Amazon S3

The following actions are supported by Amazon S3:

AbortMultipartUpload

CompleteMultipartUpload

CopyObject
CreateBucket

CreateBucketMetadataConfiguration
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CreateBucketMetadataTableConfiguration

CreateMultipartUpload

CreateSession

DeleteBucket
DeleteBucketAnalyticsConfiguration

DeleteBucketCors

DeleteBucketEncryption

DeleteBucketIntelligentTieringConfiguration

DeleteBucketlnventoryConfiguration

DeleteBucketLifecycle

DeleteBucketMetadataConfiguration

DeleteBucketMetadataTableConfiguration

DeleteBucketMetricsConfiguration

DeleteBucketOwnershipControls

DeleteBucketPolicy

DeleteBucketReplication

DeleteBucketTagging
DeleteBucketWebsite

DeleteObject
DeleteObjects

DeleteObjectTagging

DeletePublicAccessBlock

GetBucketAccelerateConfiguration

GetBucketAcl

GetBucketAnalyticsConfiguration

GetBucketCors

GetBucketEncryption

GetBucketIntelligentTieringConfiguration

GetBucketlnventoryConfiguration

GetBucketLifecycle

Amazon S3
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GetBucketLifecycleConfiguration

GetBucketLocation

GetBucketLogging

GetBucketMetadataConfiguration

GetBucketMetadataTableConfiguration

GetBucketMetricsConfiguration

GetBucketNotification

GetBucketNotificationConfiguration

GetBucketOwnershipControls

GetBucketPolicy

GetBucketPolicyStatus

GetBucketReplication

GetBucketRequestPayment

GetBucketTagging

GetBucketVersioning

GetBucketWebsite

GetObject

GetObjectAcl
GetObjectAttributes

GetObjectLegalHold
GetObjectLockConfiguration

GetObjectRetention

GetObjectTagging

GetObjectTorrent
GetPublicAccessBlock
HeadBucket

HeadObject
ListBucketAnalyticsConfigurations

ListBucketIntelligentTieringConfigurations

ListBucketInventoryConfigurations

Amazon S3
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ListBucketMetricsConfigurations

ListBuckets
ListDirectoryBuckets

ListMultipartUploads

ListObjects
ListObjectsV2

ListObjectVersions

ListParts
PutBucketAccelerateConfiguration

PutBucketAcl

PutBucketAnalyticsConfiguration

PutBucketCors

PutBucketEncryption

PutBucketlntelligentTieringConfiguration

PutBucketlnventoryConfiguration

PutBucketLifecycle

PutBucketLifecycleConfiguration

PutBucketLogging

PutBucketMetricsConfiguration

PutBucketNotification

PutBucketNotificationConfiguration

PutBucketOwnershipControls

PutBucketPolicy

PutBucketReplication

PutBucketRequestPayment

PutBucketTagging

PutBucketVersioning
PutBucketWebsite

PutObject
PutObjectAcl

Amazon S3
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PutObjectLegalHold
PutObjectLockConfiguration
PutObjectRetention

PutObjectTagging
PutPublicAccessBlock

RenameObject

RestoreObject
SelectObjectContent

UpdateBucketMetadatalnventoryTableConfiguration

UpdateBucketMetadataJournalTableConfiguration

UploadPart
UploadPartCopy

WriteGetObjectResponse

Amazon S3
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AbortMultipartUpload
Service: Amazon S3

This operation aborts a multipart upload. After a multipart upload is aborted, no additional parts
can be uploaded using that upload ID. The storage consumed by any previously uploaded parts will
be freed. However, if any part uploads are currently in progress, those part uploads might or might
not succeed. As a result, it might be necessary to abort a given multipart upload multiple times in
order to completely free all storage consumed by all parts.

To verify that all parts have been removed and prevent getting charged for the part storage, you
should call the ListParts APl operation and ensure that the parts list is empty.

® Note

« Directory buckets - If multipart uploads in a directory bucket are in progress, you can't
delete the bucket until all the in-progress multipart uploads are aborted or completed.
To delete these in-progress multipart uploads, use the ListMultipartUploads
operation to list the in-progress multipart uploads in the bucket and use the
AbortMultipartUpload operation to abort all the in-progress multipart uploads.

» Directory buckets - For directory buckets, you must make requests for this APl operation
to the Zonal endpoint. These endpoints support virtual-hosted-style requests in
the format https://amzn-s3-demo-bucket .s3express-zone-id.region-
code.amazonaws.com/key-name . Path-style requests are not supported. For more
information about endpoints in Availability Zones, see Regional and Zonal endpoints

for directory buckets in Availability Zones in the Amazon S3 User Guide. For more

information about endpoints in Local Zones, see Concepts for directory buckets in Local

Zones in the Amazon S3 User Guide.

Permissions

» General purpose bucket permissions - For information about permissions required to use the
multipart upload, see Multipart Upload and Permissions in the Amazon S3 User Guide.

» Directory bucket permissions - To grant access to this APl operation on a directory
bucket, we recommend that you use the CreateSession APl operation for session-based

authorization. Specifically, you grant the s3express:CreateSession permission to the
directory bucket in a bucket policy or an IAM identity-based policy. Then, you make the
CreateSession API call on the bucket to obtain a session token. With the session token in
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your request header, you can make API requests to this operation. After the session token
expires, you make another CreateSession API call to generate a new session token for
use. AWS CLI or SDKs create session and refresh the session token automatically to avoid
service interruptions when a session expires. For more information about authorization, see
CreateSession.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.

The following operations are related to AbortMultipartUpload:

CreateMultipartUpload

UploadPart
CompleteMultipartUpload

ListParts

ListMultipartUploads

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /Key+?uploadId=UploadId HTTP/1.1

Host: Bucket.s3.amazonaws.com

X-amz-request-payer: RequestPayer
x-amz-expected-bucket-owner: ExpectedBucketOwner
x-amz-if-match-initiated-time: IfMatchInitiatedTime

URI Request Parameters

The request uses the following URI parameters.
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Bucket

The bucket name to which the upload was taking place.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
code.amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-azl--x-s3). For information about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the

Amazon S3 User Guide.

® Note

Object Lambda access points are not supported by directory buckets.

S3 on Outposts - When you use this action with S3 on Outposts, you must direct

requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes
Key

Key of the object for which the multipart upload was initiated.
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Length Constraints: Minimum length of 1.

Required: Yes
uploadid

Upload ID that identifies the multipart upload.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

x-amz-if-match-initiated-time

If present, this header aborts an in progress multipart upload only if it was initiated on the
provided timestamp. If the initiated timestamp of the multipart upload does not match the
provided value, the operation returns a 412 Precondition Failed error. If the initiated
timestamp matches or if the multipart upload doesn't exist, the operation returns a 204
Success (No Content) response.

(® Note

This functionality is only supported for directory buckets.

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204
x-amz-request-charged: RequestCharged

Response Elements
If the action is successful, the service sends back an HTTP 204 response.
The response returns the following HTTP headers.

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

(@ Note

This functionality is not supported for directory buckets.

Valid Values: requester

Errors
NoSuchUpload
The specified multipart upload does not exist.

HTTP Status Code: 404

Examples
Sample Request for general purpose buckets

The following request aborts a multipart upload identified by its upload ID.
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DELETE /example-object?
uploadId=VXBsb2FkIEI1EIGZvciBlbHZpbmcncyBteS1tb3ZpZS5tMnRzIHVwbGOhZ HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: authorization string

Sample Response for general purpose buckets

This example illustrates one usage of AbortMultipartUpload.

HTTP/1.1 204 OK

x-amz-id-2: WeaglLuByRx9e6j50nimru9p04Z2VKnJ2Qz7/C1INPcfTWAtRPfTaOFg==
x-amz-request-id: 996c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: @

Connection: keep-alive

Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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CompleteMultipartUpload
Service: Amazon S3

Completes a multipart upload by assembling previously uploaded parts.

You first initiate the multipart upload and then upload all parts using the UploadPart operation
or the UploadPartCopy operation. After successfully uploading all relevant parts of an upload,

you call this CompleteMultipartUpload operation to complete the upload. Upon receiving this
request, Amazon S3 concatenates all the parts in ascending order by part number to create a new
object. In the CompleteMultipartUpload request, you must provide the parts list and ensure that
the parts list is complete. The CompleteMultipartUpload API operation concatenates the parts that
you provide in the list. For each part in the list, you must provide the PartNumber value and the
ETag value that are returned after that part was uploaded.

The processing of a CompleteMultipartUpload request could take several minutes to finalize. After
Amazon S3 begins processing the request, it sends an HTTP response header that specifies a 200
OK response. While processing is in progress, Amazon S3 periodically sends white space characters
to keep the connection from timing out. A request could fail after the initial 200 OK response has
been sent. This means that a 200 OK response can contain either a success or an error. The error
response might be embedded in the 200 OK response. If you call this APl operation directly, make
sure to design your application to parse the contents of the response and handle it appropriately.
If you use AWS SDKs, SDKs handle this condition. The SDKs detect the embedded error and apply
error handling per your configuration settings (including automatically retrying the request as
appropriate). If the condition persists, the SDKs throw an exception (or, for the SDKs that don't use
exceptions, they return an error).

Note that if CompleteMultipartUpload fails, applications should be prepared to retry any
failed requests (including 500 error responses). For more information, see Amazon S3 Error Best
Practices.

/A Important

You can't use Content-Type: application/x-www-form-urlencoded for the
CompleteMultipartUpload requests. Also, if you don't provide a Content-Type header,
CompleteMultipartUpload can still return a 200 OK response.

For more information about multipart uploads, see Uploading Objects Using Multipart Upload in
the Amazon S3 User Guide.
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® Note

Directory buckets - For directory buckets, you must make requests for this APl operation
to the Zonal endpoint. These endpoints support virtual-hosted-style requests in

the format https://amzn-s3-demo-bucket .s3express-zone-id.region-

code .amazonaws.com/key-name . Path-style requests are not supported. For more
information about endpoints in Availability Zones, see Regional and Zonal endpoints for
directory buckets in Availability Zones in the Amazon S3 User Guide. For more information
about endpoints in Local Zones, see Concepts for directory buckets in Local Zones in the
Amazon S3 User Guide.

Permissions

» General purpose bucket permissions - For information about permissions required to use the
multipart upload API, see Multipart Upload and Permissions in the Amazon S3 User Guide.

If you provide an additional checksum value in your MultipartUpload requests and the
object is encrypted with AWS Key Management Service, you must have permission to use the
kms :Decrypt action for the CompleteMultipartUpload request to succeed.

» Directory bucket permissions - To grant access to this APl operation on a directory
bucket, we recommend that you use the CreateSession APl operation for session-based
authorization. Specifically, you grant the s3express:CreateSession permission to the
directory bucket in a bucket policy or an IAM identity-based policy. Then, you make the
CreateSession API call on the bucket to obtain a session token. With the session token in
your request header, you can make API requests to this operation. After the session token
expires, you make another CreateSession API call to generate a new session token for
use. AWS CLI or SDKs create session and refresh the session token automatically to avoid
service interruptions when a session expires. For more information about authorization, see

CreateSession.

If the object is encrypted with SSE-KMS, you must also have the kms : GenerateDataKey and
kms :Decrypt permissions in IAM identity-based policies and AWS KMS key policies for the
AWS KMS key.

Special errors

o Error Code: EntityTooSmall
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o Description: Your proposed upload is smaller than the minimum allowed object size. Each
part must be at least 5 MB in size, except the last part.

o HTTP Status Code: 400 Bad Request
o Error Code: InvalidPart

» Description: One or more of the specified parts could not be found. The part might not
have been uploaded, or the specified ETag might not have matched the uploaded part's
ETag.

o HTTP Status Code: 400 Bad Request
e Error Code: InvalidPartOrder

» Description: The list of parts was not in ascending order. The parts list must be specified in
order by part number.

o HTTP Status Code: 400 Bad Request
e Error Code: NoSuchUpload

» Description: The specified multipart upload does not exist. The upload ID might be invalid,
or the multipart upload might have been aborted or completed.

e HTTP Status Code: 404 Not Found

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.

The following operations are related to CompleteMultipartUpload:

CreateMultipartUpload

UploadPart
AbortMultipartUpload

ListParts

ListMultipartUploads
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/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

POST /Key+?uploadIld=UploadId HTTP/1.1

Host: Bucket.s3.amazonaws.com

x-amz-checksum-crc32: ChecksumCRC32

x-amz-checksum-crc32c: ChecksumCRC32C

x-amz-checksum-crc64nvme: ChecksumCRC64NVME

x-amz-checksum-shal: ChecksumSHA1

x-amz-checksum-sha256: ChecksumSHA256

x-amz-checksum-type: ChecksumType

X-amz-mp-object-size: MpuObjectSize

X-amz-request-payer: RequestPayer

x-amz-expected-bucket-owner: ExpectedBucketOwner

If-Match: IfMatch

If-None-Match: IfNoneMatch

x-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm

Xx-amz-server-side-encryption-customer-key: SSECustomerKey

x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5

<?xml version="1.0" encoding="UTF-8"7?>

<CompleteMultipartUpload xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Part>
<ChecksumCRC32>string</ChecksumCRC32>
<ChecksumCRC32C>string</ChecksumCRC32C>
<ChecksumCRC64NVME>string</ChecksumCRC64NVME>
<ChecksumSHA1>string</ChecksumSHA1>
<ChecksumSHA256>string</ChecksumSHA256>
<ETag>string</ETag>
<PartNumber>integer</PartNumber>
</Pa_rt>

</CompleteMultipartUpload>

URI Request Parameters

The request uses the following URI parameters.
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Bucket

Name of the bucket to which the multipart upload was initiated.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
code.amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-az1--x-s3). Forinformation about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the

Amazon S3 User Guide.

(@ Note

Object Lambda access points are not supported by directory buckets.

S3 on Outposts - When you use this action with S3 on Outposts, you must direct

requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes
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If-Match

Uploads the object only if the ETag (entity tag) value provided during the WRITE operation
matches the ETag of the object in S3. If the ETag values do not match, the operation returns a
412 Precondition Failed error.

If a conflicting operation occurs during the upload S3 returns a 409
ConditionalRequestConflict response. On a 409 failure you should fetch the object's
ETag, re-initiate the multipart upload with CreateMultipartUpload, and re-upload each
part.

Expects the ETag value as a string.

For more information about conditional requests, see RFC 7232, or Conditional requests in the

Amazon S3 User Guide.

If-None-Match

Uploads the object only if the object key name does not already exist in the bucket specified.
Otherwise, Amazon S3 returns a 412 Precondition Failed error.

If a conflicting operation occurs during the upload S3 returns a 409
ConditionalRequestConflict response. On a 409 failure you should re-initiate the
multipart upload with CreateMultipartUpload and re-upload each part.

Expects the '*' (asterisk) character.

For more information about conditional requests, see RFC 7232, or Conditional requests in the

Amazon S3 User Guide.
Key

Object key for which the multipart upload was initiated.
Length Constraints: Minimum length of 1.

Required: Yes
uploadid

ID for the initiated multipart upload.

Required: Yes
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x-amz-checksum-crc32

This header can be used as a data integrity check to verify that the data received is the same
data that was originally sent. This header specifies the Base64 encoded, 32-bit CRC32 checksum
of the object. For more information, see Checking object integrity in the Amazon S3 User Guide.

x-amz-checksum-crc32c

This header can be used as a data integrity check to verify that the data received is the same
data that was originally sent. This header specifies the Base64 encoded, 32-bit CRC32C
checksum of the object. For more information, see Checking object integrity in the Amazon S3
User Guide.

x-amz-checksum-crc64nvme

This header can be used as a data integrity check to verify that the data received is the same
data that was originally sent. This header specifies the Base64 encoded, 64-bit CRC64NVME
checksum of the object. The CRC64NVME checksum is always a full object checksum. For more
information, see Checking object integrity in the Amazon S3 User Guide.

x-amz-checksum-sha1l

This header can be used as a data integrity check to verify that the data received is the same
data that was originally sent. This header specifies the Base64 encoded, 160-bit SHA1 digest of
the object. For more information, see Checking object integrity in the Amazon S3 User Guide.

x-amz-checksum-sha256

This header can be used as a data integrity check to verify that the data received is the same
data that was originally sent. This header specifies the Base64 encoded, 256-bit SHA256 digest
of the object. For more information, see Checking object integrity in the Amazon S3 User Guide.

x-amz-checksum-type

This header specifies the checksum type of the object, which determines how part-level
checksums are combined to create an object-level checksum for multipart objects. You can
use this header as a data integrity check to verify that the checksum type that is received is
the same checksum that was specified. If the checksum type doesn’t match the checksum type
that was specified for the object during the CreateMultipartUpload request, it'll result in a
BadDigest error. For more information, see Checking object integrity in the Amazon S3 User
Guide.

Valid Values: COMPOSITE | FULL_OBJECT
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x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match

the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

X-amz-mp-object-size

The expected total object size of the multipart upload request. If there's a mismatch between
the specified object size value and the actual object size value, it results in an HTTP 400
InvalidRequest error.

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester

x-amz-server-side-encryption-customer-algorithm

The server-side encryption (SSE) algorithm used to encrypt the object. This parameter is
required only when the object was created using a checksum algorithm or if your bucket policy
requires the use of SSE-C. For more information, see Protecting data using SSE-C keys in the
Amazon S3 User Guide.

(@ Note

This functionality is not supported for directory buckets.
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X-amz-server-side-encryption-customer-key

The server-side encryption (SSE) customer managed key. This parameter is needed only when
the object was created using a checksum algorithm. For more information, see Protecting data

using SSE-C keys in the Amazon S3 User Guide.

(@ Note

This functionality is not supported for directory buckets.

x-amz-server-side-encryption-customer-key-MD5

The MD5 server-side encryption (SSE) customer managed key. This parameter is needed only
when the object was created using a checksum algorithm. For more information, see Protecting
data using SSE-C keys in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Request Body

The request accepts the following data in XML format.

CompleteMultipartUpload

Root level tag for the CompleteMultipartUpload parameters.

Required: Yes
Part

Array of CompletedPart data types.

If you do not supply a valid Part with your request, the service sends back an HTTP 400
response.

Type: Array of CompletedPart data types
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Required: No

Response Syntax

HTTP/1.1 200
X-amz-expiration: Expiration
x-amz-server-side-encryption: ServerSideEncryption
X-amz-version-id: VersionId
x-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
Xx-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
x-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7?>
<CompleteMultipartUploadResult>
<Location>string</Location>
<Bucket>string</Bucket>
<Key>string</Key>
<ETag>string</ETag>
<ChecksumCRC32>string</ChecksumCRC32>
<ChecksumCRC32C>string</ChecksumCRC32C>
<ChecksumCRC64NVME>string</ChecksumCRC64NVME>
<ChecksumSHAl>string</ChecksumSHA1>
<ChecksumSHA256>string</ChecksumSHA256>
<ChecksumType>string</ChecksumType>
</CompleteMultipartUploadResult>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The response returns the following HTTP headers.

x-amz-expiration

If the object expiration is configured, this will contain the expiration date (expiry-date) and
rule ID (rule-id). The value of rule-id is URL-encoded.

(® Note

This functionality is not supported for directory buckets.
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x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

(@ Note

This functionality is not supported for directory buckets.

Valid Values: requester

Xx-amz-server-side-encryption

The server-side encryption algorithm used when storing this object in Amazon S3.

(@ Note

When accessing data stored in Amazon FSx file systems using S3 access points, the only
valid server side encryption option is aws : fsx.

Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse

x-amz-server-side-encryption-aws-kms-key-id

If present, indicates the ID of the KMS key that was used for object encryption.

x-amz-server-side-encryption-bucket-key-enabled

Indicates whether the multipart upload uses an S3 Bucket Key for server-side encryption with
AWS Key Management Service (AWS KMS) keys (SSE-KMS).

x-amz-version-id

Version ID of the newly created obiject, in case the bucket has versioning turned on.

(® Note

This functionality is not supported for directory buckets.
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The following data is returned in XML format by the service.

CompleteMultipartUploadResult

Root level tag for the CompleteMultipartUploadResult parameters.

Required: Yes
Bucket

The name of the bucket that contains the newly created object. Does not return the access
point ARN or access point alias if used.

(@ Note

Access points are not supported by directory buckets.

Type: String
ChecksumCRC32

The Base64 encoded, 32-bit CRC32 checksum of the object. This checksum is only be present
if the checksum was uploaded with the object. When you use an APl operation on an object that
was uploaded using multipart uploads, this value may not be a direct checksum value of the full
object. Instead, it's a calculation based on the checksum values of each individual part. For more
information about how checksums are calculated with multipart uploads, see Checking object
integrity in the Amazon S3 User Guide.

Type: String
ChecksumCRC32C

The Base64 encoded, 32-bit CRC32C checksum of the object. This checksum is only present if
the checksum was uploaded with the object. When you use an APl operation on an object that
was uploaded using multipart uploads, this value may not be a direct checksum value of the full
object. Instead, it's a calculation based on the checksum values of each individual part. For more
information about how checksums are calculated with multipart uploads, see Checking object
integrity in the Amazon S3 User Guide.

Type: String
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ChecksumCRC64NVME

This header can be used as a data integrity check to verify that the data received is the same
data that was originally sent. This header specifies the Base64 encoded, 64-bit CRC64NVME
checksum of the object. The CRC64NVME checksum is always a full object checksum. For more
information, see Checking object integrity in the Amazon S3 User Guide.

Type: String
ChecksumSHA1

The Base64 encoded, 160-bit SHA1 digest of the object. This will only be present if the object
was uploaded with the object. When you use the API operation on an object that was uploaded
using multipart uploads, this value may not be a direct checksum value of the full object.
Instead, it's a calculation based on the checksum values of each individual part. For more
information about how checksums are calculated with multipart uploads, see Checking object

integrity in the Amazon S3 User Guide.

Type: String
ChecksumSHA256

The Base64 encoded, 256-bit SHA256 digest of the object. This will only be present if the
object was uploaded with the object. When you use an APl operation on an object that was
uploaded using multipart uploads, this value may not be a direct checksum value of the full
object. Instead, it's a calculation based on the checksum values of each individual part. For more
information about how checksums are calculated with multipart uploads, see Checking object

integrity in the Amazon S3 User Guide.

Type: String
ChecksumType

The checksum type, which determines how part-level checksums are combined to create an
object-level checksum for multipart objects. You can use this header as a data integrity check
to verify that the checksum type that is received is the same checksum type that was specified
during the CreateMultipartUpload request. For more information, see Checking object
integrity in the Amazon S3 User Guide.

Type: String

Valid Values: COMPOSITE | FULL_OBJECT
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ETag

Entity tag that identifies the newly created object's data. Objects with different object data will
have different entity tags. The entity tag is an opaque string. The entity tag may or may not be
an MD5 digest of the object data. If the entity tag is not an MD5 digest of the object data, it
will contain one or more nonhexadecimal characters and/or will consist of less than 32 or more
than 32 hexadecimal digits. For more information about how the entity tag is calculated, see
Checking object integrity in the Amazon S3 User Guide.

Type: String
Key
The object key of the newly created object.
Type: String
Length Constraints: Minimum length of 1.
Location

The URI that identifies the newly created object.

Type: String

Examples
Sample Request for general purpose buckets

The following Complete Multipart Upload request specifies three parts in the
CompleteMultipartUpload element.

POST /example-object?
uploadId=AAAsb2FkIEIEIGZvciBlbHZpbmcncyWeeS1tb3ZpZS5tMnRzIRRwWbGOhZA HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 391
Authorization: authorization string

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"a54357aff0632cce46d942af68356b38"</ETag>

Amazon S3 API Version 2006-03-01 38


https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html

Amazon Simple Storage Service API Reference

</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>"0c78aef83f66abclfale8477f296d394"</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>"achd1l8db4cc2f85cedef654fcccstasd8"</ETag>
</Part>
</CompleteMultipartUpload>

Sample Response for general purpose buckets

The following response indicates that an object was successfully assembled.

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnl2Qz7/CINPcfTWAtRPfTaOFg==
x-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<CompleteMultipartUploadResult xmlns="http://s3.amazonaws.com/
doc/2006-03-01/">
<Location>http://amzn-s3-demo-bucket.s3.<Region>.amazonaws.com/Example-
Object</Location>
<Bucket>amzn-s3-demo-bucket</Bucket>
<Key>Example-Object</Key>
<ETag>"3858f62230ac3c915f300c664312c11f-9"</ETag>
</CompleteMultipartUploadResult>

Sample Response for general purpose buckets: Error specified in header

The following response indicates that an error occurred before the HTTP response header was sent.

HTTP/1.1 403 Forbidden
x-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnl2Qz7/CINPcfTWAtRPfTaOFg==
x-amz-request-id: 656c76696e6727732072657175657374
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Date: Mon, 1 Nov 2010 20:34:56 GMT
Content-Length: 237

Connection: keep-alive

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<Error>

<Code>AccessDenied</Code>

<Message>Access Denied</Message>
<RequestId>656c76696e6727732072657175657374</RequestId>
<HostId>UuaglLuByRx9e6j50nimru9p04ZVKnl2Qz7/CINPcfTWAtRPfTaOFg==</HostId>
</Error>

Sample Response for general purpose buckets: Error specified in body

The following response indicates that an error occurred after the HTTP response header was sent.
Note that while the HTTP status code is 200 OK, the request actually failed as described in the
Exrror element.

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnl2Qz7/CINPcfTWAtRPfTaOFg==
x-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<Error>

<Code>InternalError</Code>

<Message>We encountered an internal error. Please try again.</Message>
<RequestId>656c76696e6727732072657175657374</RequestId>
<HostId>UuaglLuByRx9e6j50nimru9p04ZVKnl2Qz7/CINPcfTWAtRPfTaOFg==</HostId>
</Error>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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CopyObject

Service: Amazon S3

/A Important

End of support notice: Beginning October 1, 2025, Amazon S3 will discontinue support for
creating new Email Grantee Access Control Lists (ACL). Email Grantee ACLs created prior

to this date will continue to work and remain accessible through the AWS Management
Console, Command Line Interface (CLI), SDKs, and REST API. However, you will no longer be
able to create new Email Grantee ACLs.

Between July 15, 2025 and October 1, 2025, you will begin to see an increasing rate of
HTTP 405 errors for requests to Amazon S3 when attempting to create new Email Grantee
ACLs.

This change affects the following AWS Regions: US East (N. Virginia) Region, US West (N.
California) Region, US West (Oregon) Region, Asia Pacific (Singapore) Region, Asia Pacific
(Sydney) Region, Asia Pacific (Tokyo) Region, Europe (Ireland) Region, and South America
(Sao Paulo) Region.

Creates a copy of an object that is already stored in Amazon S3.

(® Note

You can store individual objects of up to 5 TB in Amazon S3. You create a copy of your
object up to 5 GB in size in a single atomic action using this API. However, to copy

an object greater than 5 GB, you must use the multipart upload Upload Part - Copy
(UploadPartCopy) API. For more information, see Copy Object Using the REST Multipart

Upload API.

You can copy individual objects between general purpose buckets, between directory buckets, and
between general purpose buckets and directory buckets.
(® Note

« Amazon S3 supports copy operations using Multi-Region Access Points only as a
destination when using the Multi-Region Access Point ARN.
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» Directory buckets - For directory buckets, you must make requests for this APl operation
to the Zonal endpoint. These endpoints support virtual-hosted-style requests in
the format https://amzn-s3-demo-bucket .s3express-zone-id.region-
code.amazonaws.com/key-name . Path-style requests are not supported. For more
information about endpoints in Availability Zones, see Regional and Zonal endpoints
for directory buckets in Availability Zones in the Amazon S3 User Guide. For more
information about endpoints in Local Zones, see Concepts for directory buckets in Local

Zones in the Amazon S3 User Guide.

« VPC endpoints don't support cross-Region requests (including copies). If you're using VPC
endpoints, your source and destination buckets should be in the same AWS Region as
your VPC endpoint.

Both the Region that you want to copy the object from and the Region that you want to copy the
object to must be enabled for your account. For more information about how to enable a Region
for your account, see Enable or disable a Region for standalone accounts in the AWS Account

Management Guide.

/A Important
Amazon S3 transfer acceleration does not support cross-Region copies. If you request a
cross-Region copy using a transfer acceleration endpoint, you get a 400 Bad Request
error. For more information, see Transfer Acceleration.

Authentication and authorization

All CopyObject requests must be authenticated and signed by using IAM credentials
(access key ID and secret access key for the IAM identities). All headers with the x-amz-
prefix, including x-amz-copy-source, must be signed. For more information, see REST
Authentication.

Directory buckets - You must use the IAM credentials to authenticate and authorize your access
to the CopyObject API operation, instead of using the temporary security credentials through
the CreateSession APl operation.

AWS CLI or SDKs handles authentication and authorization on your behalf.
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Permissions

You must have read access to the source object and write access to the destination bucket.

« General purpose bucket permissions - You must have permissions in an IAM policy based on
the source and destination bucket types in a CopyObject operation.

« If the source object is in a general purpose bucket, you must have s3:GetObject
permission to read the source object that is being copied.

« If the destination bucket is a general purpose bucket, you must have s3:PutObject
permission to write the object copy to the destination bucket.

» Directory bucket permissions - You must have permissions in a bucket policy or an IAM
identity-based policy based on the source and destination bucket types in a CopyObject
operation.

« If the source object that you want to copy is in a directory bucket, you must have the
s3express:CreateSession permission in the Action element of a policy to read the
object. By default, the session is in the ReadWrite mode. If you want to restrict the access,
you can explicitly set the s3express:SessionMode condition key to ReadOnly on the
copy source bucket.

« If the copy destination is a directory bucket, you must have the
s3express:CreateSession permission in the Action element of a policy to write the
object to the destination. The s3express:SessionMode condition key can't be set to
ReadOnly on the copy destination bucket.

If the object is encrypted with SSE-KMS, you must also have the kms : GenerateDataKey and
kms :Decrypt permissions in IAM identity-based policies and AWS KMS key policies for the
AWS KMS key.

For example policies, see Example bucket policies for S3 Express One Zone and AWS |ldentity

and Access Management (IAM) identity-based policies for S3 Express One Zone in the Amazon
S3 User Guide.

Response and special errors

When the request is an HTTP 1.1 request, the response is chunk encoded. When the request is
not an HTTP 1.1 request, the response would not contain the Content-Length. You always
need to read the entire response body to check if the copy succeeds.

« If the copy is successful, you receive a response with information about the copied object.

Amazon S3 API Version 2006-03-01 44


https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-example-bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-identity-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-identity-policies.html

Amazon Simple Storage Service API Reference

« A copy request might return an error when Amazon S3 receives the copy request or while
Amazon S3 is copying the files. A 200 0K response can contain either a success or an error.

o If the error occurs before the copy action starts, you receive a standard Amazon S3 error.

« If the error occurs during the copy operation, the error response is embedded in the 200
OK response. For example, in a cross-region copy, you may encounter throttling and receive
a 200 OK response. For more information, see Resolve the Error 200 response when
copying objects to Amazon S3. The 200 OK status code means the copy was accepted,
but it doesn't mean the copy is complete. Another example is when you disconnect from
Amazon S3 before the copy is complete, Amazon S3 might cancel the copy and you
may receive a 200 OK response. You must stay connected to Amazon S3 until the entire

response is successfully received and processed.

If you call this APl operation directly, make sure to design your application to parse the
content of the response and handle it appropriately. If you use AWS SDKs, SDKs handle
this condition. The SDKs detect the embedded error and apply error handling per your
configuration settings (including automatically retrying the request as appropriate). If the
condition persists, the SDKs throw an exception (or, for the SDKs that don't use exceptions,
they return an error).

Charge

The copy request charge is based on the storage class and Region that you specify for the
destination object. The request can also result in a data retrieval charge for the source if the
source storage class bills for data retrieval. If the copy source is in a different region, the data
transfer is billed to the copy source account. For pricing information, see Amazon S3 pricing.

HTTP Host header syntax

» Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.

« Amazon S3 on Outposts - When you use this action with S3 on Outposts through
the REST API, you must direct requests to the S3 on Outposts hostname. The S3 on
Outposts hostname takes the form AccessPointName-AccountId.outpostID.s3-
outposts.Region.amazonaws.com. The hostname isn't required when you use the AWS
CLI or SDKs.

The following operations are related to CopyObject:

« PutObject
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» GetObject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your

header value ismy file.txt, containing two spaces after my, you must URL encode this

value to my%20%20file. txt.

Request Syntax

PUT /Key+ HTTP/1.1

Host: Bucket.s3.amazonaws.com

x-amz-acl: ACL

Cache-Control: CacheControl

x-amz-checksum-algorithm: ChecksumAlgorithm

Content-Disposition: ContentDisposition

Content-Encoding: ContentEncoding

Content-Language: ContentlLanguage

Content-Type: ContentType

X-amz-copy-source: CopySource

X-amz-copy-source-if-match: CopySourceIfMatch
X-amz-copy-source-if-modified-since: CopySourceIfModifiedSince
X-amz-copy-source-if-none-match: CopySourceIfNoneMatch
X-amz-copy-source-if-unmodified-since: CopySourceIfUnmodifiedSince
Expires: Expires

x-amz-grant-full-control: GrantFullControl

X-amz-grant-read: GrantRead

X-amz-grant-read-acp: GrantReadACP

Xx-amz-grant-write-acp: GrantWriteACP

x-amz-metadata-directive: MetadataDirective
x-amz-tagging-directive: TaggingDirective
x-amz-server-side-encryption: ServerSideEncryption
x-amz-storage-class: Storage(Class
x-amz-website-redirect-location: WebsiteRedirectLocation
Xx-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
Xx-amz-server-side-encryption-customer-key: SSECustomerKey
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
x-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
Xx-amz-server-side-encryption-context: SSEKMSEncryptionContext
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
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X-amz-copy-source-server-side-encryption-customer-

algorithm: CopySourceSSECustomerAlgorithm
X-amz-copy-source-server-side-encryption-customer-key: CopySourceSSECustomerKey
X-amz-copy-source-server-side-encryption-customer-key-MD5: CopySourceSSECustomerKeyMD5
X-amz-request-payer: RequestPayer

x-amz-tagging: Tagging

x-amz-object-lock-mode: ObjectlLockMode

x-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
x-amz-object-lock-legal-hold: ObjectLocklLegalHoldStatus
x-amz-expected-bucket-owner: ExpectedBucketOwner
Xx-amz-source-expected-bucket-owner: ExpectedSourceBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the destination bucket.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
code .amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-az1--x-s3). Forinformation about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

(@ Note

Copying objects across different AWS Regions isn't supported when the source or
destination bucket is in AWS Local Zones. The source and destination buckets must have
the same parent AWS Region. Otherwise, you get an HTTP 400 Bad Request error
with the error code InvalidRequest.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
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form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.

(® Note

Object Lambda access points are not supported by directory buckets.

S3 on Outposts - When you use this action with S3 on Outposts, you must use the Outpost
bucket access point ARN or the access point alias for the destination bucket. You can only copy
objects within the same Outpost bucket. It's not supported to copy objects across different
AWS Outposts, between buckets on the same Outposts, or between Outposts buckets and

any other bucket types. For more information about S3 on Outposts, see What is S3 on
Outposts? in the S3 on Outposts guide. When you use this action with S3 on Outposts through
the REST API, you must direct requests to the S3 on Outposts hostname, in the format
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com. The
hostname isn't required when you use the AWS CLI or SDKs.

Required: Yes

Cache-Control

Specifies the caching behavior along the request/reply chain.

Content-Disposition

Specifies presentational information for the object. Indicates whether an object should be
displayed in a web browser or downloaded as a file. It allows specifying the desired filename for
the downloaded file.

Content-Encoding

Specifies what content encodings have been applied to the object and thus what decoding
mechanisms must be applied to obtain the media-type referenced by the Content-Type header
field.

(@ Note

For directory buckets, only the aws-chunked value is supported in this header field.
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Content-Language

The language the content is in.

Content-Type

A standard MIME type that describes the format of the object data.
Expires

The date and time at which the object is no longer cacheable.
Key

The key of the destination object.
Length Constraints: Minimum length of 1.

Required: Yes

x-amz-acl
The canned access control list (ACL) to apply to the object.

When you copy an object, the ACL metadata is not preserved and is set to private by default.
Only the owner has full access control. To override the default ACL setting, specify a new ACL
when you generate a copy request. For more information, see Using ACLs.

If the destination bucket that you're copying objects to uses the bucket owner enforced setting
for S3 Object Ownership, ACLs are disabled and no longer affect permissions. Buckets that use
this setting only accept PUT requests that don't specify an ACL or PUT requests that specify
bucket owner full control ACLs, such as the bucket-owner-full-control canned ACL or an
equivalent form of this ACL expressed in the XML format. For more information, see Controlling
ownership of objects and disabling ACLs in the Amazon S3 User Guide.

(® Note

« If your destination bucket uses the bucket owner enforced setting for Object
Ownership, all objects written to the bucket by any account will be owned by the
bucket owner.

 This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.
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Valid Values: private | public-read | public-read-write | authenticated-read
| aws-exec-read | bucket-owner-read | bucket-owner-full-control

x-amz-checksum-algorithm

Indicates the algorithm that you want Amazon S3 to use to create the checksum for the object.
For more information, see Checking object integrity in the Amazon S3 User Guide.

When you copy an object, if the source object has a checksum, that checksum value will

be copied to the new object by default. If the CopyObject request does not include this
x-amz-checksum-algorithm header, the checksum algorithm will be copied from the
source object to the destination object (if it's present on the source object). You can optionally
specify a different checksum algorithm to use with the x-amz-checksum-algorithm
header. Unrecognized or unsupported values will respond with the HTTP status code 400 Bad
Request.

(® Note

For directory buckets, when you use AWS SDKs, CRC32 is the default checksum
algorithm that's used for performance.

Valid Values: CRC32 | CRC32C | SHA1l | SHA256 | CRC64NVME

X-damz-copy-source

Specifies the source object for the copy operation. The source object can be up to 5 GB. If the
source object is an object that was uploaded by using a multipart upload, the object copy will
be a single part object after the source object is copied to the destination bucket.

You specify the value of the copy source in one of two formats, depending on whether you want
to access the source object through an access point:

» For objects not accessed through an access point, specify the name of the source bucket
and the key of the source object, separated by a slash (/). For example, to copy the object
reports/january.pdf from the general purpose bucket awsexamplebucket, use
awsexamplebucket/reports/january.pdf. The value must be URL-encoded. To copy
the object reports/january.pdf from the directory bucket awsexamplebucket--usel-
az5--x-s3, use awsexamplebucket--usel-az5--x-s3/reports/january.pdf. The
value must be URL-encoded.
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» For objects accessed through access points, specify the Amazon Resource
Name (ARN) of the object as accessed through the access point, in the format
arn:aws:s3:<Region>:<account-id>:accesspoint/<access-point-name>/
object/<key>. For example, to copy the object reports/january.pdf through access
point my-access-point owned by account 123456789012 in Region us-west-2, use the
URL encoding of arn:aws:s3:us-west-2:123456789012:accesspoint/my-access-
point/object/reports/january.pdf. The value must be URL encoded.

® Note

« Amazon S3 supports copy operations using Access points only when the source and
destination buckets are in the same AWS Region.

» Access points are not supported by directory buckets.

Alternatively, for objects accessed through Amazon S3 on Outposts, specify the ARN of

the object as accessed in the format arn:aws:s3-outposts:<Region>:<account-
id>:outpost/<outpost-id>/object/<key>. For example, to copy the object
reports/january.pdf through outpost my-outpost owned by account 123456789012
in Region us-west-2, use the URL encoding of arn:aws:s3-outposts:us-
west-2:123456789012:outpost/my-outpost/object/reports/january.pdf. The
value must be URL-encoded.

If your source bucket versioning is enabled, the x-amz-copy-source header by default
identifies the current version of an object to copy. If the current version is a delete

marker, Amazon S3 behaves as if the object was deleted. To copy a different version,

use the versionlId query parameter. Specifically, append ?versionId=<version-

id> to the value (for example, awsexamplebucket/reports/january.pdf?
versionId=QUpfdndhfd8438MNFDN93jdnJFkdmgnh893). If you don't specify a version ID,
Amazon S3 copies the latest version of the source object.

If you enable versioning on the destination bucket, Amazon S3 generates a unique version
ID for the copied object. This version ID is different from the version ID of the source object.
Amazon S3 returns the version ID of the copied object in the x-amz-version-id response
header in the response.

If you do not enable versioning or suspend it on the destination bucket, the version ID that
Amazon S3 generates in the x-amz-version-id response header is always null.
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® Note

Directory buckets - S3 Versioning isn't enabled and supported for directory buckets.

Pattern: \/?.+\/.+

Required: Yes

X-amz-copy-source-if-match

Copies the object if its entity tag (ETag) matches the specified tag.

If both the x-amz-copy-source-if-match and x-amz-copy-source-if-unmodified-
since headers are present in the request and evaluate as follows, Amazon S3 returns 200 OK
and copies the data:

e X-amz-copy-source-if-match condition evaluates to true
e X-amz-copy-source-if-unmodified-since condition evaluates to false

x-amz-copy-source-if-modified-since

Copies the object if it has been modified since the specified time.

If both the x-amz-copy-source-if-none-match and x-amz-copy-source-if-
modified-since headers are present in the request and evaluate as follows, Amazon S3
returns the 412 Precondition Failed response code:

e X-amz-copy-source-if-none-match condition evaluates to false
e X-amz-copy-source-if-modified-since condition evaluates to true

X-amz-copy-source-if-none-match

Copies the object if its entity tag (ETag) is different than the specified ETag.

If both the x-amz-copy-source-if-none-match and x-amz-copy-source-if-
modified-since headers are present in the request and evaluate as follows, Amazon S3
returns the 412 Precondition Failed response code:

e X-amz-copy-source-if-none-match condition evaluates to false
e X-amz-copy-source-if-modified-since condition evaluates to true

Xx-amz-copy-source-if-unmodified-since

Copies the object if it hasn't been modified since the specified time.
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If both the x-amz-copy-source-if-match and x-amz-copy-source-if-unmodified-
since headers are present in the request and evaluate as follows, Amazon S3 returns 200 0K
and copies the data:

e X-amz-copy-source-if-match condition evaluates to true
e X-amz-copy-source-if-unmodified-since condition evaluates to false

X-amz-copy-source-server-side-encryption-customer-algorithm

Specifies the algorithm to use when decrypting the source object (for example, AES256).

If the source object for the copy is stored in Amazon S3 using SSE-C, you must provide the
necessary encryption information in your request so that Amazon S3 can decrypt the object for

copying.

(® Note

This functionality is not supported when the source object is in a directory bucket.

X-amz-copy-source-server-side-encryption-customer-key

Specifies the customer-provided encryption key for Amazon S3 to use to decrypt the source
object. The encryption key provided in this header must be the same one that was used when
the source object was created.

If the source object for the copy is stored in Amazon S3 using SSE-C, you must provide the
necessary encryption information in your request so that Amazon S3 can decrypt the object for

copying.

(® Note

This functionality is not supported when the source object is in a directory bucket.

X-amz-copy-source-server-side-encryption-customer-key-MD5

Specifies the 128-bit MD5 digest of the encryption key according to RFC 1321. Amazon S3 uses
this header for a message integrity check to ensure that the encryption key was transmitted
without error.
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If the source object for the copy is stored in Amazon S3 using SSE-C, you must provide the
necessary encryption information in your request so that Amazon S3 can decrypt the object for

copying.

® Note

This functionality is not supported when the source object is in a directory bucket.

x-amz-expected-bucket-owner

The account ID of the expected destination bucket owner. If the account ID that you provide
does not match the actual owner of the destination bucket, the request fails with the HTTP
status code 403 Forbidden (access denied).

x-amz-grant-full-control

Gives the grantee READ, READ_ACP, and WRITE_ACP permissions on the object.
(® Note

« This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

x-amz-grant-read

Allows grantee to read the object data and its metadata.

(@ Note

 This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

x-amz-grant-read-acp

Allows grantee to read the object ACL.
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® Note
 This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

X-amz-grant-write-acp

Allows grantee to write the ACL for the applicable object.
(@ Note

 This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

x-amz-metadata-directive

Specifies whether the metadata is copied from the source object or replaced with metadata
that's provided in the request. When copying an object, you can preserve all metadata (the
default) or specify new metadata. If this header isn't specified, COPY is the default behavior.

General purpose bucket - For general purpose buckets, when you grant permissions, you can
use the s3:x-amz-metadata-directive condition key to enforce certain metadata behavior
when objects are uploaded. For more information, see Amazon S3 condition key examples in
the Amazon S3 User Guide.

(® Note

x-amz-website-redirect-location is unique to each object and is not copied
when using the x-amz-metadata-directive header. To copy the value, you must
specify x-amz-website-redirect-location in the request header.

Valid Values: COPY | REPLACE

x-amz-object-lock-legal-hold

Specifies whether you want to apply a legal hold to the object copy.
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® Note

This functionality is not supported for directory buckets.

Valid Values: ON | OFF

x-amz-object-lock-mode

The Object Lock mode that you want to apply to the object copy.

(® Note

This functionality is not supported for directory buckets.

Valid Values: GOVERNANCE | COMPLIANCE

x-amz-object-lock-retain-until-date

The date and time when you want the Object Lock of the object copy to expire.

(® Note

This functionality is not supported for directory buckets.

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

® Note

This functionality is not supported for directory buckets.

Valid Values: requester
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x-amz-server-side-encryption

The server-side encryption algorithm used when storing this object in Amazon S3.
Unrecognized or unsupported values won't write a destination object and will receive a 400
Bad Request response.

Amazon S3 automatically encrypts all new objects that are copied to an S3 bucket. When
copying an object, if you don't specify encryption information in your copy request, the
encryption setting of the target object is set to the default encryption configuration of the
destination bucket. By default, all buckets have a base level of encryption configuration that
uses server-side encryption with Amazon S3 managed keys (SSE-S3). If the destination bucket
has a different default encryption configuration, Amazon S3 uses the corresponding encryption
key to encrypt the target object copy.

With server-side encryption, Amazon S3 encrypts your data as it writes your data to disks in its
data centers and decrypts the data when you access it. For more information about server-side
encryption, see Using Server-Side Encryption in the Amazon S3 User Guide.

General purpose buckets

» For general purpose buckets, there are the following supported options for server-side
encryption: server-side encryption with AWS Key Management Service (AWS KMS) keys
(SSE-KMS), dual-layer server-side encryption with AWS KMS keys (DSSE-KMS), and server-
side encryption with customer-provided encryption keys (SSE-C). Amazon S3 uses the
corresponding KMS key, or a customer-provided key to encrypt the target object copy.

« When you perform a CopyObject operation, if you want to use a different type of
encryption setting for the target object, you can specify appropriate encryption-related
headers to encrypt the target object with an Amazon S3 managed key, a KMS key, or a
customer-provided key. If the encryption setting in your request is different from the default
encryption configuration of the destination bucket, the encryption setting in your request
takes precedence.

Directory buckets

» For directory buckets, there are only two supported options for server-side encryption:
server-side encryption with Amazon S3 managed keys (SSE-S3) (AES256) and server-side
encryption with AWS KMS keys (SSE-KMS) (aws : kms). We recommend that the bucket's
default encryption uses the desired encryption configuration and you don't override the
bucket default encryption in your CreateSession requests or PUT object requests. Then,
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new objects are automatically encrypted with the desired encryption settings. For more
information, see Protecting data with server-side encryption in the Amazon S3 User Guide.

For more information about the encryption overriding behaviors in directory buckets, see
Specifying server-side encryption with AWS KMS for new object uploads.

» To encrypt new object copies to a directory bucket with SSE-KMS, we recommend you
specify SSE-KMS as the directory bucket's default encryption configuration with a KMS key
(specifically, a customer managed key). The AWS managed key (aws/s3) isn't supported. Your
SSE-KMS configuration can only support 1 customer managed key per directory bucket for
the lifetime of the bucket. After you specify a customer managed key for SSE-KMS, you can't
override the customer managed key for the bucket's SSE-KMS configuration. Then, when you

perform a CopyObject operation and want to specify server-side encryption settings for
new object copies with SSE-KMS in the encryption-related request headers, you must ensure
the encryption key is the same customer managed key that you specified for the directory
bucket's default encryption configuration.

» S3 access points for Amazon FSx - When accessing data stored in Amazon FSx file systems
using S3 access points, the only valid server side encryption option is aws : fsx. All Amazon
FSx file systems have encryption configured by default and are encrypted at rest. Data is
automatically encrypted before being written to the file system, and automatically decrypted
as it is read. These processes are handled transparently by Amazon FSx.

Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse

x-amz-server-side-encryption-aws-kms-key-id

Specifies the AWS KMS key ID (Key ID, Key ARN, or Key Alias) to use for object encryption. All
GET and PUT requests for an object protected by AWS KMS will fail if they're not made via SSL
or using SigV4. For information about configuring any of the officially supported AWS SDKs and
AWS CLI, see Specifying the Signature Version in Request Authentication in the Amazon S3 User
Guide.

Directory buckets - To encrypt data using SSE-KMS, it's recommended to specify the x -
amz-server-side-encryption header to aws:kms. Then, the x-amz-server-side-
encryption-aws-kms-key-id header implicitly uses the bucket's default KMS customer
managed key ID. If you want to explicitly set the x-amz-server-side-encryption-aws-
kms-key-id header, it must match the bucket's default customer managed key (using key

ID or ARN, not alias). Your SSE-KMS configuration can only support 1 customer managed key
per directory bucket's lifetime. The AWS managed key (aws/s3) isn't supported. Incorrect key
specification results in an HTTP 400 Bad Request error.
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Xx-amz-server-side-encryption-bucket-key-enabled

Specifies whether Amazon S3 should use an S3 Bucket Key for object encryption with server-
side encryption using AWS Key Management Service (AWS KMS) keys (SSE-KMS). If a target
object uses SSE-KMS, you can enable an S3 Bucket Key for the object.

Setting this header to true causes Amazon S3 to use an S3 Bucket Key for object encryption
with SSE-KMS. Specifying this header with a COPY action doesn't affect bucket-level settings
for S3 Bucket Key.

For more information, see Amazon S3 Bucket Keys in the Amazon S3 User Guide.

(® Note

Directory buckets - S3 Bucket Keys aren't supported, when you copy SSE-KMS
encrypted objects from general purpose buckets to directory buckets, from directory
buckets to general purpose buckets, or between directory buckets, through CopyObject.
In this case, Amazon S3 makes a call to AWS KMS every time a copy request is made for
a KMS-encrypted object.

X-amz-server-side-encryption-context

Specifies the AWS KMS Encryption Context as an additional encryption context to use for
the destination object encryption. The value of this header is a base64-encoded UTF-8 string
holding JSON with the encryption context key-value pairs.

General purpose buckets - This value must be explicitly added to specify encryption context for
CopyObject requests if you want an additional encryption context for your destination object.
The additional encryption context of the source object won't be copied to the destination
object. For more information, see Encryption context in the Amazon S3 User Guide.

Directory buckets - You can optionally provide an explicit encryption context value. The value
must match the default encryption context - the bucket Amazon Resource Name (ARN). An
additional encryption context value is not supported.

X-amz-server-side-encryption-customer-algorithm

Specifies the algorithm to use when encrypting the object (for example, AES256).

When you perform a CopyObject operation, if you want to use a different type of encryption
setting for the target object, you can specify appropriate encryption-related headers to encrypt
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the target object with an Amazon S3 managed key, a KMS key, or a customer-provided key. If
the encryption setting in your request is different from the default encryption configuration of
the destination bucket, the encryption setting in your request takes precedence.

® Note

This functionality is not supported when the destination bucket is a directory bucket.

X-amz-server-side-encryption-customer-key

Specifies the customer-provided encryption key for Amazon S3 to use in encrypting data.

This value is used to store the object and then it is discarded. Amazon S3 does not store the
encryption key. The key must be appropriate for use with the algorithm specified in the x-amz-
server-side-encryption-customer-algorithm header.

(@ Note

This functionality is not supported when the destination bucket is a directory bucket.

X-amz-server-side-encryption-customer-key-MD5

Specifies the 128-bit MD5 digest of the encryption key according to RFC 1321. Amazon S3 uses
this header for a message integrity check to ensure that the encryption key was transmitted
without error.

(@ Note

This functionality is not supported when the destination bucket is a directory bucket.

x-amz-source-expected-bucket-owner

The account ID of the expected source bucket owner. If the account ID that you provide does not
match the actual owner of the source bucket, the request fails with the HTTP status code 403
Forbidden (access denied).
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x-amz-storage-class

If the x-amz-storage-class header is not used, the copied object will be stored in the
STANDARD Storage Class by default. The STANDARD storage class provides high durability and
high availability. Depending on performance needs, you can specify a different Storage Class.

® Note

» Directory buckets - Directory buckets only support EXPRESS_ONEZONE (the S3
Express One Zone storage class) in Availability Zones and ONEZONE_IA (the S3 One
Zone-Infrequent Access storage class) in Dedicated Local Zones. Unsupported storage
class values won't write a destination object and will respond with the HTTP status
code 400 Bad Request.

« Amazon S3 on Outposts - S3 on Outposts only uses the OUTPOSTS Storage Class.

You can use the CopyObject action to change the storage class of an object that is already
stored in Amazon S3 by using the x-amz-storage-class header. For more information, see
Storage Classes in the Amazon S3 User Guide.

Before using an object as a source object for the copy operation, you must restore a copy of it if
it meets any of the following conditions:

« The storage class of the source object is GLACIER or DEEP_ARCHIVE.

« The storage class of the source object is INTELLIGENT_TIERING and it's S3 Intelligent-
Tiering access tier is Archive Access or Deep Archive Access.

For more information, see RestoreObject and Copying Objects in the Amazon S3 User Guide.

Valid Values: STANDARD | REDUCED_REDUNDANCY | STANDARD_IA | ONEZONE_IA |
INTELLIGENT_TIERING | GLACIER | DEEP_ARCHIVE | OUTPOSTS | GLACIER_IR |
SNOW | EXPRESS_ONEZONE | FSX_OPENZFS

x-amz-tagging

The tag-set for the object copy in the destination bucket. This value must be used in
conjunction with the x-amz-tagging-directive if you choose REPLACE for the x-amz-
tagging-directive. If you choose COPY for the x-amz-tagging-directive, you don't
need to set the x-amz-tagging header, because the tag-set will be copied from the source
object directly. The tag-set must be encoded as URL Query parameters.
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The default value is the empty value.

® Note

Directory buckets - For directory buckets in a CopyObject operation, only the empty
tag-set is supported. Any requests that attempt to write non-empty tags into directory
buckets will receive a 501 Not Implemented status code. When the destination
bucket is a directory bucket, you will receive a 501 Not Implemented responsein any
of the following situations:

« When you attempt to COPY the tag-set from an S3 source object that has non-empty
tags.

« When you attempt to REPLACE the tag-set of a source object and set a non-empty
value to x-amz-tagging.

« When you don't set the x-amz-tagging-directive header and the source
object has non-empty tags. This is because the default value of x-amz-tagging-
directive is COPY.

Because only the empty tag-set is supported for directory buckets in a CopyObject

operation, the following situations are allowed:

« When you attempt to COPY the tag-set from a directory bucket source object that
has no tags to a general purpose bucket. It copies an empty tag-set to the destination
object.

« When you attempt to REPLACE the tag-set of a directory bucket source object and set
the x-amz-tagging value of the directory bucket destination object to empty.

« When you attempt to REPLACE the tag-set of a general purpose bucket source object
that has non-empty tags and set the x-amz-tagging value of the directory bucket
destination object to empty.

« When you attempt to REPLACE the tag-set of a directory bucket source object and
don't set the x-amz-tagging value of the directory bucket destination object. This is
because the default value of x-amz-tagging is the empty value.

x-amz-tagging-directive

Specifies whether the object tag-set is copied from the source object or replaced with the tag-
set that's provided in the request.
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The default value is COPY.

(@ Note

Directory buckets - For directory buckets in a CopyObject operation, only the empty
tag-set is supported. Any requests that attempt to write non-empty tags into directory
buckets will receive a 501 Not Implemented status code. When the destination
bucket is a directory bucket, you will receive a 501 Not Implemented response in any
of the following situations:

« When you attempt to COPY the tag-set from an S3 source object that has non-empty
tags.

« When you attempt to REPLACE the tag-set of a source object and set a non-empty
value to x-amz-tagging.

« When you don't set the x-amz-tagging-directive header and the source
object has non-empty tags. This is because the default value of x-amz-tagging-
directive is COPY.

Because only the empty tag-set is supported for directory buckets in a CopyObject

operation, the following situations are allowed:

« When you attempt to COPY the tag-set from a directory bucket source object that
has no tags to a general purpose bucket. It copies an empty tag-set to the destination
object.

« When you attempt to REPLACE the tag-set of a directory bucket source object and set
the x-amz-tagging value of the directory bucket destination object to empty.

« When you attempt to REPLACE the tag-set of a general purpose bucket source object
that has non-empty tags and set the x-amz-tagging value of the directory bucket
destination object to empty.

« When you attempt to REPLACE the tag-set of a directory bucket source object and
don't set the x-amz-tagging value of the directory bucket destination object. This is
because the default value of x-amz-tagging is the empty value.

Valid Values: COPY | REPLACE

x-amz-website-redirect-location

If the destination bucket is configured as a website, redirects requests for this object copy to

another object in the same bucket or to an external URL. Amazon S3 stores the value of this
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header in the object metadata. This value is unique to each object and is not copied when using
the x-amz-metadata-directive header. Instead, you may opt to provide this header in

combination with the x-amz-metadata-directive header.

(® Note

This functionality is not supported for directory buckets.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
X-amz-expiration: Expiration
X-amz-copy-source-version-id: CopySourceVersionId
Xx-amz-version-id: VersionId
x-amz-server-side-encryption: ServerSideEncryption
X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
Xx-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-context: SSEKMSEncryptionContext
Xx-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
x-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7?>
<CopyObijectResult>
<ETag>string</ETag>
<LastModified>timestamp</LastModified>
<ChecksumType>string</ChecksumType>
<ChecksumCRC32>string</ChecksumCRC32>
<ChecksumCRC32C>string</ChecksumCRC32C>
<ChecksumCRC64NVME>string</ChecksumCRC64NVME>
<ChecksumSHA1>string</ChecksumSHA1>
<ChecksumSHA256>string</ChecksumSHA256>
</CopyObjectResult>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The response returns the following HTTP headers.

Amazon S3
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X-amz-copy-source-version-id

Version ID of the source object that was copied.

(® Note

This functionality is not supported when the source object is in a directory bucket.

X-amz-expiration

If the object expiration is configured, the response includes this header.
(® Note

Object expiration information is not returned in directory buckets and this header
returns the value "NotImplemented" in all responses for directory buckets.

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester

X-amz-server-side-encryption

The server-side encryption algorithm used when you store this object in Amazon S3 or Amazon
FSx.

(@ Note

When accessing data stored in Amazon FSx file systems using S3 access points, the only
valid server side encryption option is aws : fsx.
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Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse

x-amz-server-side-encryption-aws-kms-key-id

If present, indicates the ID of the KMS key that was used for object encryption.

x-amz-server-side-encryption-bucket-key-enabled

Indicates whether the copied object uses an S3 Bucket Key for server-side encryption with AWS
Key Management Service (AWS KMS) keys (SSE-KMS).

x-amz-server-side-encryption-context

If present, indicates the AWS KMS Encryption Context to use for object encryption. The value
of this header is a Base64 encoded UTF-8 string holding JSON with the encryption context key-
value pairs.

x-amz-server-side-encryption-customer-algorithm

If server-side encryption with a customer-provided encryption key was requested, the response
will include this header to confirm the encryption algorithm that's used.

(® Note

This functionality is not supported for directory buckets.

x-amz-server-side-encryption-customer-key-MD5

If server-side encryption with a customer-provided encryption key was requested, the
response will include this header to provide the round-trip message integrity verification of the
customer-provided encryption key.

(@ Note

This functionality is not supported for directory buckets.

x-amz-version-id

Version ID of the newly created copy.
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® Note

This functionality is not supported for directory buckets.

The following data is returned in XML format by the service.

CopyObjectResult

Root level tag for the CopyObjectResult parameters.

Required: Yes
ChecksumCRC32

The Base64 encoded, 32-bit CRC32 checksum of the object. This checksum is only present if the
object was uploaded with the object. For more information, see Checking object integrity in the
Amazon S3 User Guide.

Type: String
ChecksumCRC32C

The Base64 encoded, 32-bit CRC32C checksum of the object. This will only be present if the
object was uploaded with the object. For more information, see Checking object integrity in the
Amazon S3 User Guide.

Type: String
ChecksumCRC64NVME

The Base64 encoded, 64-bit CRC64NVME checksum of the object. This checksum is present if the
object being copied was uploaded with the CRC64NVME checksum algorithm, or if the object
was uploaded without a checksum (and Amazon S3 added the default checksum, CRC64NVME,
to the uploaded object). For more information, see Checking object integrity in the Amazon S3
User Guide.

Type: String
ChecksumSHA1

The Base64 encoded, 160-bit SHA1 digest of the object. This will only be present if the object
was uploaded with the object. For more information, see Checking object integrity in the
Amazon S3 User Guide.

Amazon S3 API Version 2006-03-01 67


https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html

Amazon Simple Storage Service API Reference

Type: String
ChecksumSHA256

The Base64 encoded, 256-bit SHA256 digest of the object. This will only be present if the object
was uploaded with the object. For more information, see Checking object integrity in the
Amazon S3 User Guide.

Type: String
ChecksumType

The checksum type that is used to calculate the object's checksum value. For more information,
see Checking object integrity in the Amazon S3 User Guide.

Type: String
Valid Values: COMPOSITE | FULL_OBJECT
ETag

Returns the ETag of the new object. The ETag reflects only changes to the contents of an object,
not its metadata.

Type: String
LastModified

Creation date of the object.

Type: Timestamp

Errors

ObjectNotInActiveTierError

The source object of the COPY action is not in the active tier and is only stored in Amazon S3
Glacier.

HTTP Status Code: 403
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Examples
Sample Request for general purpose buckets

This example copies my-image. jpg into the amzn-s3-demo-bucket bucket, with the key name
my-second-image. jpg.

PUT /my-second-image.jpg HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 28 Oct 2009 22:32:00 GMT
X-amz-copy-source: /amzn-s3-demo-bucket/my-image. jpg
Authorization: authorization string

Sample Response for general purpose buckets

This example illustrates one usage of CopyObiject.

HTTP/1.1 200 OK

Xx-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFidJ]G9Z/2mkiDFu8yU9AS1ed40pIszj7UDNEHGran

x-amz-request-id: 318BC8BC148832E5

X-amz-copy-source-version-id: 3/L4kqtJ1lcpXroDTDmJ+rmSpXd3dIbrHY
+MTRCxf3vjVBH4ONr8X8gdRQBpUMLUO

x-amz-version-id: QUpfdndhfd8438MNFDN93jdnJFkdmgnh893

Date: Wed, 28 Oct 2009 22:32:00 GMT

Connection: close

Server: AmazonS3

<CopyObjectResult>
<LastModified>2009-10-12T17:50:30.000Z</LastModified>
<ETag>"9b2cf535f27731c974343645a3985328"</ETag>
</CopyObjectResult>

Sample Request for general purpose buckets: Copying a specified version of an object

The following request copies the my-image. jpg key with the specified version ID, copies it into
the amzn-s3-demo-bucket bucket, and gives it the my-second-image. jpg key.
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PUT /my-second-image.jpg HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Date: Wed, 28 Oct 2009 22:32:00 GMT

X-amz-copy-source: /amzn-s3-demo-bucket/my-image.jpg?versionId=3/
L4kgtI1lcpXroDTDmI+rmSpXd3dIbrHY+MTRCxf3vjVBH4ONT8X8gdRQBpUMLUO

Authorization: authorization string

Success Response for general purpose buckets: Copying a versioned object into a version-
enabled bucket

The following response shows that an object was copied into a target bucket where versioning is
enabled.

HTTP/1.1 200 OK

x-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFidJG9Z/2mkiDFu8yU9ASled40pIszj7UDNEHGTan

Xx-amz-request-id: 318BC8BC148832E5

x-amz-version-id: QUpfdndhfd8438MNFDN93jdnJFkdmgnh893

X-amz-copy-source-version-id: 09df8234529fjs@dfi@w52935029wefd]

Date: Wed, 28 Oct 2009 22:32:00 GMT

Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<CopyObjectResult>
<LastModified>2009-10-12T17:50:30.000Z</LastModified>
<ETag>"9b2cf535f27731c974343645a3985328"</ETag>
</CopyObjectResult>

Success Response for general purpose buckets: Copying a versioned object into a version-
suspended bucket

The following response shows that an object was copied into a target bucket where versioning is
suspended. The parameter VersionId does not appear.

HTTP/1.1 200 OK
x-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFidJ]G9Z/2mkiDFu8yU9ASled40pIszj7UDNEHGran
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x-amz-request-id: 318BC8BC148832E5S

X-amz-copy-source-version-id: 3/L4kqtJ1cpXroDTDmJ+rmSpXd3dIbrHY
+MTRCxf3vjVBH4ONr8X8gdRQBpUMLUO

Date: Wed, 28 Oct 2009 22:32:00 GMT

Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<CopyObjectResult>
<LastModified>2009-10-28T22:32:00</LastModified>
<ETag>"9b2cf535f27731c974343645a3985328"</ETag>
</CopyObjectResult>

Sample Request for general purpose buckets: Copy from unencrypted object to an object
encrypted with server-side encryption with customer-provided encryption keys

The following example specifies the HTTP PUT header to copy an unencrypted object to an object
encrypted with server-side encryption with customer-provided encryption keys (SSE-C).

PUT /exampleDestinationObject HTTP/1.1

Host: amzn-s3-demo-destination-bucket.s3.<Region>.amazonaws.com
Xx-amz-server-side-encryption-customer-algorithm: AES256
x-amz-server-side-encryption-customer-key: Baseb64(YourKey)
Xx-amz-server-side-encryption-customer-key-MD5 : Base64(MD5(YourKey))
x-amz-metadata-directive: metadata_directive

X-amz-copy-source: /amzn-s3-demo-source-bucket/exampleSourceObject
X-amz-copy-source-if-match: etag

X-amz-copy-source-if-none-match: etag
Xx-amz-copy-source-if-unmodified-since: time_stamp
X-amz-copy-source-if-modified-since: time_stamp

<request metadata>

Authorization: authorization string (see Authenticating Requests (AWS
Signature Version 4))

Date: date
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Sample Request for general purpose buckets: Copy from an object encrypted with SSE-C to an
object encrypted with SSE-C

The following example specifies the HTTP PUT header to copy an object encrypted with server-
side encryption with customer-provided encryption keys to an object encrypted with server-side
encryption with customer-provided encryption keys for key rotation.

PUT /exampleDestinationObject HTTP/1.1
Host: amzn-s3-demo-destination-bucket.s3.<Region>.amazonaws.com
Xx-amz-server-side-encryption-customer-algorithm: AES256
Xx-amz-server-side-encryption-customer-key: Base64(NewKey)
Xx-amz-server-side-encryption-customer-key-MD5: Base64(MD5(NewKey))
x-amz-metadata-directive: metadata_directive
X-amz-copy-source: /amzn-s3-demo-source-bucket/sourceObject
X-amz-copy-source-if-match: etag
X-amz-copy-source-if-none-match: etag
Xx-amz-copy-source-if-unmodified-since: time_stamp
X-amz-copy-source-if-modified-since: time_stamp
X-amz-copy-source-server-side-encryption-customer-algorithm: AES256
X-amz-copy-source-server-side-encryption-customer-key: Base64(0ldKey)
X-amz-copy-source-server-side-encryption-customer-key-MD5:
Base64(MD5(01dKey))

<request metadata>
Authorization: authorization string (see Authenticating Requests (AWS

Signature Version 4))
Date: date

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface

AWS SDK for .NET
AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
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AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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CreateBucket
Service: Amazon S3

/A Important

End of support notice: Beginning October 1, 2025, Amazon S3 will discontinue support for
creating new Email Grantee Access Control Lists (ACL). Email Grantee ACLs created prior

to this date will continue to work and remain accessible through the AWS Management
Console, Command Line Interface (CLI), SDKs, and REST API. However, you will no longer be
able to create new Email Grantee ACLs.

Between July 15, 2025 and October 1, 2025, you will begin to see an increasing rate of
HTTP 405 errors for requests to Amazon S3 when attempting to create new Email Grantee
ACLs.

This change affects the following AWS Regions: US East (N. Virginia) Region, US West (N.
California) Region, US West (Oregon) Region, Asia Pacific (Singapore) Region, Asia Pacific
(Sydney) Region, Asia Pacific (Tokyo) Region, Europe (Ireland) Region, and South America
(Sao Paulo) Region.

/A Important

End of support notice: Beginning November 21, 2025, Amazon S3 will stop returning
DisplayName. Update your applications to use canonical IDs (unique identifier for AWS
accounts), AWS account ID (12 digit identifier) or IAM ARNSs (full resource naming) as a
direct replacement of DisplayName.

Between July 15, 2025 and November 21, 2025, you will begin to see an increasing rate of
missing DisplayName in the Owner object.

This change affects the following AWS Regions: US East (N. Virginia) Region, US West (N.
California) Region, US West (Oregon) Region, Asia Pacific (Singapore) Region, Asia Pacific
(Sydney) Region, Asia Pacific (Tokyo) Region, Europe (Ireland) Region, and South America
(Sao Paulo) Region.
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® Note

This action creates an Amazon S3 bucket. To create an Amazon S3 on Outposts bucket, see
CreateBucket.

Creates a new S3 bucket. To create a bucket, you must set up Amazon S3 and have a valid AWS
Access Key ID to authenticate requests. Anonymous requests are never allowed to create buckets.
By creating the bucket, you become the bucket owner.

There are two types of buckets: general purpose buckets and directory buckets. For more
information about these bucket types, see Creating, configuring, and working with Amazon S3

buckets in the Amazon S3 User Guide.

(@ Note

» General purpose buckets - If you send your CreateBucket request to the
s3.amazonaws.com global endpoint, the request goes to the us-east-1 Region. So
the signature calculations in Signature Version 4 must use us-east-1 as the Region,
even if the location constraint in the request specifies another Region where the bucket
is to be created. If you create a bucket in a Region other than US East (N. Virginia), your
application must be able to handle 307 redirect. For more information, see Virtual
hosting of buckets in the Amazon S3 User Guide.

» Directory buckets - For directory buckets, you must make requests for this APl operation
to the Regional endpoint. These endpoints support path-style requests in the format
https://s3express-control.region-code.amazonaws.com/bucket-name .
Virtual-hosted-style requests aren't supported. For more information about endpoints in
Availability Zones, see Regional and Zonal endpoints for directory buckets in Availability
Zones in the Amazon S3 User Guide. For more information about endpoints in Local
Zones, see Concepts for directory buckets in Local Zones in the Amazon S3 User Guide.

Permissions

« General purpose bucket permissions - In addition to the s3:CreateBucket permission, the
following permissions are required in a policy when your CreateBucket request includes
specific headers:
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» Access control lists (ACLs) - In your CreateBucket request, if you specify an access
control list (ACL) and set it to public-read, public-read-write, authenticated-
read, or if you explicitly specify any other custom ACLs, both s3:CreateBucket and
s3:PutBucketAcl permissions are required. In your CreateBucket request, if you
set the ACL to private, orif you don't specify any ACLs, only the s3:CreateBucket
permission is required.

« Object Lock - In your CreateBucket request, if you set x-amz-bucket-object-
lock-enabled to true, the s3:PutBucketObjectLockConfiguration and
s3:PutBucketVersioning permissions are required.

» S3 Object Ownership - If your CreateBucket request includes the x-amz-object-
ownership header, then the s3:PutBucketOwnershipControls permission is required.

/A Important

To set an ACL on a bucket as part of a CreateBucket request, you must explicitly
set S3 Object Ownership for the bucket to a different value than the default,
BucketOwnerEnforced. Additionally, if your desired bucket ACL grants public
access, you must first create the bucket (without the bucket ACL) and then explicitly
disable Block Public Access on the bucket before using PutBucketAcl to set the
ACL. If you try to create a bucket with a public ACL, the request will fail.

For the majority of modern use cases in S3, we recommend that you keep all Block
Public Access settings enabled and keep ACLs disabled. If you would like to share
data with users outside of your account, you can use bucket policies as needed. For
more information, see Controlling ownership of objects and disabling ACLs for your
bucket and Blocking public access to your Amazon S3 storage in the Amazon S3
User Guide.

» S3 Block Public Access - If your specific use case requires granting public access to your
S3 resources, you can disable Block Public Access. Specifically, you can create a new bucket
with Block Public Access enabled, then separately call the DeletePublicAccessBlock
API. To use this operation, you must have the s3:PutBucketPublicAccessBlock
permission. For more information about S3 Block Public Access, see Blocking public access
to your Amazon S3 storage in the Amazon S3 User Guide.

» Directory bucket permissions - You must have the s3express:CreateBucket permission
in an 1AM identity-based policy instead of a bucket policy. Cross-account access to this API
operation isn't supported. This operation can only be performed by the AWS account that
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owns the resource. For more information about directory bucket policies and permissions, see
AWS Identity and Access Management (IAM) for S3 Express One Zone in the Amazon S3 User
Guide.

/A Important

The permissions for ACLs, Object Lock, S3 Object Ownership, and S3 Block Public
Access are not supported for directory buckets. For directory buckets, all Block Public
Access settings are enabled at the bucket level and S3 Object Ownership is set to
Bucket owner enforced (ACLs disabled). These settings can't be modified.

For more information about permissions for creating and working with directory
buckets, see Directory buckets in the Amazon S3 User Guide. For more information
about supported S3 features for directory buckets, see Features of S3 Express One
Zone in the Amazon S3 User Guide.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-control.region-
code .amazonaws . com.

The following operations are related to CreateBucket:

« PutObject
+ DeleteBucket

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

PUT / HTTP/1.1

Host: Bucket.s3.amazonaws.com

x-amz-acl: ACL

x-amz-grant-full-control: GrantFullControl
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X-amz-grant-read: GrantRead

X-amz-grant-read-acp: GrantReadACP

X-amz-grant-write: GrantWrite

x-amz-grant-write-acp: GrantWriteACP

x-amz-bucket-object-lock-enabled: ObjectLockEnabledForBucket

x-amz-object-ownership: ObjectOwnership

<?xml version="1.0" encoding="UTF-8"7?>

<CreateBucketConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<LocationConstraint>string</LocationConstraint>

<Location>
<Name>string</Name>
<Type>string</Type>

</Location>

<Bucket>
<DataRedundancy>string</DataRedundancy>
<Type>string</Type>

</Bucket>

<Tﬂ§>
<Tag>

<Key>string</Key>
<Value>string</Value>
</Tag>

</Tags>
</CreateBucketConfiguration>

URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the bucket to create.

General purpose buckets - For information about bucket naming restrictions, see Bucket
naming rules in the Amazon S3 User Guide.

Directory buckets - When you use this operation with a directory bucket, you must

use path-style requests in the format https://s3express-control.region-
code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't supported.
Directory bucket names must be unique in the chosen Zone (Availability Zone or Local Zone).
Bucket names must also follow the format bucket-base-name--zone-id--x-s3 (for
example, DOC-EXAMPLE-BUCKET--usw2-az1l--x-s3). For information about bucket naming
restrictions, see Directory bucket naming rules in the Amazon S3 User Guide
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Required: Yes

x-amz-acl

The canned ACL to apply to the bucket.

(® Note

This functionality is not supported for directory buckets.

Valid Values: private | public-read | public-read-write | authenticated-read

x-amz-bucket-object-lock-enabled

Specifies whether you want S3 Object Lock to be enabled for the new bucket.

(® Note

This functionality is not supported for directory buckets.

x-amz-grant-full-control

Allows grantee the read, write, read ACP, and write ACP permissions on the bucket.

® Note

This functionality is not supported for directory buckets.

x-amz-grant-read

Allows grantee to list the objects in the bucket.

® Note

This functionality is not supported for directory buckets.

x-amz-grant-read-acp

Allows grantee to read the bucket ACL.

Amazon S3 API Version 2006-03-01 79



Amazon Simple Storage Service API Reference

® Note

This functionality is not supported for directory buckets.

X-amz-grant-write

Allows grantee to create new objects in the bucket.

For the bucket and object owners of existing objects, also allows deletions and overwrites of
those objects.

(® Note

This functionality is not supported for directory buckets.

X-amz-grant-write-acp

Allows grantee to write the ACL for the applicable bucket.

(® Note

This functionality is not supported for directory buckets.

x-amz-object-ownership

The container element for object ownership for a bucket's ownership controls.

BucketOwnerPreferred - Objects uploaded to the bucket change ownership to the bucket
owner if the objects are uploaded with the bucket-owner-full-control canned ACL.

ObjectWriter - The uploading account will own the object if the object is uploaded with the
bucket-owner-full-control canned ACL.

BucketOwnerEnforced - Access control lists (ACLs) are disabled and no longer affect
permissions. The bucket owner automatically owns and has full control over every object in
the bucket. The bucket only accepts PUT requests that don't specify an ACL or specify bucket
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owner full control ACLs (such as the predefined bucket-owner-full-control canned ACL or

a custom ACL in XML format that grants the same permissions).

By default, ObjectOwnership is set to BucketOwnerEnforced and ACLs are disabled. We

recommend keeping ACLs disabled, except in uncommon use cases where you must control
access for each object individually. For more information about S3 Object Ownership, see
Controlling ownership of objects and disabling ACLs for your bucket in the Amazon S3 User
Guide.

(@ Note

This functionality is not supported for directory buckets. Directory buckets use the
bucket owner enforced setting for S3 Object Ownership.

Valid Values: BucketOwnerPreferred | ObjectWriter | BucketOwnerEnforced

Request Body

The request accepts the following data in XML format.

CreateBucketConfiguration

Root level tag for the CreateBucketConfiguration parameters.

Required: Yes

Bucket

Specifies the information about the bucket that will be created.

(® Note
This functionality is only supported by directory buckets.

Type: Bucketinfo data type

Required: No
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Location
Specifies the location where the bucket will be created.

Directory buckets - The location type is Availability Zone or Local Zone. To use the Local Zone
location type, your account must be enabled for Local Zones. Otherwise, you get an HTTP 403
Forbidden error with the error code AccessDenied. To learn more, see Enable accounts for
Local Zones in the Amazon S3 User Guide.

® Note
This functionality is only supported by directory buckets.

Type: LocationIinfo data type

Required: No

LocationConstraint

Specifies the Region where the bucket will be created. You might choose a Region to optimize
latency, minimize costs, or address regulatory requirements. For example, if you reside in
Europe, you will probably find it advantageous to create buckets in the Europe (Ireland) Region.

If you don't specify a Region, the bucket is created in the US East (N. Virginia) Region (us-east-1)
by default. Configurations using the value EU will create a bucket in eu-west-1.

For a list of the valid values for all of the AWS Regions, see Regions and Endpoints.

(® Note

This functionality is not supported for directory buckets.

Type: String

Valid Values: af-south-1 | ap-east-1 | ap-northeast-1 | ap-northeast-2 | ap-
northeast-3 | ap-south-1 | ap-south-2 | ap-southeast-1 | ap-southeast-2

| ap-southeast-3 | ap-southeast-4 | ap-southeast-5 | ca-central-1 | cn-

north-1 | cn-northwest-1 | EU | eu-central-1 | eu-central-2 | eu-north-1
| eu-south-1 | eu-south-2 | eu-west-1 | eu-west-2 | eu-west-3 | il-
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central-1 | me-central-1 | me-south-1 | sa-east-1 | us-east-2 | us-gov-
east-1 | us-gov-west-1 | us-west-1 | us-west-2
Required: No

Tags

An array of tags that you can apply to the bucket that you're creating. Tags are key-value pairs
of metadata used to categorize and organize your buckets, track costs, and control access.

(® Note

» This parameter is only supported for S3 directory buckets. For more information, see
Using tags with directory buckets.

« You must have the s3express:TagResource permission to create a directory
bucket with tags.

Type: Array of Tag data types

Required: No

Response Syntax

HTTP/1.1 200
Location: Location
x-amz-bucket-arn: BucketArn

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The response returns the following HTTP headers.

Location

A forward slash followed by the name of the bucket.

x-amz-bucket-arn

The Amazon Resource Name (ARN) of the S3 bucket. ARNs uniquely identify AWS resources
across all of AWS.
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® Note

This parameter is only supported for S3 directory buckets. For more information, see
Using tags with directory buckets.

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: arn:[*:]+:(s3|s3express):.*

Errors
BucketAlreadyExists

The requested bucket name is not available. The bucket namespace is shared by all users of the
system. Select a different name and try again.

HTTP Status Code: 409
BucketAlreadyOwnedByYou

The bucket you tried to create already exists, and you own it. Amazon S3 returns this error in all
AWS Regions except in the North Virginia Region. For legacy compatibility, if you re-create an
existing bucket that you already own in the North Virginia Region, Amazon S3 returns 200 OK
and resets the bucket access control lists (ACLSs).

HTTP Status Code: 409

Examples
Sample Request for general purpose buckets

This request creates a bucket named amzn-s3-demo-bucket.

PUT / HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Content-Length: @

Date: Wed, 01 Mar 2006 12:00:00 GMT

Authorization: authorization string

Amazon S3 API Version 2006-03-01 84


https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html

Amazon Simple Storage Service API Reference

Sample Response for general purpose buckets

This example illustrates one usage of CreateBucket.

HTTP/1.1 200 OK

X-amz-id-2:
YgIPIfBiKa2bj@KMg95r/0zo3emzU4dzsD4rcKCHQUAdQkT3ShITOO0pXUueF6QKo

x-amz-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00:00 GMT

Location: /amzn-s3-demo-bucket
Content-Length: @

Connection: close

Server: AmazonS3

Sample Request for general purpose buckets: Setting the Region of a bucket

The following request sets the Region for the bucket to Europe.

PUT / HTTP/1.1

Host: amzn-s3-demo-bucket.s3.amazonaws.com
Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain

Content-Length: 124

<CreateBucketConfiguration xmlns="http://s3.amazonaws.com/
doc/2006-03-01/">

<LocationConstraint>EU</LocationConstraint>
</CreateBucketConfiguration >

Sample Request for general purpose buckets: Creating a bucket and applying the ObjectWriter
setting for S3 Object Ownership.

This request creates a bucket and applies the ObjectWriter setting for Object Ownership.

PUT / HTTP/1.1
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Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Content-Length: @

x-amz-object-ownership: ObjectWriter

Date: Tue, 30 Nov 2021 12:00:00 GMT

Authorization: authorization string

Sample Response for general purpose buckets

This example illustrates one usage of CreateBucket.

HTTP/1.1 200 OK

X-amz-id-2:
YgIPIfBiKa2bj@KMg95r/0zo3emzU4dzsD4rcKCHQUAdQkT3ShITOOpXUueF6QKo

x-amz-request-id: 236A8905248E5A01

Date: Tue, 30 Nov 2021 12:00:00 GMT

Location: /amzn-s3-demo-bucket
Content-Length: 0
Connection: close
Server: AmazonS3

Sample Request for general purpose buckets: Creating a bucket and configuring access
permissions explicitly

This request creates a bucket named amzn-s3-demo-bucket and grants WRITE permission to the
AWS account identified by an email address.

PUT HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

x-amz-date: Sat, 07 Apr 2012 00:54:40 GMT

Authorization: authorization string

X-amz-grant-write: emailAddress="xyz@amazon.com",
emailAddress="abceamazon.com"

Sample Response for general purpose buckets

This example illustrates one usage of CreateBucket.
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HTTP/1.1 200 OK

Sample Request for general purpose buckets: Creating a bucket and configuring access
permission using a canned ACL

This request creates a bucket named amzn-s3-demo-bucket and sets the ACL to private.

PUT / HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Content-Length: @

x-amz-acl: private

Date: Wed, 01 Mar 2006 12:00:00 GMT

Authorization: authorization string

Sample Response for general purpose buckets

This example illustrates one usage of CreateBucket.

HTTP/1.1 200 OK

X-amz-id-2:
YgIPIfBiKa2bj@KMg95r/0zo3emzU4dzsD4rcKCHQUAdQkT3ShITO0pXUueF6QKo

x-amz-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00:00 GMT

Location: /amzn-s3-demo-bucket
Content-Length: @

Connection: close
Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface

Amazon S3 API Version 2006-03-01 87


https://docs.aws.amazon.com/goto/aws-cli/s3-2006-03-01/CreateBucket

Amazon Simple Storage Service

API| Reference

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3
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CreateBucketMetadataConfiguration
Service: Amazon S3

Creates an S3 Metadata V2 metadata configuration for a general purpose bucket. For more
information, see Accelerating data discovery with S3 Metadata in the Amazon S3 User Guide.

Permissions

To use this operation, you must have the following permissions. For more information, see
Setting up permissions for configuring metadata tables in the Amazon S3 User Guide.

If you want to encrypt your metadata tables with server-side encryption with AWS Key
Management Service (AWS KMS) keys (SSE-KMS), you need additional permissions in your KMS
key policy. For more information, see Setting up permissions for configuring metadata tables in
the Amazon S3 User Guide.

If you also want to integrate your table bucket with AWS analytics services so that you can
query your metadata table, you need additional permissions. For more information, see
Integrating Amazon S3 Tables with AWS analytics services in the Amazon S3 User Guide.

To query your metadata tables, you need additional permissions. For more information, see
Permissions for querying metadata tables in the Amazon S3 User Guide.

e s3:CreateBucketMetadataTableConfiguration

(® Note
The IAM policy action name is the same for the V1 and V2 API operations.

« s3tables:CreateTableBucket
» s3tables:CreateNamespace

« s3tables:GetTable

« s3tables:CreateTable

« s3tables:PutTablePolicy

« s3tables:PutTableEncryption

o kms:DescribeKey

The following operations are related to CreateBucketMetadataConfiguration:
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DeleteBucketMetadataConfiguration

GetBucketMetadataConfiguration

UpdateBucketMetadatalnventoryTableConfiguration

UpdateBucketMetadataJournalTableConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

POST /?metadataConfiguration HTTP/1.1
Host: Bucket.s3.amazonaws.com
Content-MD5: ContentMD5
x-amz-sdk-checksum-algorithm: ChecksumAlgorithm
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<MetadataConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<JournalTableConfiguration>
<EncryptionConfiguration>
<KmsKeyArn>string</KmsKeyArn>
<SseAlgorithm>string</SseAlgorithm>
</EncryptionConfiguration>

<RecordExpiration>

<Days>integer</Days>
<Expiration>string</Expiration>
</RecordExpiration>
</JournalTableConfiguration>
<InventoryTableConfiguration>
<ConfigurationState>string</ConfigurationState>
<EncryptionConfiguration>
<KmsKeyArn>string</KmsKeyArn>
<SseAlgorithm>string</SseAlgorithm>
</EncryptionConfiqguration>
</InventoryTableConfiguration>
</MetadataConfiguration>
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URI Request Parameters
The request uses the following URI parameters.
Bucket
The general purpose bucket that you want to create the metadata configuration for.

Required: Yes
Content-MD5

The Content-MD5 header for the metadata configuration.

x-amz-expected-bucket-owner

The expected owner of the general purpose bucket that corresponds to your metadata
configuration.

x-amz-sdk-checksum-algorithm

The checksum algorithm to use with your metadata configuration.

Valid Values: CRC32 | CRC32C | SHAL1 | SHA256 | CRC64NVME

Request Body
The request accepts the following data in XML format.

MetadataConfiguration

Root level tag for the MetadataConfiguration parameters.

Required: Yes

InventoryTableConfiguration

The inventory table configuration for a metadata configuration.

Type: InventoryTableConfiguration data type

Required: No

JournalTableConfiguration

The journal table configuration for a metadata configuration.
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Type: JournalTableConfiguration data type

Required: Yes

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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CreateBucketMetadataTableConfiguration
Service: Amazon S3

/A Important

We recommend that you create your S3 Metadata configurations by using the V2
CreateBucketMetadataConfiguration APl operation. We no longer recommend using the V1
CreateBucketMetadataTableConfiguration API operation.

If you created your S3 Metadata configuration before July 15, 2025, we recommend that
you delete and re-create your configuration by using CreateBucketMetadataConfiguration
so that you can expire journal table records and create a live inventory table.

Creates a V1 S3 Metadata configuration for a general purpose bucket. For more information, see
Accelerating data discovery with S3 Metadata in the Amazon S3 User Guide.

Permissions

To use this operation, you must have the following permissions. For more information, see
Setting up permissions for configuring metadata tables in the Amazon S3 User Guide.

If you want to encrypt your metadata tables with server-side encryption with AWS Key
Management Service (AWS KMS) keys (SSE-KMS), you need additional permissions. For more
information, see Setting up permissions for configuring metadata tables in the Amazon S3 User
Guide.

If you also want to integrate your table bucket with AWS analytics services so that you can
query your metadata table, you need additional permissions. For more information, see
Integrating Amazon S3 Tables with AWS analytics services in the Amazon S3 User Guide.

e s3:CreateBucketMetadataTableConfiguration
» s3tables:CreateNamespace

« s3tables:GetTable

« s3tables:CreateTable

e s3tables:PutTablePolicy

The following operations are related to CreateBucketMetadataTableConfiguration:

o DeleteBucketMetadataTableConfiguration
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o GetBucketMetadataTableConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

POST /?metadataTable HTTP/1.1
Host: Bucket.s3.amazonaws.com
Content-MD5: ContentMD5
x-amz-sdk-checksum-algorithm: ChecksumAlgorithm
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<MetadataTableConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<S3TablesDestination>
<TableBucketArn>string</TableBucketArn>
<TableName>string</TableName>
</S3TablesDestination>
</MetadataTableConfiguration>

URI Request Parameters
The request uses the following URI parameters.
Bucket
The general purpose bucket that you want to create the metadata table configuration for.

Required: Yes
Content-MD5

The Content-MD5 header for the metadata table configuration.

x-amz-expected-bucket-owner

The expected owner of the general purpose bucket that corresponds to your metadata table
configuration.
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x-amz-sdk-checksum-algorithm

The checksum algorithm to use with your metadata table configuration.

Valid Values: CRC32 | CRC32C | SHA1l | SHA256 | CRC64NVME

Request Body
The request accepts the following data in XML format.

MetadataTableConfiguration

Root level tag for the MetadataTableConfiguration parameters.

Required: Yes
S3TablesDestination

The destination information for the metadata table configuration. The destination table
bucket must be in the same Region and AWS account as the general purpose bucket. The
specified metadata table name must be unique within the aws_s3_metadata namespace in
the destination table bucket.

Type: S3TablesDestination data type

Required: Yes

Response Syntax

HTTP/1.1 200

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
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AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

Amazon S3

API Version 2006-03-01 96


https://docs.aws.amazon.com/goto/DotNetSDKV3/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/SdkForCpp/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/SdkForGoV2/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/SdkForKotlin/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/SdkForPHPV3/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/boto3/s3-2006-03-01/CreateBucketMetadataTableConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/CreateBucketMetadataTableConfiguration

Amazon Simple Storage Service API Reference

CreateMultipartUpload
Service: Amazon S3

/A Important

End of support notice: Beginning October 1, 2025, Amazon S3 will discontinue support for
creating new Email Grantee Access Control Lists (ACL). Email Grantee ACLs created prior

to this date will continue to work and remain accessible through the AWS Management
Console, Command Line Interface (CLI), SDKs, and REST API. However, you will no longer be
able to create new Email Grantee ACLs.

Between July 15, 2025 and October 1, 2025, you will begin to see an increasing rate of
HTTP 405 errors for requests to Amazon S3 when attempting to create new Email Grantee
ACLs.

This change affects the following AWS Regions: US East (N. Virginia) Region, US West (N.
California) Region, US West (Oregon) Region, Asia Pacific (Singapore) Region, Asia Pacific
(Sydney) Region, Asia Pacific (Tokyo) Region, Europe (Ireland) Region, and South America
(Sao Paulo) Region.

This action initiates a multipart upload and returns an upload ID. This upload ID is used to
associate all of the parts in the specific multipart upload. You specify this upload ID in each of
your subsequent upload part requests (see UploadPart). You also include this upload ID in the final
request to either complete or abort the multipart upload request. For more information about
multipart uploads, see Multipart Upload Overview in the Amazon S3 User Guide.

(® Note

After you initiate a multipart upload and upload one or more parts, to stop being charged
for storing the uploaded parts, you must either complete or abort the multipart upload.
Amazon S3 frees up the space used to store the parts and stops charging you for storing
them only after you either complete or abort a multipart upload.

If you have configured a lifecycle rule to abort incomplete multipart uploads, the created
multipart upload must be completed within the number of days specified in the bucket lifecycle
configuration. Otherwise, the incomplete multipart upload becomes eligible for an abort action
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and Amazon S3 aborts the multipart upload. For more information, see Aborting Incomplete

Multipart Uploads Using a Bucket Lifecycle Configuration.

(® Note

» Directory buckets - S3 Lifecycle is not supported by directory buckets.

» Directory buckets - For directory buckets, you must make requests for this APl operation
to the Zonal endpoint. These endpoints support virtual-hosted-style requests in
the format https://amzn-s3-demo-bucket .s3express-zone-id.region-
code.amazonaws.com/key-name . Path-style requests are not supported. For more
information about endpoints in Availability Zones, see Regional and Zonal endpoints

for directory buckets in Availability Zones in the Amazon S3 User Guide. For more

information about endpoints in Local Zones, see Concepts for directory buckets in Local
Zones in the Amazon S3 User Guide.

Request signing

For request signing, multipart upload is just a series of regular requests. You initiate a multipart
upload, send one or more requests to upload parts, and then complete the multipart upload
process. You sign each request individually. There is nothing special about signing multipart
upload requests. For more information about signing, see Authenticating Requests (AWS
Signature Version 4) in the Amazon S3 User Guide.

Permissions

» General purpose bucket permissions - To perform a multipart upload with encryption using
an AWS Key Management Service (AWS KMS) KMS key, the requester must have permission to
the kms :Decrypt and kms : GenerateDataKey actions on the key. The requester must also
have permissions for the kms : GenerateDataKey action for the CreateMultipartUpload
API. Then, the requester needs permissions for the kms : Decrypt action on the UploadPart
and UploadPartCopy APIs. These permissions are required because Amazon S3 must
decrypt and read data from the encrypted file parts before it completes the multipart upload.
For more information, see Multipart upload APl and permissions and Protecting data using
server-side encryption with AWS KMS in the Amazon S3 User Guide.

» Directory bucket permissions - To grant access to this APl operation on a directory
bucket, we recommend that you use the CreateSession APl operation for session-based

authorization. Specifically, you grant the s3express:CreateSession permission to the
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directory bucket in a bucket policy or an IAM identity-based policy. Then, you make the
CreateSession API call on the bucket to obtain a session token. With the session token in
your request header, you can make API requests to this operation. After the session token
expires, you make another CreateSession API call to generate a new session token for
use. AWS CLI or SDKs create session and refresh the session token automatically to avoid
service interruptions when a session expires. For more information about authorization, see
CreateSession.

Encryption

« General purpose buckets - Server-side encryption is for data encryption at rest. Amazon S3
encrypts your data as it writes it to disks in its data centers and decrypts it when you access it.
Amazon S3 automatically encrypts all new objects that are uploaded to an S3 bucket. When
doing a multipart upload, if you don't specify encryption information in your request, the
encryption setting of the uploaded parts is set to the default encryption configuration of
the destination bucket. By default, all buckets have a base level of encryption configuration
that uses server-side encryption with Amazon S3 managed keys (SSE-S3). If the destination
bucket has a default encryption configuration that uses server-side encryption with an AWS
Key Management Service (AWS KMS) key (SSE-KMS), or a customer-provided encryption key
(SSE-C), Amazon S3 uses the corresponding KMS key, or a customer-provided key to encrypt
the uploaded parts. When you perform a CreateMultipartUpload operation, if you want to use
a different type of encryption setting for the uploaded parts, you can request that Amazon
S3 encrypts the object with a different encryption key (such as an Amazon S3 managed
key, a KMS key, or a customer-provided key). When the encryption setting in your request is
different from the default encryption configuration of the destination bucket, the encryption
setting in your request takes precedence. If you choose to provide your own encryption key,
the request headers you provide in UploadPart and UploadPartCopy requests must match the
headers you used in the CreateMultipartUpload request.

» Use KMS keys (SSE-KMS) that include the AWS managed key (aws/s3) and AWS KMS
customer managed keys stored in AWS Key Management Service (AWS KMS) - If you want
AWS to manage the keys used to encrypt data, specify the following headers in the request.

e X-amz-server-side-encryption
e X-amz-server-side-encryption-aws-kms-key-id

e X-amz-server-side-encryption-context
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® Note

 If you specify x-amz-server-side-encryption:aws:kms, but don't provide
X-amz-server-side-encryption-aws-kms-key-id, Amazon S3 uses the
AWS managed key (aws/s3 key) in AWS KMS to protect the data.

» To perform a multipart upload with encryption by using an AWS KMS
key, the requester must have permission to the kms :Decrypt and
kms : GenerateDataKey* actions on the key. These permissions are required
because Amazon S3 must decrypt and read data from the encrypted file parts
before it completes the multipart upload. For more information, see Multipart
upload API and permissions and Protecting data using server-side encryption
with AWS KMS in the Amazon S3 User Guide.

« If your AWS Identity and Access Management (IAM) user or role is in the same
AWS account as the KMS key, then you must have these permissions on the key
policy. If your IAM user or role is in a different account from the key, then you
must have the permissions on both the key policy and your 1AM user or role.

« All GET and PUT requests for an object protected by AWS KMS fail if you don't
make them by using Secure Sockets Layer (SSL), Transport Layer Security (TLS),
or Signature Version 4. For information about configuring any of the officially
supported AWS SDKs and AWS CLI, see Specifying the Signature Version in
Request Authentication in the Amazon S3 User Guide.

For more information about server-side encryption with AWS KMS keys (SSE-KMS), see
Protecting Data Using Server-Side Encryption with KMS keys in the Amazon S3 User Guide.

Use customer-provided encryption keys (SSE-C) — If you want to manage your own
encryption keys, provide all the following headers in the request.

e X-amz-server-side-encryption-customer-algorithm

e X-amz-server-side-encryption-customer-key
 X-amz-server-side-encryption-customer-key-MD5

For more information about server-side encryption with customer-provided encryption

keys (SSE-C), see Protecting data using server-side encryption with customer-provided
encryption keys (SSE-C) in the Amazon S3 User Guide.

Amazon S3

API Version 2006-03-01 100


https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html#mpuAndPermissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html#mpuAndPermissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingAWSSDK.html#specify-signature-version
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingAWSSDK.html#specify-signature-version
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html

Amazon Simple Storage Service API Reference

» Directory buckets - For directory buckets, there are only two supported options for server-
side encryption: server-side encryption with Amazon S3 managed keys (SSE-S3) (AES256)
and server-side encryption with AWS KMS keys (SSE-KMS) (aws : kms). We recommend that
the bucket's default encryption uses the desired encryption configuration and you don't
override the bucket default encryption in your CreateSession requests or PUT object
requests. Then, new objects are automatically encrypted with the desired encryption settings.
For more information, see Protecting data with server-side encryption in the Amazon S3 User

Guide. For more information about the encryption overriding behaviors in directory buckets,
see Specifying server-side encryption with AWS KMS for new object uploads.

In the Zonal endpoint API calls (except CopyObject and UploadPartCopy) using the REST API,
the encryption request headers must match the encryption settings that are specified in the

CreateSession request. You can't override the values of the encryption settings (x-amz-
server-side-encryption, x-amz-server-side-encryption-aws-kms-key-id, x-
amz-server-side-encryption-context, and x-amz-server-side-encryption-
bucket-key-enabled) that are specified in the CreateSession request. You don't need
to explicitly specify these encryption settings values in Zonal endpoint API calls, and Amazon
S3 will use the encryption settings values from the CreateSession request to protect new
objects in the directory bucket.

® Note

When you use the CLI or the AWS SDKs, for CreateSession, the session token
refreshes automatically to avoid service interruptions when a session expires. The
CLI or the AWS SDKs use the bucket's default encryption configuration for the
CreateSession request. It's not supported to override the encryption settings
values in the CreateSession request. So in the Zonal endpoint API calls (except
CopyObject and UploadPartCopy), the encryption request headers must match the
default encryption configuration of the directory bucket.

(® Note

For directory buckets, when you perform a CreateMultipartUpload operation
and an UploadPartCopy operation, the request headers you provide in the
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CreateMultipartUpload request must match the default encryption configuration
of the destination bucket.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.

The following operations are related to CreateMultipartUpload:

UploadPart
CompleteMultipartUpload

AbortMultipartUpload

ListParts

ListMultipartUploads

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

POST /{Key+}?uploads HTTP/1.1

Host: Bucket.s3.amazonaws.com
x-amz-acl: ACL

Cache-Control: CacheControl
Content-Disposition: ContentDisposition
Content-Encoding: ContentEncoding
Content-Language: ContentlLanguage
Content-Type: ContentType

Expires: Expires
x-amz-grant-full-control: GrantFullControl
X-amz-grant-read: GrantRead
X-amz-grant-read-acp: GrantReadACP
X-amz-grant-write-acp: GrantWriteACP
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X-amz-server-side-encryption: ServerSideEncryption
x-amz-storage-class: StorageClass
x-amz-website-redirect-location: WebsiteRedirectlLocation
Xx-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key: SSECustomerKey
x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-context: SSEKMSEncryptionContext
Xx-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
X-amz-request-payer: RequestPayer

x-amz-tagging: Tagging

x-amz-object-lock-mode: ObjectLockMode
x-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
x-amz-object-lock-legal-hold: ObjectLockLegalHoldStatus
x-amz-expected-bucket-owner: ExpectedBucketOwner
x-amz-checksum-algorithm: ChecksumAlgorithm

x-amz-checksum-type: ChecksumType

URI Request Parameters
The request uses the following URI parameters.
Bucket

The name of the bucket where the multipart upload is initiated and where the object is
uploaded.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
code .amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-az1l--x-s3). Forinformation about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
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action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.

® Note

Object Lambda access points are not supported by directory buckets.

S3 on Outposts - When you use this action with S3 on Outposts, you must direct

requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes

Cache-Control

Specifies caching behavior along the request/reply chain.

Content-Disposition

Specifies presentational information for the object.

Content-Encoding

Specifies what content encodings have been applied to the object and thus what decoding
mechanisms must be applied to obtain the media-type referenced by the Content-Type header
field.

(® Note

For directory buckets, only the aws-chunked value is supported in this header field.

Content-Language

The language that the content is in.

Content-Type

A standard MIME type describing the format of the object data.
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Expires

The date and time at which the object is no longer cacheable.

Key
Obiject key for which the multipart upload is to be initiated.

Length Constraints: Minimum length of 1.

Required: Yes

x-amz-acl

The canned ACL to apply to the object. Amazon S3 supports a set of predefined ACLs, known
as canned ACLs. Each canned ACL has a predefined set of grantees and permissions. For more
information, see Canned ACL in the Amazon S3 User Guide.

By default, all objects are private. Only the owner has full access control. When uploading an
object, you can grant access permissions to individual AWS accounts or to predefined groups
defined by Amazon S3. These permissions are then added to the access control list (ACL) on the
new object. For more information, see Using ACLs. One way to grant the permissions using the
request headers is to specify a canned ACL with the x-amz-acl request header.

(@ Note

« This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

Valid Values: private | public-read | public-read-write | authenticated-read
| aws-exec-read | bucket-owner-read | bucket-owner-full-control

x-amz-checksum-algorithm

Indicates the algorithm that you want Amazon S3 to use to create the checksum for the object.
For more information, see Checking object integrity in the Amazon S3 User Guide.

Valid Values: CRC32 | CRC32C | SHA1l | SHA256 | CRC64NVME
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x-amz-checksum-type

Indicates the checksum type that you want Amazon S3 to use to calculate the object’s
checksum value. For more information, see Checking object integrity in the Amazon S3 User

Guide.

Valid Values: COMPOSITE | FULL_OBJECT

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

x-amz-grant-full-control

Specify access permissions explicitly to give the grantee READ, READ_ACP, and WRITE_ACP
permissions on the object.

By default, all objects are private. Only the owner has full access control. When uploading an
object, you can use this header to explicitly grant access permissions to specific AWS accounts
or groups. This header maps to specific permissions that Amazon S3 supports in an ACL. For
more information, see Access Control List (ACL) Overview in the Amazon S3 User Guide.

You specify each grantee as a type=value pair, where the type is one of the following:
« id - if the value specified is the canonical user ID of an AWS account
« uri - if you are granting permissions to a predefined group

« emailAddress - if the value specified is the email address of an AWS account

(® Note
Using email addresses to specify a grantee is only supported in the following AWS
Regions:
« US East (N. Virginia)
« US West (N. California)
» US West (Oregon)
« Asia Pacific (Singapore)
« Asia Pacific (Sydney)
« Asia Pacific (Tokyo)
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o Europe (Ireland)

« South America (Sao Paulo)
For a list of all the Amazon S3 supported Regions and endpoints, see Regions and
Endpoints in the AWS General Reference.

For example, the following x-amz-grant-read header grants the AWS accounts identified by
account IDs permissions to read object data and its metadata:

X-amz-grant-read: id="11112222333", id="444455556666"
(® Note

 This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

x-amz-grant-read

Specify access permissions explicitly to allow grantee to read the object data and its metadata.

By default, all objects are private. Only the owner has full access control. When uploading an
object, you can use this header to explicitly grant access permissions to specific AWS accounts
or groups. This header maps to specific permissions that Amazon S3 supports in an ACL. For
more information, see Access Control List (ACL) Overview in the Amazon S3 User Guide.

You specify each grantee as a type=value pair, where the type is one of the following:
o id - if the value specified is the canonical user ID of an AWS account
o uri - if you are granting permissions to a predefined group

« emailAddress - if the value specified is the email address of an AWS account

(® Note
Using email addresses to specify a grantee is only supported in the following AWS
Regions:
« US East (N. Virginia)
o US West (N. California)
» US West (Oregon)
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« Asia Pacific (Singapore)
« Asia Pacific (Sydney)

« Asia Pacific (Tokyo)

o Europe (Ireland)

« South America (Sao Paulo)
For a list of all the Amazon S3 supported Regions and endpoints, see Regions and
Endpoints in the AWS General Reference.

For example, the following x-amz-grant-read header grants the AWS accounts identified by
account IDs permissions to read object data and its metadata:

X-amz-grant-read: id="11112222333", id="444455556666"
(® Note

 This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

x-amz-grant-read-acp

Specify access permissions explicitly to allows grantee to read the object ACL.

By default, all objects are private. Only the owner has full access control. When uploading an
object, you can use this header to explicitly grant access permissions to specific AWS accounts
or groups. This header maps to specific permissions that Amazon S3 supports in an ACL. For
more information, see Access Control List (ACL) Overview in the Amazon S3 User Guide.

You specify each grantee as a type=value pair, where the type is one of the following:
« id - if the value specified is the canonical user ID of an AWS account
« uri - if you are granting permissions to a predefined group

« emailAddress - if the value specified is the email address of an AWS account

(® Note

Using email addresses to specify a grantee is only supported in the following AWS
Regions:
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US East (N. Virginia)
US West (N. California)
US West (Oregon)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Europe (Ireland)

South America (Sao Paulo)

For a list of all the Amazon S3 supported Regions and endpoints, see Regions and
Endpoints in the AWS General Reference.

For example, the following x-amz-grant-read header grants the AWS accounts identified by

account IDs permissions to read object data and its metadata:

X-amz-grant-read: id="11112222333", id="444455556666"

(@ Note

 This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

x-amz-grant-write-acp

Specify access permissions explicitly to allows grantee to allow grantee to write the ACL for the
applicable object.

By default, all objects are private. Only the owner has full access control. When uploading an

object, you can use this header to explicitly grant access permissions to specific AWS accounts

or groups. This header maps to specific permissions that Amazon S3 supports in an ACL. For
more information, see Access Control List (ACL) Overview in the Amazon S3 User Guide.

You specify each grantee as a type=value pair, where the type is one of the following:

« id - if the value specified is the canonical user ID of an AWS account

o uri - if you are granting permissions to a predefined group
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« emailAddress - if the value specified is the email address of an AWS account

(@ Note

Using email addresses to specify a grantee is only supported in the following AWS
Regions:

« US East (N. Virginia)

« US West (N. California)
» US West (Oregon)

« Asia Pacific (Singapore)
« Asia Pacific (Sydney)

« Asia Pacific (Tokyo)
 Europe (Ireland)

» South America (S3ao Paulo)
For a list of all the Amazon S3 supported Regions and endpoints, see Regions and
Endpoints in the AWS General Reference.

For example, the following x-amz-grant-read header grants the AWS accounts identified by
account IDs permissions to read object data and its metadata:

X-amz-grant-read: id="11112222333", id="444455556666"
(® Note

« This functionality is not supported for directory buckets.

 This functionality is not supported for Amazon S3 on Outposts.

x-amz-object-lock-legal-hold

Specifies whether you want to apply a legal hold to the uploaded object.

® Note

This functionality is not supported for directory buckets.
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Valid Values: ON | OFF

x-amz-object-lock-mode

Specifies the Object Lock mode that you want to apply to the uploaded obiject.

(® Note

This functionality is not supported for directory buckets.

Valid Values: GOVERNANCE | COMPLIANCE

x-amz-object-lock-retain-until-date

Specifies the date and time when you want the Object Lock to expire.

(@ Note

This functionality is not supported for directory buckets.

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester

X-amz-server-side-encryption

The server-side encryption algorithm used when you store this object in Amazon S3 or Amazon
FSx.
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» Directory buckets - For directory buckets, there are only two supported options for server-
side encryption: server-side encryption with Amazon S3 managed keys (SSE-S3) (AES256)
and server-side encryption with AWS KMS keys (SSE-KMS) (aws : kms). We recommend that
the bucket's default encryption uses the desired encryption configuration and you don't
override the bucket default encryption in your CreateSession requests or PUT object
requests. Then, new objects are automatically encrypted with the desired encryption settings.
For more information, see Protecting data with server-side encryption in the Amazon S3 User

Guide. For more information about the encryption overriding behaviors in directory buckets,
see Specifying server-side encryption with AWS KMS for new object uploads.

In the Zonal endpoint API calls (except CopyObject and UploadPartCopy) using the REST API,
the encryption request headers must match the encryption settings that are specified in the

CreateSession request. You can't override the values of the encryption settings (x-amz-
server-side-encryption, x-amz-server-side-encryption-aws-kms-key-id, x-
amz-server-side-encryption-context, and x-amz-server-side-encryption-
bucket-key-enabled) that are specified in the CreateSession request. You don't need
to explicitly specify these encryption settings values in Zonal endpoint API calls, and Amazon
S3 will use the encryption settings values from the CreateSession request to protect new
objects in the directory bucket.

® Note

When you use the CLI or the AWS SDKs, for CreateSession, the session token
refreshes automatically to avoid service interruptions when a session expires. The
CLI or the AWS SDKs use the bucket's default encryption configuration for the
CreateSession request. It's not supported to override the encryption settings
values in the CreateSession request. So in the Zonal endpoint API calls (except
CopyObject and UploadPartCopy), the encryption request headers must match the
default encryption configuration of the directory bucket.

» S3 access points for Amazon FSx - When accessing data stored in Amazon FSx file systems
using S3 access points, the only valid server side encryption option is aws : fsx. All Amazon
FSx file systems have encryption configured by default and are encrypted at rest. Data is
automatically encrypted before being written to the file system, and automatically decrypted
as it is read. These processes are handled transparently by Amazon FSx.

Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse
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X-amz-server-side-encryption-aws-kms-key-id

Specifies the AWS KMS key ID (Key ID, Key ARN, or Key Alias) to use for object encryption. If the
KMS key doesn't exist in the same account that's issuing the command, you must use the full
Key ARN not the Key ID.

General purpose buckets - If you specify x-amz-server-side-encryption with aws:kms
or aws : kms :dsse, this header specifies the ID (Key ID, Key ARN, or Key Alias) of the AWS KMS
key to use. If you specify x-amz-server-side-encryption:aws:kms or x-amz-server-
side-encryption:aws:kms:dsse, but do not provide x-amz-server-side-encryption-
aws-kms-key-id, Amazon S3 uses the AWS managed key (aws/s3) to protect the data.

Directory buckets - To encrypt data using SSE-KMS, it's recommended to specify the x -
amz-server-side-encryption header to aws:kms. Then, the x-amz-server-side-
encryption-aws-kms-key-id header implicitly uses the bucket's default KMS customer
managed key ID. If you want to explicitly set the x-amz-server-side-encryption-aws-
kms-key-id header, it must match the bucket's default customer managed key (using key

ID or ARN, not alias). Your SSE-KMS configuration can only support 1 customer managed key
per directory bucket's lifetime. The AWS managed key (aws/s3) isn't supported. Incorrect key
specification results in an HTTP 400 Bad Request error.

x-amz-server-side-encryption-bucket-key-enabled

Specifies whether Amazon S3 should use an S3 Bucket Key for object encryption with server-
side encryption using AWS Key Management Service (AWS KMS) keys (SSE-KMS).

General purpose buckets - Setting this header to true causes Amazon S3 to use an S3 Bucket
Key for object encryption with SSE-KMS. Also, specifying this header with a PUT action doesn't
affect bucket-level settings for S3 Bucket Key.

Directory buckets - S3 Bucket Keys are always enabled for GET and PUT operations in a
directory bucket and can’t be disabled. S3 Bucket Keys aren't supported, when you copy SSE-
KMS encrypted objects from general purpose buckets to directory buckets, from directory
buckets to general purpose buckets, or between directory buckets, through CopyObject,
UploadPartCopy, the Copy operation in Batch Operations, or the import jobs. In this case,
Amazon S3 makes a call to AWS KMS every time a copy request is made for a KMS-encrypted
object.
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X-amz-server-side-encryption-context

Specifies the AWS KMS Encryption Context to use for object encryption. The value of this
header is a Base64 encoded string of a UTF-8 encoded JSON, which contains the encryption
context as key-value pairs.

Directory buckets - You can optionally provide an explicit encryption context value. The value
must match the default encryption context - the bucket Amazon Resource Name (ARN). An
additional encryption context value is not supported.

X-amz-server-side-encryption-customer-algorithm

Specifies the algorithm to use when encrypting the object (for example, AES256).

(® Note

This functionality is not supported for directory buckets.

x-amz-server-side-encryption-customer-key

Specifies the customer-provided encryption key for Amazon S3 to use in encrypting data.

This value is used to store the object and then it is discarded; Amazon S3 does not store the
encryption key. The key must be appropriate for use with the algorithm specified in the x-amz-
server-side-encryption-customer-algorithm header.

(® Note

This functionality is not supported for directory buckets.

Xx-amz-server-side-encryption-customer-key-MD5

Specifies the 128-bit MD5 digest of the customer-provided encryption key according to RFC
1321. Amazon S3 uses this header for a message integrity check to ensure that the encryption
key was transmitted without error.

(® Note

This functionality is not supported for directory buckets.
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x-amz-storage-class

By default, Amazon S3 uses the STANDARD Storage Class to store newly created objects.
The STANDARD storage class provides high durability and high availability. Depending on
performance needs, you can specify a different Storage Class. For more information, see

Storage Classes in the Amazon S3 User Guide.

® Note

 Directory buckets only support EXPRESS_ONEZONE (the S3 Express One Zone storage
class) in Availability Zones and ONEZONE_IA (the S3 One Zone-Infrequent Access
storage class) in Dedicated Local Zones.

« Amazon S3 on Outposts only uses the OUTPOSTS Storage Class.

Valid Values: STANDARD | REDUCED_REDUNDANCY | STANDARD_IA | ONEZONE_IA |
INTELLIGENT_TIERING | GLACIER | DEEP_ARCHIVE | OUTPOSTS | GLACIER_IR |
SNOW | EXPRESS_ONEZONE | FSX_OPENZFS

x-amz-tagging

The tag-set for the object. The tag-set must be encoded as URL Query parameters.

(® Note

This functionality is not supported for directory buckets.

x-amz-website-redirect-location

If the bucket is configured as a website, redirects requests for this object to another object in
the same bucket or to an external URL. Amazon S3 stores the value of this header in the object

metadata.

(® Note

This functionality is not supported for directory buckets.
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
x-amz-abort-date: AbortDate
x-amz-abort-rule-id: AbortRuleId
Xx-amz-server-side-encryption: ServerSideEncryption
x-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
x-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
Xx-amz-server-side-encryption-context: SSEKMSEncryptionContext
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
x-amz-request-charged: RequestCharged
x-amz-checksum-algorithm: ChecksumAlgorithm
x-amz-checksum-type: ChecksumType
<?xml version="1.0" encoding="UTF-8"7?>
<InitiateMultipartUploadResult>

<Bucket>string</Bucket>

<Key>string</Key>

<UploadId>string</UploadId>
</InitiateMultipartUploadResult>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The response returns the following HTTP headers.

x-amz-abort-date

If the bucket has a lifecycle rule configured with an action to abort incomplete multipart
uploads and the prefix in the lifecycle rule matches the object name in the request, the
response includes this header. The header indicates when the initiated multipart upload
becomes eligible for an abort operation. For more information, see Aborting Incomplete

Multipart Uploads Using a Bucket Lifecycle Configuration in the Amazon S3 User Guide.

The response also includes the x-amz-abort-rule-id header that provides the ID of the
lifecycle configuration rule that defines the abort action.
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® Note

This functionality is not supported for directory buckets.

x-amz-abort-rule-id

This header is returned along with the x-amz-abort-date header. It identifies the applicable
lifecycle configuration rule that defines the action to abort incomplete multipart uploads.

® Note

This functionality is not supported for directory buckets.

x-amz-checksum-algorithm

The algorithm that was used to create a checksum of the object.

Valid Values: CRC32 | CRC32C | SHA1 | SHA256 | CRC64NVME

x-amz-checksum-type

Indicates the checksum type that you want Amazon S3 to use to calculate the object's
checksum value. For more information, see Checking object integrity in the Amazon S3 User

Guide.

Valid Values: COMPOSITE | FULL_OBJECT

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

(® Note
This functionality is not supported for directory buckets.

Valid Values: requester
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X-amz-server-side-encryption

The server-side encryption algorithm used when you store this object in Amazon S3 or Amazon
FSx.

® Note

When accessing data stored in Amazon FSx file systems using S3 access points, the only
valid server side encryption option is aws : fsx.

Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse

x-amz-server-side-encryption-aws-kms-key-id

If present, indicates the ID of the KMS key that was used for object encryption.

Xx-amz-server-side-encryption-bucket-key-enabled

Indicates whether the multipart upload uses an S3 Bucket Key for server-side encryption with
AWS Key Management Service (AWS KMS) keys (SSE-KMS).

x-amz-server-side-encryption-context

If present, indicates the AWS KMS Encryption Context to use for object encryption. The value of
this header is a Base64 encoded string of a UTF-8 encoded JSON, which contains the encryption
context as key-value pairs.

x-amz-server-side-encryption-customer-algorithm

If server-side encryption with a customer-provided encryption key was requested, the response
will include this header to confirm the encryption algorithm that's used.

(® Note

This functionality is not supported for directory buckets.

X-amz-server-side-encryption-customer-key-MD5

If server-side encryption with a customer-provided encryption key was requested, the
response will include this header to provide the round-trip message integrity verification of the
customer-provided encryption key.
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® Note

This functionality is not supported for directory buckets.

The following data is returned in XML format by the service.

InitiateMultipartUploadResult

Root level tag for the InitiateMultipartUploadResult parameters.

Required: Yes
Bucket

The name of the bucket to which the multipart upload was initiated. Does not return the access
point ARN or access point alias if used.

(® Note

Access points are not supported by directory buckets.

Type: String
Key

Object key for which the multipart upload was initiated.
Type: String

Length Constraints: Minimum length of 1.
Uploadid

ID for the initiated multipart upload.

Type: String

Examples
Sample Request for general purpose buckets

This action initiates a multipart upload for the amzn-s3-demo-bucket object.
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POST /example-object?uploads HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: authorization string

Sample Response for general purpose buckets

This example illustrates one usage of CreateMultipartUpload.

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnl2Qz7/CINPcfTWAtRPfTaOFg==
x-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<InitiateMultipartUploadResult xmlns="http://s3.amazonaws.com/

doc/2006-03-01/">

UploadId>

<Bucket>amzn-s3-demo-bucket</Bucket>
<Key>example-object</Key>
<UploadId>VXBsb2FkIEIEIGZvciA2aWwWpbmcncyBteS1tb3ZpZS5tMnRzIHVwbGOhZA</

</InitiateMultipartUploadResult>

Example for general purpose buckets: Initiate a multipart upload using server-side encryption
with customer-provided encryption keys

This example, which initiates a multipart upload request, specifies server-side encryption with

customer-provided encryption keys by adding relevant headers.

POST /example-object?uploads HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Authorization:authorization string

Date: Wed, 28 May 2014 19:34:57 +0000
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X-amz-server-side-encryption-customer-key:
g01CfA3Dv40jZz55Q]1ZukLRFqtI5WorC/8SEEXAMPLE

Xx-amz-server-side-encryption-customer-key-MD5: ZjQrnelX/iTcskbY2example

x-amz-server-side-encryption-customer-algorithm: AES256

Sample Response for general purpose buckets

In the response, Amazon S3 returns an UploadId. In addition, Amazon S3 returns the encryption
algorithm and the MD5 digest of the encryption key that you provided in the request.

HTTP/1.1 200 0K

X-amz-id-2:

36HRCAIGp57F1FvWvVRrvd3hNn9WoBGTFEaCVHTCt8QWT@0@gxdHazQUgfoXAbhFWD

x-amz-request-id: 50FA1D691B62CA43

Date: Wed, 28 May 2014 19:34:58 GMT
X-amz-server-side-encryption-customer-algorithm: AES256
Xx-amz-server-side-encryption-customer-key-MD5: ZjQrnelX/iTcskbY2m3tFg==
Transfer-Encoding: chunked

<?xml version="1.0" encoding="UTF-8"7?>

<InitiateMultipartUploadResult

xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>amzn-s3-demo-bucket</Bucket>
<Key>example-object</Key>

<UploadId>EXAMPLEJZ6e@YupT2h66iePQCc9IEbYbDUy4RTpMeoSMLPRp8Z501u8feSRonpvnWsKKG35tI2LBOVDPiCgT
</UploadId>
</InitiateMultipartUploadResult>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2
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AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3
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CreateSession
Service: Amazon S3

Creates a session that establishes temporary security credentials to support fast authentication and
authorization for the Zonal endpoint API operations on directory buckets. For more information
about Zonal endpoint API operations that include the Availability Zone in the request endpoint, see
S3 Express One Zone APIs in the Amazon S3 User Guide.

To make Zonal endpoint API requests on a directory bucket, use the CreateSession API
operation. Specifically, you grant s3express:CreateSession permission to a bucket in a bucket
policy or an IAM identity-based policy. Then, you use IAM credentials to make the CreateSession
API request on the bucket, which returns temporary security credentials that include the access key
ID, secret access key, session token, and expiration. These credentials have associated permissions
to access the Zonal endpoint API operations. After the session is created, you don't need to use
other policies to grant permissions to each Zonal endpoint API individually. Instead, in your Zonal
endpoint API requests, you sign your requests by applying the temporary security credentials of the
session to the request headers and following the SigV4 protocol for authentication. You also apply
the session token to the x-amz-s3session-token request header for authorization. Temporary
security credentials are scoped to the bucket and expire after 5 minutes. After the expiration time,
any calls that you make with those credentials will fail. You must use IAM credentials again to
make a CreateSession API request that generates a new set of temporary credentials for use.
Temporary credentials cannot be extended or refreshed beyond the original specified interval.

If you use AWS SDKs, SDKs handle the session token refreshes automatically to avoid service
interruptions when a session expires. We recommend that you use the AWS SDKs to initiate and
manage requests to the CreateSession API. For more information, see Performance guidelines and

design patterns in the Amazon S3 User Guide.

® Note

» You must make requests for this APl operation to the Zonal endpoint. These
endpoints support virtual-hosted-style requests in the format https://bucket-
name.s3express-zone-id.region-code.amazonaws.com. Path-style requests are
not supported. For more information about endpoints in Availability Zones, see Regional
and Zonal endpoints for directory buckets in Availability Zones in the Amazon S3 User

Guide. For more information about endpoints in Local Zones, see Concepts for directory

buckets in Local Zones in the Amazon S3 User Guide.
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« CopyObject API operation - Unlike other Zonal endpoint API operations, the
CopyObject API operation doesn't use the temporary security credentials returned from
the CreateSession API operation for authentication and authorization. For information
about authentication and authorization of the CopyObject APl operation on directory
buckets, see CopyObject.

« HeadBucket API operation - Unlike other Zonal endpoint API operations, the
HeadBucket APl operation doesn't use the temporary security credentials returned from
the CreateSession API operation for authentication and authorization. For information
about authentication and authorization of the HeadBucket API operation on directory
buckets, see HeadBucket.

Permissions

To obtain temporary security credentials, you must create a bucket policy or an IAM identity-
based policy that grants s3express:CreateSession permission to the bucket. In a policy,
you can have the s3express:SessionMode condition key to control who can create a
ReadWrite or ReadOnly session. For more information about ReadWrite or ReadOnly
sessions, see x-amz-create-session-mode. For example policies, see Example bucket

policies for S3 Express One Zone and AWS Identity and Access Management (IAM) identity-
based policies for S3 Express One Zone in the Amazon S3 User Guide.

To grant cross-account access to Zonal endpoint API operations, the bucket policy should also
grant both accounts the s3express:CreateSession permission.

If you want to encrypt objects with SSE-KMS, you must also have the kms : GenerateDataKey
and the kms :Decrypt permissions in IAM identity-based policies and AWS KMS key policies for
the target AWS KMS key.

Encryption

For directory buckets, there are only two supported options for server-side encryption: server-
side encryption with Amazon S3 managed keys (SSE-S3) (AES256) and server-side encryption
with AWS KMS keys (SSE-KMS) (aws : kms). We recommend that the bucket's default encryption
uses the desired encryption configuration and you don't override the bucket default encryption
in your CreateSession requests or PUT object requests. Then, new objects are automatically
encrypted with the desired encryption settings. For more information, see Protecting data with

server-side encryption in the Amazon S3 User Guide. For more information about the encryption
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overriding behaviors in directory buckets, see Specifying server-side encryption with AWS KMS

for new object uploads.

For Zonal endpoint (object-level) APl operations except CopyObject and UploadPartCopy, you
authenticate and authorize requests through CreateSession for low latency. To encrypt new
objects in a directory bucket with SSE-KMS, you must specify SSE-KMS as the directory bucket's
default encryption configuration with a KMS key (specifically, a customer managed key). Then,
when a session is created for Zonal endpoint APl operations, new objects are automatically
encrypted and decrypted with SSE-KMS and S3 Bucket Keys during the session.

® Note

Only 1 customer managed key is supported per directory bucket for the lifetime of the
bucket. The AWS managed key (aws/s3) isn't supported. After you specify SSE-KMS as
your bucket's default encryption configuration with a customer managed key, you can't
change the customer managed key for the bucket's SSE-KMS configuration.

In the Zonal endpoint API calls (except CopyObject and UploadPartCopy) using the REST

API, you can't override the values of the encryption settings (x-amz-server-side-
encryption, x-amz-server-side-encryption-aws-kms-key-id, x-amz-server-
side-encryption-context, and x-amz-server-side-encryption-bucket-key-
enabled) from the CreateSession request. You don't need to explicitly specify these
encryption settings values in Zonal endpoint API calls, and Amazon S3 will use the encryption
settings values from the CreateSession request to protect new objects in the directory
bucket.

(® Note

When you use the CLI or the AWS SDKs, for CreateSession, the session token
refreshes automatically to avoid service interruptions when a session expires. The
CLI or the AWS SDKs use the bucket's default encryption configuration for the
CreateSession request. It's not supported to override the encryption settings
values in the CreateSession request. Also, in the Zonal endpoint API calls (except
CopyObject and UploadPartCopy), it's not supported to override the values of the
encryption settings from the CreateSession request.
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HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?session HTTP/1.1

Host: Bucket.s3.amazonaws.com

X-amz-create-session-mode: SessionMode
x-amz-server-side-encryption: ServerSideEncryption
Xx-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-context: SSEKMSEncryptionContext
Xx-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled

URI Request Parameters
The request uses the following URI parameters.

Bucket

The name of the bucket that you create a session for.

Required: Yes

X-amz-create-session-mode

Specifies the mode of the session that will be created, either ReadWrite or ReadOnly. By
default, a ReadWrite session is created. A ReadWrite session is capable of executing all
the Zonal endpoint APl operations on a directory bucket. A ReadOnly session is constrained
to execute the following Zonal endpoint API operations: GetObject, HeadObject,
ListObjectsV2, GetObjectAttributes, ListParts, and ListMultipartUploads.

Valid Values: ReadOnly | ReadWrite
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X-amz-server-side-encryption

The server-side encryption algorithm to use when you store objects in the directory bucket.

For directory buckets, there are only two supported options for server-side encryption: server-
side encryption with Amazon S3 managed keys (SSE-S3) (AES256) and server-side encryption

with AWS KMS keys (SSE-KMS) (aws : kms). By default, Amazon S3 encrypts data with SSE-S3.

For more information, see Protecting data with server-side encryption in the Amazon S3 User

Guide.

S3 access points for Amazon FSx - When accessing data stored in Amazon FSx file systems
using S3 access points, the only valid server side encryption option is aws : fsx. All Amazon

FSx file systems have encryption configured by default and are encrypted at rest. Data is
automatically encrypted before being written to the file system, and automatically decrypted as
it is read. These processes are handled transparently by Amazon FSx.

Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse

Xx-amz-server-side-encryption-aws-kms-key-id

If you specify x-amz-server-side-encryption with aws: kms, you must specify the x-
amz-server-side-encryption-aws-kms-key-id header with the ID (Key ID or Key ARN)
of the AWS KMS symmetric encryption customer managed key to use. Otherwise, you get an
HTTP 400 Bad Request error. Only use the key ID or key ARN. The key alias format of the
KMS key isn't supported. Also, if the KMS key doesn't exist in the same account that't issuing the
command, you must use the full Key ARN not the Key ID.

Your SSE-KMS configuration can only support 1 customer managed key per directory bucket's
lifetime. The AWS managed key (aws/s3) isn't supported.

x-amz-server-side-encryption-bucket-key-enabled

Specifies whether Amazon S3 should use an S3 Bucket Key for object encryption with server-
side encryption using AWS KMS keys (SSE-KMS).

S3 Bucket Keys are always enabled for GET and PUT operations in a directory bucket and can't
be disabled. S3 Bucket Keys aren't supported, when you copy SSE-KMS encrypted objects

from general purpose buckets to directory buckets, from directory buckets to general purpose
buckets, or between directory buckets, through CopyObject, UploadPartCopy, the Copy
operation in Batch Operations, or the import jobs. In this case, Amazon S3 makes a call to AWS
KMS every time a copy request is made for a KMS-encrypted object.

Amazon S3 API Version 2006-03-01 127


https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-objects-Batch-Ops
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-objects-Batch-Ops
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-import-job

Amazon Simple Storage Service

API Reference

X-amz-server-side-encryption-context

Specifies the AWS KMS Encryption Context as an additional encryption context to use for
object encryption. The value of this header is a Base64 encoded string of a UTF-8 encoded
JSON, which contains the encryption context as key-value pairs. This value is stored as object
metadata and automatically gets passed on to AWS KMS for future GetObject operations on

this object.

General purpose buckets - This value must be explicitly added during CopyObject operations
if you want an additional encryption context for your object. For more information, see

Encryption context in the Amazon S3 User Guide.

Directory buckets - You can optionally provide an explicit encryption context value. The value
must match the default encryption context - the bucket Amazon Resource Name (ARN). An

additional encryption context value is not supported.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
x-amz-server-side-encryption: ServerSideEncryption
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-context: SSEKMSEncryptionContext
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
<?xml version="1.0" encoding="UTF-8"7?>
<CreateSessionResult>
<Credentials>
<AccessKeyId>string</AccessKeyId>
<Expiration>timestamp</Expiration>
<SecretAccessKey>string</SecretAccessKey>
<SessionToken>string</SessionToken>
</Credentials>
</CreateSessionResult>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The response returns the following HTTP headers.
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X-amz-server-side-encryption

The server-side encryption algorithm used when you store objects in the directory bucket.

(® Note

When accessing data stored in Amazon FSx file systems using S3 access points, the only
valid server side encryption option is aws : fsx.

Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse

Xx-amz-server-side-encryption-aws-kms-key-id

If you specify x-amz-server-side-encryption with aws: kms, this header indicates the
ID of the AWS KMS symmetric encryption customer managed key that was used for object
encryption.

x-amz-server-side-encryption-bucket-key-enabled

Indicates whether to use an S3 Bucket Key for server-side encryption with AWS KMS keys (SSE-
KMS).

X-amz-server-side-encryption-context

If present, indicates the AWS KMS Encryption Context to use for object encryption. The value of
this header is a Base64 encoded string of a UTF-8 encoded JSON, which contains the encryption
context as key-value pairs. This value is stored as object metadata and automatically gets
passed on to AWS KMS for future GetObject operations on this object.

The following data is returned in XML format by the service.

CreateSessionResult

Root level tag for the CreateSessionResult parameters.

Required: Yes

Credentials
The established temporary security credentials for the created session.

Type: SessionCredentials data type
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Errors
NoSuchBucket
The specified bucket does not exist.

HTTP Status Code: 404

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteBucket
Service: Amazon S3

Deletes the S3 bucket. All objects (including all object versions and delete markers) in the bucket
must be deleted before the bucket itself can be deleted.

(@ Note

» Directory buckets - If multipart uploads in a directory bucket are in progress, you can't
delete the bucket until all the in-progress multipart uploads are aborted or completed.

 Directory buckets - For directory buckets, you must make requests for this APl operation
to the Regional endpoint. These endpoints support path-style requests in the format
https://s3express-control.region-code.amazonaws.com/bucket-name .
Virtual-hosted-style requests aren't supported. For more information about endpoints in
Availability Zones, see Regional and Zonal endpoints for directory buckets in Availability

Zones in the Amazon S3 User Guide. For more information about endpoints in Local
Zones, see Concepts for directory buckets in Local Zones in the Amazon S3 User Guide.

Permissions

» General purpose bucket permissions - You must have the s3:DeleteBucket permission on
the specified bucket in a policy.

» Directory bucket permissions - You must have the s3express:DeleteBucket permission
in an 1AM identity-based policy instead of a bucket policy. Cross-account access to this API
operation isn't supported. This operation can only be performed by the AWS account that
owns the resource. For more information about directory bucket policies and permissions, see
AWS Identity and Access Management (IAM) for S3 Express One Zone in the Amazon S3 User
Guide.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-control.region-
code .amazonaws . com.

The following operations are related to DeleteBucket:

e CreateBucket

Amazon S3 API Version 2006-03-01 131


https://docs.aws.amazon.com/AmazonS3/latest/userguide/endpoint-directory-buckets-AZ.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/endpoint-directory-buckets-AZ.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-lzs-for-directory-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html

Amazon Simple Storage Service API Reference

» DeleteObject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE / HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
Specifies the bucket being deleted.

Directory buckets - When you use this operation with a directory bucket, you must

use path-style requests in the format https://s3express-control.region-
code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't supported.
Directory bucket names must be unique in the chosen Zone (Availability Zone or Local Zone).
Bucket names must also follow the format bucket-base-name--zone-id--x-s3 (for
example, DOC-EXAMPLE-BUCKET--usw2-az1--x-s3).For information about bucket naming
restrictions, see Directory bucket naming rules in the Amazon S3 User Guide

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).
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® Note

For directory buckets, this header is not supported in this API operation. If you specify
this header, the request fails with the HTTP status code 501 Not Implemented.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request for general purpose buckets

This request deletes the bucket named amzn-s3-demo-bucket.

DELETE / HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 01 Mar 2006 12:00:00 GMT

Authorization: authorization string

Sample Response for general purpose buckets

HTTP/1.1 204 No Content

x-amz-id-2: JuKZgmXuiwFeDQxhD7M8KtsKobSzWA1QEjLbTMTagkKdBX2z711/jGhDel3j6s80
x-amz-request-id: 32FE2CEB32F5EE25

Date: Wed, 01 Mar 2006 12:00:00 GMT

Connection: close

Server: AmazonS3

Amazon S3 API Version 2006-03-01 133



Amazon Simple Storage Service API Reference

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteBucketAnalyticsConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Deletes an analytics configuration for the bucket (specified by the analytics configuration ID).

To use this operation, you must have permissions to perform the
s3:PutAnalyticsConfiguration action. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions, see
Permissions Related to Bucket Subresource Operations and Managing Access Permissions to Your
Amazon S3 Resources.

For information about the Amazon S3 analytics feature, see Amazon S3 Analytics — Storage Class
Analysis.

The following operations are related to DeleteBucketAnalyticsConfiguration:

o GetBucketAnalyticsConfiguration

o ListBucketAnalyticsConfigurations

o PutBucketAnalyticsConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?analytics&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner
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URI Request Parameters
The request uses the following URI parameters.

Bucket

The name of the bucket from which an analytics configuration is deleted.

Required: Yes
id

The ID that identifies the analytics configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

The following DELETE request deletes the analytics configuration with the ID 1ist1.

DELETE ?/analytics&id=1listl HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
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Date: Wed, 14 May 2014 02:11:22 GMT
Authorization: signatureValue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Content response. The
analytics configuration with the ID 1ist1 for the bucket has been removed.

HTTP/1.1 204 No Content

Xx-amz-id-2: @FmFIWsh/
PpBuzZ@JFRC55ZGVmQW4SHI7xVDgKwhEdImf3g63RtrvH8ZuxW1Bol5

x-amz-request-id: QCFQ38E9BCF63097

Date: Wed, 14 May 2014 02:11:22 GMT

Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteBucketCors
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Deletes the cors configuration information set for the bucket.

To use this operation, you must have permission to perform the s3:PutBucketCORS action. The
bucket owner has this permission by default and can grant this permission to others.

For information about cors, see Enabling Cross-Origin Resource Sharing in the Amazon S3 User
Guide.

Related Resources

o PutBucketCors

o RESTOPTIONSobject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?cors HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.
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Bucket
Specifies the bucket whose cors configuration is being deleted.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

This example illustrates one usage of DeleteBucketCors.

DELETE /?cors HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Tue, 13 Dec 2011 19:14:42 GMT

Authorization: signatureValue

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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DeleteBucketEncryption
Service: Amazon S3

This implementation of the DELETE action resets the default encryption for the bucket as server-

side encryption with Amazon S3 managed keys (SSE-S3).

® Note

« General purpose buckets - For information about the bucket default encryption feature,
see Amazon S3 Bucket Default Encryption in the Amazon S3 User Guide.

» Directory buckets - For directory buckets, there are only two supported options
for server-side encryption: SSE-S3 and SSE-KMS. For information about the default
encryption configuration in directory buckets, see Setting default server-side encryption
behavior for directory buckets.

Permissions

« General purpose bucket permissions - The s3:PutEncryptionConfiguration
permission is required in a policy. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions,
see Permissions Related to Bucket Operations and Managing Access Permissions to Your

Amazon S3 Resources.

» Directory bucket permissions - To grant access to this APl operation, you must have the
s3express:PutEncryptionConfiguration permission in an IAM identity-based policy
instead of a bucket policy. Cross-account access to this APl operation isn't supported. This
operation can only be performed by the AWS account that owns the resource. For more
information about directory bucket policies and permissions, see AWS Identity and Access

Management (IAM) for S3 Express One Zone in the Amazon S3 User Guide.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-control.region-
code.amazonaws . com.

The following operations are related to DeleteBucketEncryption:

» PutBucketEncryption
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o GetBucketEncryption

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?encryption HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the bucket containing the server-side encryption configuration to delete.

Directory buckets - When you use this operation with a directory bucket, you must

use path-style requests in the format https://s3express-control.region-
code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't supported.
Directory bucket names must be unique in the chosen Zone (Availability Zone or Local Zone).
Bucket names must also follow the format bucket-base-name--zone-id--x-s3 (for
example, DOC-EXAMPLE-BUCKET--usw2-az1--x-s3).For information about bucket naming
restrictions, see Directory bucket naming rules in the Amazon S3 User Guide

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).
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® Note

For directory buckets, this header is not supported in this API operation. If you specify
this header, the request fails with the HTTP status code 501 Not Implemented.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request for a general purpose bucket

The following DELETE request resets the default encryption for the bucket as server-side
encryption with Amazon S3 managed keys (SSE-S3).

DELETE ?/encryption HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 06 Sep 2017 12:00:00 GMT

Authorization: signatureValue

Sample Response for a general purpose bucket

The following successful response shows Amazon S3 returning a 204 No Content response
confirming that default encryption for the bucket has been reset as server-side encryption with
Amazon S3 managed keys (SSE-S3).

HTTP/1.1 204 No Content

x-amz-id-2: @FmFIWsh/PpBuzZ@JFRC55ZGVmQW4SHI7xVDgKwhEdImf3q63RtrvH8ZuxW1Bol5
x-amz-request-id: QCF@38E9BCF63097

Date: Wed, 06 Sep 2017 12:00:00 GMT
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Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteBucketintelligentTieringConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Deletes the S3 Intelligent-Tiering configuration from the specified bucket.

The S3 Intelligent-Tiering storage class is designed to optimize storage costs by automatically
moving data to the most cost-effective storage access tier, without performance impact or
operational overhead. S3 Intelligent-Tiering delivers automatic cost savings in three low latency
and high throughput access tiers. To get the lowest storage cost on data that can be accessed in
minutes to hours, you can choose to activate additional archiving capabilities.

The S3 Intelligent-Tiering storage class is the ideal storage class for data with unknown, changing,
or unpredictable access patterns, independent of object size or retention period. If the size of an
object is less than 128 KB, it is not monitored and not eligible for auto-tiering. Smaller objects can
be stored, but they are always charged at the Frequent Access tier rates in the S3 Intelligent-Tiering
storage class.

For more information, see Storage class for automatically optimizing frequently and infrequently

accessed objects.

Operations related to DeleteBucketIntelligentTieringConfiguration include:

» GetBucketIntelligentTieringConfiguration

» PutBucketintelligentTieringConfiguration

o ListBucketlIntelligentTieringConfigurations

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

DELETE /?intelligent-tiering&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the Amazon S3 bucket whose configuration you want to modify or retrieve.
Required: Yes

id

The ID used to identify the S3 Intelligent-Tiering configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements
If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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DeleteBucketinventoryConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Deletes an S3 Inventory configuration (identified by the inventory ID) from the bucket.

To use this operation, you must have permissions to perform the
s3:PutInventoryConfiguration action. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions, see
Permissions Related to Bucket Subresource Operations and Managing Access Permissions to Your

Amazon S3 Resources.

For information about the Amazon S3 inventory feature, see Amazon S3 Inventory.

Operations related to DeleteBucketInventoryConfiguration include:

» GetBucketinventoryConfiguration

» PutBucketlnventoryConfiguration

o ListBucketinventoryConfigurations

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?inventory&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner
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URI Request Parameters
The request uses the following URI parameters.

Bucket

The name of the bucket containing the inventory configuration to delete.

Required: Yes
id

The ID used to identify the inventory configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

The following DELETE request deletes the inventory configuration with the ID 1ist1.

DELETE ?/inventory&id=listl HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
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Date: Wed, 14 May 2014 02:11:22 GMT
Authorization: signatureValue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Content response. The
inventory configuration with the ID 1ist1 for the bucket has been removed.

HTTP/1.1 204 No Content

x-amz-id-2: QFmFIWsh/PpBuzZ@JFRC55ZGVmQW4SHI7xVDgKwhEdImf3gq63RtrvH8ZuxW1Bol5
x-amz-request-id: QOCFQ38E9BCF63097

Date: Wed, 14 May 2014 02:11:22 GMT

Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteBucketLifecycle
Service: Amazon S3

Deletes the lifecycle configuration from the specified bucket. Amazon S3 removes all the lifecycle
configuration rules in the lifecycle subresource associated with the bucket. Your objects never
expire, and Amazon S3 no longer automatically deletes any objects on the basis of rules contained
in the deleted lifecycle configuration.

Permissions

« General purpose bucket permissions - By default, all Amazon S3 resources are private,
including buckets, objects, and related subresources (for example, lifecycle configuration
and website configuration). Only the resource owner (that is, the AWS account that
created it) can access the resource. The resource owner can optionally grant access
permissions to others by writing an access policy. For this operation, a user must have the
s3:PutLifecycleConfiguration permission.

For more information about permissions, see Managing Access Permissions to Your Amazon
S3 Resources.

« Directory bucket permissions - You must have the
s3express:PutLifecycleConfiguration permission in an IAM identity-based policy to
use this operation. Cross-account access to this APl operation isn't supported. The resource
owner can optionally grant access permissions to others by creating a role or user for them as
long as they are within the same account as the owner and resource.

For more information about directory bucket policies and permissions, see Authorizing
Regional endpoint APIs with IAM in the Amazon S3 User Guide.

® Note

Directory buckets - For directory buckets, you must make requests for this

API operation to the Regional endpoint. These endpoints support path-

style requests in the format https://s3express-control.region-
code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't
supported. For more information about endpoints in Availability Zones, see Regional
and Zonal endpoints for directory buckets in Availability Zones in the Amazon S3

User Guide. For more information about endpoints in Local Zones, see Concepts for
directory buckets in Local Zones in the Amazon S3 User Guide.
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HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-
control.region.amazonaws.com.

For more information about the object expiration, see Elements to Describe Lifecycle Actions.

Related actions include:

o PutBucketLifecycleConfiguration

» GetBucketLifecycleConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?lifecycle HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket

The bucket name of the lifecycle to delete.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Amazon S3 API Version 2006-03-01 152


https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-lifecycle-rules.html#intro-lifecycle-rules-actions
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html

Amazon Simple Storage Service API Reference

® Note

This parameter applies to general purpose buckets only. It is not supported for directory
bucket lifecycle configurations.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

The following DELETE request deletes the lifecycle subresource from the specified general purpose
bucket. This removes lifecycle configuration stored in the subresource.

DELETE /?lifecycle HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 14 Dec 2011 05:37:16 GMT

Authorization: signatureValue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Content response. Objects
in your general purpose bucket no longer expire.

HTTP/1.1 204 No Content

x-amz-id-2: UuaglLuByRx9e6j50nimrSAMPLEtRPfTa0Aa==
x-amz-request-id: 656c76696e672SAMPLE5657374

Date: Wed, 14 Dec 2011 05:37:16 GMT
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Connection: keep-alive
Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteBucketMetadataConfiguration
Service: Amazon S3

Deletes an S3 Metadata configuration from a general purpose bucket. For more information, see
Accelerating data discovery with S3 Metadata in the Amazon S3 User Guide.

® Note

You can use the V2 DeleteBucketMetadataConfiguration API operation

with V1 or V2 metadata configurations. However, if you try to use the V1
DeleteBucketMetadataTableConfiguration APl operation with V2 configurations,
you will receive an HTTP 405 Method Not Allowed error.

Permissions

To use this operation, you must have the s3:DeleteBucketMetadataTableConfiguration
permission. For more information, see Setting up permissions for configuring metadata tables
in the Amazon S3 User Guide.

(@ Note
The IAM policy action name is the same for the V1 and V2 API operations.

The following operations are related to DeleteBucketMetadataConfiguration:

CreateBucketMetadataConfiguration

GetBucketMetadataConfiguration

UpdateBucketMetadatalnventoryTableConfiguration

UpdateBucketMetadataJournalTableConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

DELETE /?metadataConfiguration HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The general purpose bucket that you want to remove the metadata configuration from.

Required: Yes

x-amz-expected-bucket-owner

The expected bucket owner of the general purpose bucket that you want to remove the
metadata table configuration from.

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements
If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET
o AWS SDK for C++
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AWS SDK for Go v2
AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3
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DeleteBucketMetadataTableConfiguration
Service: Amazon S3

/A Important

We recommend that you delete your S3 Metadata configurations by using the V2
DeleteBucketMetadataTableConfiguration API operation. We no longer recommend using
the V1 DeleteBucketMetadataTableConfiguration API operation.

If you created your S3 Metadata configuration before July 15, 2025, we recommend that
you delete and re-create your configuration by using CreateBucketMetadataConfiguration
so that you can expire journal table records and create a live inventory table.

Deletes a V1 S3 Metadata configuration from a general purpose bucket. For more information, see
Accelerating data discovery with S3 Metadata in the Amazon S3 User Guide.

(® Note

You can use the V2 DeleteBucketMetadataConfiguration API operation

with V1 or V2 metadata table configurations. However, if you try to use the V1
DeleteBucketMetadataTableConfiguration APl operation with V2 configurations,
you will receive an HTTP 405 Method Not Allowed error.

Make sure that you update your processes to use the new V2 APl operations
(CreateBucketMetadataConfiguration, GetBucketMetadataConfiguration, and
DeleteBucketMetadataConfiguration) instead of the V1 API operations.

Permissions

To use this operation, you must have the s3:DeleteBucketMetadataTableConfiguration
permission. For more information, see Setting up permissions for configuring metadata tables
in the Amazon S3 User Guide.

The following operations are related to DeleteBucketMetadataTableConfiguration:

» CreateBucketMetadataTableConfiguration

o GetBucketMetadataTableConfiguration
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/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?metadataTable HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The general purpose bucket that you want to remove the metadata table configuration from.

Required: Yes

x-amz-expected-bucket-owner

The expected bucket owner of the general purpose bucket that you want to remove the
metadata table configuration from.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteBucketMetricsConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Deletes a metrics configuration for the Amazon CloudWatch request metrics (specified by the
metrics configuration ID) from the bucket. Note that this doesn't include the daily storage metrics.

To use this operation, you must have permissions to perform the
s3:PutMetricsConfiguration action. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions, see
Permissions Related to Bucket Subresource Operations and Managing Access Permissions to Your

Amazon S3 Resources.

For information about CloudWatch request metrics for Amazon S3, see Monitoring Metrics with
Amazon CloudWatch.

The following operations are related to DeleteBucketMetricsConfiguration:

GetBucketMetricsConfiguration

PutBucketMetricsConfiguration

ListBucketMetricsConfigurations

Monitoring Metrics with Amazon CloudWatch

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?metrics&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
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x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the bucket containing the metrics configuration to delete.
Required: Yes

id

The ID used to identify the metrics configuration. The ID has a 64 character limit and can only
contain letters, numbers, periods, dashes, and underscores.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

Delete the metric configuration with a specified ID, which disables the CloudWatch metrics with the
ExampleMetrics value for the FilterId dimension.
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DELETE /?metrics&id=ExampleMetrics HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
x-amz-date: Thu, 15 Nov 2016 00:17:21 GMT
Authorization: signatureValue

Sample Response

Delete the metric configuration with a specified ID, which disables the CloudWatch metrics with the
ExampleMetrics value for the FilterId dimension.

HTTP/1.1 204 No Content

X-amz-id-2:
ITnGT1y4REXAMPLEPi4hk1TXouTf@hccUjo@iCPEXAMPLEUtBj3M7fPG1WO2SEWpP

x-amz-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:22 GMT

Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteBucketOwnershipControls
Service: Amazon S3

(@ Note

This operation is not supported for directory buckets.

Removes OwnershipControls for an Amazon S3 bucket. To use this operation, you must have
the s3:PutBucketOwnershipControls permission. For more information about Amazon S3
permissions, see Specifying Permissions in a Policy.

For information about Amazon S3 Object Ownership, see Using Object Ownership.

The following operations are related to DeleteBucketOwnershipControls:

o GetBucketOwnershipControls

o PutBucketOwnershipControls

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?ownershipControls HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket

The Amazon S3 bucket whose OwnershipControls you want to delete.
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Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample DeleteBucketOwnershipControls Request

This example illustrates one usage of DeleteBucketOwnershipControls.

DELETE /example-bucket?/ownershipControls HTTP/1.1
Host: examplebucket.s3.<Region>.amazonaws.com
Date: Thu, 18 Jun 2017 00:17:22 GMT

Authorization: signatureValue;

Sample DeleteBucketOwnershipControls Response

This example illustrates one usage of DeleteBucketOwnershipControls.

HTTP/1.1 204 No Content

x-amz-id-2: dVrxJID3XHDcjZHFtd7eSB+ovpY8hQ6kSe9jPzyRVkWp27¢cijo5qVlpTIvz/
hjlsrupiy9gEkSdw=

x-amz-request-id: 4BFCOB777B448C97
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Date: Thu, 18 Jun 2020 22:54:03 GMT
Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteBucketPolicy
Service: Amazon S3

Deletes the policy of a specified bucket.

(® Note

Directory buckets - For directory buckets, you must make requests for this APl operation
to the Regional endpoint. These endpoints support path-style requests in the format
https://s3express-control.region-code.amazonaws.com/bucket-name .
Virtual-hosted-style requests aren't supported. For more information about endpoints in
Availability Zones, see Regional and Zonal endpoints for directory buckets in Availability

Zones in the Amazon S3 User Guide. For more information about endpoints in Local Zones,
see Concepts for directory buckets in Local Zones in the Amazon S3 User Guide.

Permissions

If you are using an identity other than the root user of the AWS account that owns the bucket,
the calling identity must both have the DeleteBucketPolicy permissions on the specified
bucket and belong to the bucket owner's account in order to use this operation.

If you don't have DeleteBucketPolicy permissions, Amazon S3 returns a 403 Access
Denied error. If you have the correct permissions, but you're not using an identity that belongs
to the bucket owner's account, Amazon S3 returns a 405 Method Not Allowed error.

/A Important

To ensure that bucket owners don't inadvertently lock themselves out of their

own buckets, the root principal in a bucket owner's AWS account can perform the
GetBucketPolicy, PutBucketPolicy, and DeleteBucketPolicy API actions,
even if their bucket policy explicitly denies the root principal's access. Bucket owner
root principals can only be blocked from performing these API actions by VPC endpoint
policies and AWS Organizations policies.

« General purpose bucket permissions - The s3:DeleteBucketPolicy permission is
required in a policy. For more information about general purpose buckets bucket policies, see
Using Bucket Policies and User Policies in the Amazon S3 User Guide.
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» Directory bucket permissions - To grant access to this APl operation, you must have the
s3express:DeleteBucketPolicy permission in an IAM identity-based policy instead of a
bucket policy. Cross-account access to this APl operation isn't supported. This operation can
only be performed by the AWS account that owns the resource. For more information about
directory bucket policies and permissions, see AWS ldentity and Access Management (IAM) for
S3 Express One Zone in the Amazon S3 User Guide.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-control.region-
code .amazonaws . com.

The following operations are related to DeleteBucketPolicy

e CreateBucket

» DeleteObject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?policy HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The bucket name.

Directory buckets - When you use this operation with a directory bucket, you must
use path-style requests in the format https://s3express-control.region-
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code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't supported.
Directory bucket names must be unique in the chosen Zone (Availability Zone or Local Zone).
Bucket names must also follow the format bucket-base-name--zone-id--x-s3 (for
example, DOC-EXAMPLE-BUCKET--usw2-az1--x-s3).For information about bucket naming
restrictions, see Directory bucket naming rules in the Amazon S3 User Guide

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

(® Note

For directory buckets, this header is not supported in this API operation. If you specify
this header, the request fails with the HTTP status code 501 Not Implemented.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request for general purpose buckets

This request deletes the bucket named amzn-s3-demo-bucket.

DELETE /?policy HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
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Date: Tue, 04 Apr 2010 20:34:56 GMT
Authorization: signatureValue

Sample Response for general purpose buckets

This example illustrates one usage of DeleteBucketPolicy.

HTTP/1.1 204 No Content

x-amz-id-2: UuaglLuByRx9e6j50nimrSAMPLEtRPfTa0OFg==
x-amz-request-id: 656c76696e672SAMPLE5S657374

Date: Tue, 04 Apr 2010 20:34:56 GMT

Connection: keep-alive

Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteBucketReplication
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Deletes the replication configuration from the bucket.

To use this operation, you must have permissions to perform the
s3:PutReplicationConfiguration action. The bucket owner has these permissions by default
and can grant it to others. For more information about permissions, see Permissions Related to
Bucket Subresource Operations and Managing Access Permissions to Your Amazon S3 Resources.

(® Note

It can take a while for the deletion of a replication configuration to fully propagate.

For information about replication configuration, see Replication in the Amazon S3 User Guide.
The following operations are related to DeleteBucketReplication:

» PutBucketReplication

o GetBucketReplication

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?replication HTTP/1.1
Host: Bucket.s3.amazonaws.com
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x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket

The bucket name.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

The following DELETE request deletes the replication subresource from the specified bucket.
This removes the replication configuration that is set for the bucket.

DELETE /?replication HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 11 Feb 2015 05:37:16 GMT
20150211T171320Z
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Authorization: authorization string

Sample Response

When the replication subresource has been deleted, Amazon S3 returns a 204 No Content
response. It will not replicate new objects that are stored in the examplebucket bucket.

HTTP/1.1 204 No Content

x-amz-id-2: UuaglLuByRx9e6j50nimrSAMPLEtRPfTa0Aa==
x-amz-request-id: 656c76696e672example

Date: Wed, 11 Feb 2015 05:37:16 GMT

Connection: keep-alive

Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteBucketTagging
Service: Amazon S3

(@ Note

This operation is not supported for directory buckets.

Deletes the tags from the bucket.

To use this operation, you must have permission to perform the s3:PutBucketTagging action.
By default, the bucket owner has this permission and can grant this permission to others.

The following operations are related to DeleteBucketTagging:

o GetBucketTagging

» PutBucketTagging

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?tagging HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket

The bucket that has the tag set to be removed.

Required: Yes
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x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

The following DELETE request deletes the tag set from the specified bucket.

DELETE /?tagging HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 14 Dec 2011 05:37:16 GMT

Authorization: signatureValue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Content response. The
tag set for the bucket has been removed.

HTTP/1.1 204 No Content

Date: Wed, 25 Nov 2009 12:00:00 GMT
Connection: close

Server: AmazonS3
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteBucketWebsite
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

This action removes the website configuration for a bucket. Amazon S3 returns a 200 OK response
upon successfully deleting a website configuration on the specified bucket. You will get a 200 0K
response if the website configuration you are trying to delete does not exist on the bucket. Amazon
S3 returns a 404 response if the bucket specified in the request does not exist.

This DELETE action requires the S3:DeleteBucketWebsite permission. By default, only the
bucket owner can delete the website configuration attached to a bucket. However, bucket owners
can grant other users permission to delete the website configuration by writing a bucket policy
granting them the S3:DeleteBucketWebsite permission.

For more information about hosting websites, see Hosting Websites on Amazon S3.

The following operations are related to DeleteBucketWebsite:

¢ GetBucketWebsite

+ PutBucketWebsite

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?website HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner
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URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket name for which you want to remove the website configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
Examples

Sample Request

This request deletes the website configuration on the specified bucket.

DELETE ?website HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Thu, 27 Jan 2011 12:00:00 GMT

Authorization: signatureValue

Sample Response

This example illustrates one usage of DeleteBucketWebsite.
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HTTP/1.1 204 No Content

X-amz-id-2: aws-s3integ-s3ws-31008.sea31l.amazon.com
x-amz-request-id: AF1DD829D3B49707

Date: Thu, 03 Feb 2011 22:10:26 GMT

Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteObject
Service: Amazon S3

Removes an object from a bucket. The behavior depends on the bucket's versioning state:

« If bucket versioning is not enabled, the operation permanently deletes the object.

« If bucket versioning is enabled, the operation inserts a delete marker, which becomes the current
version of the object. To permanently delete an object in a versioned bucket, you must include
the object's versionId in the request. For more information about versioning-enabled buckets,
see Deleting object versions from a versioning-enabled bucket.

« If bucket versioning is suspended, the operation removes the object that has a null versionId,
if there is one, and inserts a delete marker that becomes the current version of the object. If
there isn't an object with a null versionId, and all versions of the object have a versionId,
Amazon S3 does not remove the object and only inserts a delete marker. To permanently delete
an object that has a versionId, you must include the object's versionId in the request. For
more information about versioning-suspended buckets, see Deleting objects from versioning-
suspended buckets.

(@ Note

« Directory buckets - S3 Versioning isn't enabled and supported for directory buckets.
For this APl operation, only the null value of the version ID is supported by directory
buckets. You can only specify null to the versionId query parameter in the request.

» Directory buckets - For directory buckets, you must make requests for this APl operation
to the Zonal endpoint. These endpoints support virtual-hosted-style requests in
the format https://amzn-s3-demo-bucket.s3express-zone-id.region-
code .amazonaws.com/key-name . Path-style requests are not supported. For more
information about endpoints in Availability Zones, see Regional and Zonal endpoints
for directory buckets in Availability Zones in the Amazon S3 User Guide. For more
information about endpoints in Local Zones, see Concepts for directory buckets in Local

Zones in the Amazon S3 User Guide.

To remove a specific version, you must use the versionId query parameter. Using this query
parameter permanently deletes the version. If the object deleted is a delete marker, Amazon S3
sets the response header x-amz-delete-marker to true.
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If the object you want to delete is in a bucket where the bucket versioning configuration is MFA
Delete enabled, you must include the x-amz-mfa request header in the DELETE versionId
request. Requests that include x-amz-mfa must use HTTPS. For more information about MFA
Delete, see Using MFA Delete in the Amazon S3 User Guide. To see sample requests that use
versioning, see Sample Request.

(® Note
Directory buckets - MFA delete is not supported by directory buckets.

You can delete objects by explicitly calling DELETE Object or calling (PutBucketLifecycle)
to enable Amazon S3 to remove them for you. If you want to block users or accounts from

removing or deleting objects from your bucket, you must deny them the s3:DeleteObject,
s3:DeleteObjectVersion, and s3:PutLifeCycleConfiguration actions.

® Note
Directory buckets - S3 Lifecycle is not supported by directory buckets.

Permissions

« General purpose bucket permissions - The following permissions are required in your
policies when your DeleteObjects request includes specific headers.

« s3:DeleteObject - To delete an object from a bucket, you must always have the
s3:DeleteObject permission.

« s3:DeleteObjectVersion - To delete a specific version of an object from a versioning-
enabled bucket, you must have the s3:DeleteObjectVersion permission.

» Directory bucket permissions - To grant access to this APl operation on a directory
bucket, we recommend that you use the CreateSession APl operation for session-based
authorization. Specifically, you grant the s3express:CreateSession permission to the
directory bucket in a bucket policy or an IAM identity-based policy. Then, you make the

CreateSession API call on the bucket to obtain a session token. With the session token in
your request header, you can make API requests to this operation. After the session token
expires, you make another CreateSession API call to generate a new session token for
use. AWS CLI or SDKs create session and refresh the session token automatically to avoid
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service interruptions when a session expires. For more information about authorization, see
CreateSession.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.

The following action is related to DeleteObject:

» PutObject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /Key+?versionld=VersionId HTTP/1.1

Host: Bucket.s3.amazonaws.com

x-amz-mfa: MFA

Xx-amz-request-payer: RequestPayer
Xx-amz-bypass-governance-retention: BypassGovernanceRetention
x-amz-expected-bucket-owner: ExpectedBucketOwner

If-Match: IfMatch

x-amz-if-match-last-modified-time: IfMatchlLastModifiedTime
x-amz-if-match-size: IfMatchSize

URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket name of the bucket containing the object.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
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code.amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-az1--x-s3). Forinformation about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.

(® Note

Object Lambda access points are not supported by directory buckets.

S3 on Outposts - When you use this action with S3 on Outposts, you must direct

requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes
If-Match

The If-Match header field makes the request method conditional on ETags. If the ETag
value does not match, the operation returns a 412 Precondition Failed error. If the
ETag matches or if the object doesn't exist, the operation will return a 204 Success (No
Content) response.

For more information about conditional requests, see RFC 7232.
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® Note

This functionality is only supported for directory buckets.

Key

Key name of the object to delete.
Length Constraints: Minimum length of 1.

Required: Yes

versionld

Version ID used to reference a specific version of the object.

® Note

For directory buckets in this APl operation, only the null value of the version ID is
supported.

Xx-amz-bypass-governance-retention

Indicates whether S3 Object Lock should bypass Governance-mode restrictions to process
this operation. To use this header, you must have the s3:BypassGovernanceRetention
permission.

® Note

This functionality is not supported for directory buckets.

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).
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x-amz-if-match-last-modified-time

If present, the object is deleted only if its modification times matches the provided Timestamp.
If the Timestamp values do not match, the operation returns a 412 Precondition Failed
error. If the Timestamp matches or if the object doesn't exist, the operation returns a 204
Success (No Content) response.

® Note

This functionality is only supported for directory buckets.

x-amz-if-match-size

If present, the object is deleted only if its size matches the provided size in bytes. If the Size
value does not match, the operation returns a 412 Precondition Failed error. If the Size
matches or if the object doesn't exist, the operation returns a 204 Success (No Content)
response.

(® Note

This functionality is only supported for directory buckets.

/A Important

You can use the If-Match, x-amz-if-match-last-modified-time and x-amz-
if-match-size conditional headers in conjunction with each-other or individually.

x-amz-mfa

The concatenation of the authentication device's serial number, a space, and the value that is
displayed on your authentication device. Required to permanently delete a versioned object if
versioning is configured with MFA delete enabled.

(® Note

This functionality is not supported for directory buckets.
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X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

® Note

This functionality is not supported for directory buckets.

Valid Values: requester

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

x-amz-delete-marker: DeleteMarker
x-amz-version-id: VersionId
x-amz-request-charged: RequestCharged

Response Elements
If the action is successful, the service sends back an HTTP 204 response.

The response returns the following HTTP headers.

x-amz-delete-marker

Indicates whether the specified object version that was permanently deleted was (true) or was
not (false) a delete marker before deletion. In a simple DELETE, this header indicates whether
(true) or not (false) the current version of the object is a delete marker. To learn more about
delete markers, see Working with delete markers.
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® Note

This functionality is not supported for directory buckets.

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

® Note

This functionality is not supported for directory buckets.

Valid Values: requester

x-amz-version-id

Returns the version ID of the delete marker created as a result of the DELETE operation.

(® Note

This functionality is not supported for directory buckets.

Examples
Sample Request for general purpose buckets

The following request deletes the object my-second-image. jpg.

DELETE /my-second-image.jpg HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 12 Oct 2009 17:50:00 GMT

Authorization: authorization string

Content-Type: text/plain
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Sample Response for general purpose buckets

This example illustrates one usage of DeleteObject.

HTTP/1.1 204 NoContent

x-amz-id-2: LriYPLdmOdAiIfgSm/F1YsViT1LW94/xUQxMsF7xiEbla@wiI0Ix1+zbwZ163pt7
x-amz-request-id: QA49CE4060975EAC

Date: Wed, 12 Oct 2009 17:50:00 GMT

Content-Length: @

Connection: close

Server: AmazonS3

Sample Request for general purpose buckets: Deleting a specified version of an object

The following request deletes the specified version of the object my-third-image. jpg.

DELETE /my-third-image.jpg?
versionId=UIORUnfndfiufdisojhr398493jfdkjFIjkndnqUifhnw89493jJF] HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain
Content-Length: 0

Sample Response for general purpose buckets

This example illustrates one usage of DeleteObject.

HTTP/1.1 204 NoContent

x-amz-id-2: LriYPLdmOdAiIfgSm/F1YsViT1LW94/xUQxMsF7xiEbla@wiI0Ix1+zbwZ163pt7
x-amz-request-id: QA49CE4060975EAC

x-amz-version-id: UIORUnfndfiufdisojhr398493jfdkjFIjkndnquUifhnw89493jIF]
Date: Wed, 12 Oct 2009 17:50:00 GMT

Content-Length: @

Connection: close

Server: AmazonS3
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Sample Response for general purpose buckets: If the object deleted is a delete marker

This example illustrates one usage of DeleteObject.

HTTP/1.1 204 NoContent

x-amz-id-2: LriYPLdmOdAiIfgSm/F1YsViT1LW94/xUQxMsF7xiEbla@wiI0Ix1
+zbwZ163pt7

x-amz-request-id: QA49CE4060975EAC

x-amz-version-id: 3/L4kqtJlcpXroDTDmJI+rmSpXd3dIbrHY
+MTRCxf3vjVBH4ONr8X8gdRQBpUMLUO

x-amz-delete-marker: true

Date: Wed, 12 Oct 2009 17:50:00 GMT

Content-Length: @

Connection: close

Server: AmazonS3

Sample Request for general purpose buckets: Deleting a specified version of an object in an
MFA-enabled bucket

The following request deletes the specified version of the object my-third-image. jpg, which is
stored in an MFA-enabled bucket.

DELETE /my-third-image.jpg?versionId=UIORUnfndfiuf HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Date: Wed, 12 Oct 2009 17:50:00 GMT
x-amz-mfa:[SerialNumber] [AuthenticationCode]
Authorization: authorization string

Content-Type: text/plain

Content-Length: @

Sample Response for general purpose buckets

This example illustrates one usage of DeleteObject.

HTTP/1.1 204 NoContent
x-amz-id-2: LriYPLdmOdAiIfgSm/F1YsViT1LW94/xUQxMsF7xiEbla@wiI0Ix1
+zbwZ163pt7
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See Also

x-amz-request-id: QA49CE4060975EAC
x-amz-version-id: UIORUnfndfiuf
Date: Wed, 12 Oct 2009 17:50:00 GMT
Content-Length: @

Connection: close

Server: AmazonS3

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

« AWS Command Line Interface

« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteObjects
Service: Amazon S3

This operation enables you to delete multiple objects from a bucket using a single HTTP request.
If you know the object keys that you want to delete, then this operation provides a suitable
alternative to sending individual delete requests, reducing per-request overhead.

The request can contain a list of up to 1,000 keys that you want to delete. In the XML, you provide
the object key names, and optionally, version IDs if you want to delete a specific version of the
object from a versioning-enabled bucket. For each key, Amazon S3 performs a delete operation
and returns the result of that delete, success or failure, in the response. If the object specified in
the request isn't found, Amazon S3 confirms the deletion by returning the result as deleted.

(® Note

» Directory buckets - S3 Versioning isn't enabled and supported for directory buckets.

» Directory buckets - For directory buckets, you must make requests for this APl operation
to the Zonal endpoint. These endpoints support virtual-hosted-style requests in
the format https://amzn-s3-demo-bucket.s3express-zone-id.region-
code.amazonaws.com/key-name . Path-style requests are not supported. For more
information about endpoints in Availability Zones, see Regional and Zonal endpoints

for directory buckets in Availability Zones in the Amazon S3 User Guide. For more

information about endpoints in Local Zones, see Concepts for directory buckets in Local

Zones in the Amazon S3 User Guide.

The operation supports two modes for the response: verbose and quiet. By default, the operation
uses verbose mode in which the response includes the result of deletion of each key in your
request. In quiet mode the response includes only keys where the delete operation encountered
an error. For a successful deletion in a quiet mode, the operation does not return any information
about the delete in the response body.

When performing this action on an MFA Delete enabled bucket, that attempts to delete any
versioned objects, you must include an MFA token. If you do not provide one, the entire request will
fail, even if there are non-versioned objects you are trying to delete. If you provide an invalid token,
whether there are versioned keys in the request or not, the entire Multi-Object Delete request will
fail. For information about MFA Delete, see MFA Delete in the Amazon S3 User Guide.
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® Note
Directory buckets - MFA delete is not supported by directory buckets.

Permissions

« General purpose bucket permissions - The following permissions are required in your
policies when your DeleteObjects request includes specific headers.

« s3:DeleteObject - To delete an object from a bucket, you must always specify the
s3:DeleteObject permission.

« s3:DeleteObjectVersion - To delete a specific version of an object from a versioning-
enabled bucket, you must specify the s3:DeleteObjectVersion permission.

» Directory bucket permissions - To grant access to this APl operation on a directory
bucket, we recommend that you use the CreateSession APl operation for session-based

authorization. Specifically, you grant the s3express:CreateSession permission to the
directory bucket in a bucket policy or an IAM identity-based policy. Then, you make the
CreateSession API call on the bucket to obtain a session token. With the session token in
your request header, you can make API requests to this operation. After the session token
expires, you make another CreateSession API call to generate a new session token for
use. AWS CLI or SDKs create session and refresh the session token automatically to avoid
service interruptions when a session expires. For more information about authorization, see
CreateSession.

Content-MD5 request header

« General purpose bucket - The Content-MD5 request header is required for all Multi-Object
Delete requests. Amazon S3 uses the header value to ensure that your request body has not
been altered in transit.

» Directory bucket - The Content-MD5 request header or a additional checksum request
header (including x-amz-checksum-crc32, x-amz-checksum-crc32c, x-amz-
checksum-shal, or x-amz-checksum-sha256) is required for all Multi-Object Delete
requests.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.
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The following operations are related to DeleteObjects:

CreateMultipartUpload

UploadPart
CompleteMultipartUpload

ListParts

AbortMultipartUpload

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

POST /?delete HTTP/1.1

Host: Bucket.s3.amazonaws.com

x-amz-mfa: MFA

X-amz-request-payer: RequestPayer
x-amz-bypass-governance-retention: BypassGovernanceRetention
x-amz-expected-bucket-owner: ExpectedBucketOwner
x-amz-sdk-checksum-algorithm: ChecksumAlgorithm

<?xml version="1.0" encoding="UTF-8"7?>

<Delete xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Object>
<ETag>string</ETag>

<Key>string</Key>
<LastModifiedTime>timestamp</LastModifiedTime>
<Size>long</Size>

<VersionlId>string</VersionId>
</0Object>

<Quiet>boolean</Quiet>
</Delete>

URI Request Parameters

The request uses the following URI parameters.
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Bucket

The bucket name containing the objects to delete.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
code .amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-az1l--x-s3). Forinformation about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the

Amazon S3 User Guide.

(® Note

Object Lambda access points are not supported by directory buckets.

S3 on Outposts - When you use this action with S3 on Outposts, you must direct

requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes

x-amz-bypass-governance-retention

Specifies whether you want to delete this object even if it has a Governance-type Object Lock in
place. To use this header, you must have the s3:BypassGovernanceRetention permission.
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® Note

This functionality is not supported for directory buckets.

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

x-amz-mfa

The concatenation of the authentication device's serial number, a space, and the value that is
displayed on your authentication device. Required to permanently delete a versioned object if
versioning is configured with MFA delete enabled.

When performing the DeleteObjects operation on an MFA delete enabled bucket, which
attempts to delete the specified versioned objects, you must include an MFA token. If you don't
provide an MFA token, the entire request will fail, even if there are non-versioned objects that
you are trying to delete. If you provide an invalid token, whether there are versioned object keys
in the request or not, the entire Multi-Object Delete request will fail. For information about MFA
Delete, see MFA Delete in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Amazon S3 API Version 2006-03-01 195


https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html#MultiFactorAuthenticationDelete
https://docs.aws.amazon.com/AmazonS3/latest/dev/ObjectsinRequesterPaysBuckets.html

Amazon Simple Storage Service API Reference

Valid Values: requester

x-amz-sdk-checksum-algorithm

Indicates the algorithm used to create the checksum for the object when you use the SDK.
This header will not provide any additional functionality if you don't use the SDK. When you
send this header, there must be a corresponding x-amz-checksum-algorithm or x-amz-
trailer header sent. Otherwise, Amazon S3 fails the request with the HTTP status code 400
Bad Request.

For the x-amz-checksum-algorithm header, replace algorithm with the supported
algorithm from the following list:

« CRC32

CRC32C
CRC64NVME
SHA1
SHA256

For more information, see Checking object integrity in the Amazon S3 User Guide.

If the individual checksum value you provide through x-amz-checksum-algorithm doesn't
match the checksum algorithm you set through x-amz-sdk-checksum-algorithm, Amazon
S3 fails the request with a BadDigest error.

If you provide an individual checksum, Amazon S3 ignores any provided ChecksumAlgorithm
parameter.

Valid Values: CRC32 | CRC32C | SHAL1 | SHA256 | CRC64NVME

Request Body

The request accepts the following data in XML format.

Delete
Root level tag for the Delete parameters.

Required: Yes
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Object

The object to delete.

(® Note

Directory buckets - For directory buckets, an object that's composed entirely of
whitespace characters is not supported by the DeleteObjects API operation. The
request will receive a 400 Bad Request error and none of the objects in the request
will be deleted.

Type: Array of Objectldentifier data types

Required: Yes

Quiet

Element to enable quiet mode for the request. When you add this element, you must set its

value to true.
Type: Boolean

Required: No

Response Syntax

HTTP/1.1 200
x-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7?>
<DeleteResult>
<Deleted>
<DeleteMarker>boolean</DeleteMarker>
<DeleteMarkerVersionId>string</DeleteMarkerVersionId>
<Key>string</Key>
<VersionlId>string</VersionId>
</Deleted>

<@>
<Code>string</Code>
<Key>string</Key>
<Messa9e>string</Messa e>
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<VersionlId>string</VersionId>
</Error>

</DeleteResult>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The response returns the following HTTP headers.

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

(@ Note

This functionality is not supported for directory buckets.

Valid Values: requester

The following data is returned in XML format by the service.
DeleteResult
Root level tag for the DeleteResult parameters.

Required: Yes
Deleted

Container element for a successful delete. It identifies the object that was successfully deleted.

Type: Array of DeletedObject data types

Error

Container for a failed delete action that describes the object that Amazon S3 attempted to
delete and the error it encountered.

Type: Array of Error data types
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Examples

Sample Request for general purpose buckets: Multi-object delete resulting in mixed success/
error response

This example illustrates a Multi-Object Delete request to delete objects that result in mixed success
and errors response. The following request deletes two objects from a bucket (amzn-s3-demo-
bucket). In this example, the requester does not have permission to delete the sample2.txt
object.

POST /?delete HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Accept: */*

x-amz-date: Wed, 30 Nov 2011 03:39:05 GMT

Content-MD5: p5/WA/oEr30qrEE121PAqw==

Authorization: AWS AKIAIOSFODNN7EXAMPLE :W@qPYCLe6JwkZADlei6hp9XZIee=
Content-Length: 125

Connection: Keep-Alive

<Delete>

<Object>
<Key>samplel.txt</Key>
</0bject>

<Object>
<Key>sample2.txt</Key>
</0bject>

</Delete>

Sample Response for general purpose buckets

The response includes a DeleteResult element that includes a Deleted element for the item
that Amazon S3 successfully deleted and an Error element that Amazon S3 did not delete
because you didn't have permission to delete the object.

HTTP/1.1 200 OK

x-amz-id-2: 5h4FxSNCUS7wP5z92eGCWDshNpMnRuXvETa4HH3LvVHEVAIT@jU7tHIOKM7X+njXx
x-amz-request-id: A437B3B641629AEE

Date: Fri, 02 Dec 2011 01:53:42 GMT

Content-Type: application/xml

Server: AmazonS3

Content-Length: 251
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<?xml version="1.0" encoding="UTF-8"7?>
<DeleteResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Deleted>

<Key>samplel.txt</Key>
</Deleted>
<Error>
<Key>sample2.txt</Key>
<Code>AccessDenied</Code>
<Message>Access Denied</Message>
</Error>
</DeleteResult>

Sample Request for general purpose buckets: Deleting an object from a versioned bucket

If you delete an item from a versioning enabled bucket, all versions of that object remain in the
bucket. However, Amazon S3 inserts a delete marker. For more information, see Object Versioning.

The following scenarios describe the behavior of a multi-object Delete request when versioning is
enabled for your bucket.

Case 1 - Simple Delete: In the following sample request, the multi-object delete request specifies
only one key.

POST /?delete HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Accept: */*

x-amz-date: Wed, 30 Nov 2011 03:39:05 GMT

Content-MD5: p5/WA/0Er3@qrEE121PAqw==

Authorization: AWS AKIAIOSFODNN7EXAMPLE:W@QqPYCLe6JwkZADlei6hp9XZIee=
Content-Length: 79

Connection: Keep-Alive

<Delete>
<Object>
<Key>SampleDocument.txt</Key>
</Object>
</Delete>

Sample Response for general purpose buckets

Because versioning is enabled on the bucket, Amazon S3 does not delete the object. Instead, it
adds a delete marker for this object. The following response indicates that a delete marker was

Amazon S3 API Version 2006-03-01 200


https://docs.aws.amazon.com/AmazonS3/latest/dev/ObjectVersioning.html

Amazon Simple Storage Service API Reference

added (the DeleteMarker element in the response as a value of true) and the version number of
the delete marker it added.

HTTP/1.1 200 OK

x-amz-id-2: P3xqrhuhYxlrefdw3rEzmJh8z5KDtGzb+/FB70iQaScI9Yaxd8olYXc7d1l1lllab+
x-amz-request-id: 264A17BF16E9E80A

Date: Wed, 30 Nov 2011 ©03:39:32 GMT

Content-Type: application/xml

Server: AmazonS3

Content-Length: 276

<?xml version="1.0" encoding="UTF-8"7?>
<DeleteResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Deleted>
<Key>SampleDocument.txt</Key>
<DeleteMarker>true</DeleteMarker>
<DeleteMarkerVersionId>NeQt5xeFTfgPJID8B4CGWnkSLtluMrlls</DeleteMarkerVersionId>
</Deleted>
</DeleteResult>

Case 2 for general purpose buckets - Versioned Delete

The following request attempts to delete a specific version of an object.

POST /?delete HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Accept: */*

x-amz-date: Wed, 30 Nov 2011 03:39:05 GMT

Content-MD5: p5/WA/oEr3Q0qrEE121PAqw==

Authorization: AWS AKIAIOSFODNN7EXAMPLE :W@QqPYCLe6JwkZADleibhp9XZIxx=
Content-Length: 140

Connection: Keep-Alive

<Delete>
<Object>
<Key>SampleDocument.txt</Key>
<VersionId>0YcLXagmS.WaD. .oyH4KRguB95_YhLs7</VersionId>
</Object>
</Delete>
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Sample Response for general purpose buckets

In this case, Amazon S3 deletes the specific object version from the bucket and returns the
following response. In the response, Amazon S3 returns the key and version ID of the object
deleted.

HTTP/1.1 400 Bad Request

x-amz-id-2: P3xqrhuhYxlrefdw3rEzmJh8z5KDtGzb+/FB70iQaScI9Yaxd80lYXc7d1111xx+
x-amz-request-id: 264A17BF16E9E8QA

Date: Wed, 30 Nov 2011 03:39:32 GMT

Content-Type: application/xml

Server: AmazonS3

Content-Length: 219

<?xml version="1.0" encoding="UTF-8"7?>
<DeleteResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Deleted>
<Key>SampleDocument.txt</Key>
<VersionId>0YcLXagmS.WaD. .oyH4KRguB95_YhLs7</VersionId>
</Deleted>
</DeleteResult>

Case 3 for general purpose buckets - Versioned delete of a delete marker

In the preceding example, the request refers to a delete marker (instead of an object), then Amazon
S3 deletes the delete marker. The effect of this action is to make your object reappear in your
bucket. Amazon S3 returns a response that indicates the delete marker it deleted (DeleteMarker
element with value true) and the version ID of the delete marker.

HTTP/1.1 200 OK

x-amz-id-2: IIPUZrtolxDEmWsKOae9J1SZebyWfTye3HQ3T2iAe@ZE4XHabNKvAIcPp51zZaBr
x-amz-request-id: D6B284CEC9BOSE4E

Date: Wed, 30 Nov 2011 03:43:25 GMT

Content-Type: application/xml

Server: AmazonS3

Content-Length: 331

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Deleted>

<Key>SampleDocument.txt</Key>
<VersionId>NeQt5xeFTfgPID8B4CGWNkSLtluMrlls</VersionId>
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<DeleteMarker>true</DeleteMarker>
<DeleteMarkerVersionId>NeQt5xeFTfgPID8B4CGWNkSLtluMrlls</DeleteMarkerVersionId>
</Deleted>

</DeleteResult>

Sample Response for general purpose buckets

In general, when a multi-object Delete request results in Amazon S3 either adding a delete marker
or removing a delete marker, the response returns the following elements.

<DeleteMarker>true</DeleteMarker>
<DeleteMarkerVersionId>NeQt5xeFTfgPID8B4CGWNkSLtluMrlls</DeleteMarkerVersionId>

Sample Request for general purpose buckets: Malformed XML in the request

This example shows how Amazon S3 responds to a request that includes a malformed XML
document. The following request sends a malformed XML document (missing the Delete end
element).

POST /?delete HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Accept: */*

x-amz-date: Wed, 30 Nov 2011 03:39:05 GMT

Content-MD5: p5/WA/oEr3Q0qrEE121PAqw==

Authorization: AWS AKIAIOSFODNN7EXAMPLE :WQqPYCLe6JwkZADleibhp9XZIee=
Content-Length: 104

Connection: Keep-Alive

<Delete>
<Object>
<Key>40Q4.txt</Key>
</0bject>
<Object>
<Key>a.txt</Key>
</Object>

Sample Response for general purpose buckets

The response returns the error messages that describe the error.

HTTP/1.1 200 0K

Amazon S3 API Version 2006-03-01 203



Amazon Simple Storage Service API Reference

x-amz-id-2: P3xqrhuhYxlrefdw3rEzmJh8z5KDtGzb+/FB70iQaScI9Yaxd8olYXc7d1l1lllab+
x-amz-request-id: 264A17BF16E9E80QA

Date: Wed, 30 Nov 2011 ©03:39:32 GMT

Content-Type: application/xml

Server: AmazonS3

Content-Length: 207

<?xml version="1.0" encoding="UTF-8"7?>
<Error>
<Code>MalformedXML</Code>
<Message>The XML you provided was not well-formed or did not

validate against our published schema</Message>
<RequestId>264A17BF16E9E80A</RequestId>
<HostId>P3xqrhuhYxlrefdw3rEzmJh8z5KDtGzb+/FB70iQaScI9Yaxd8olYXc7d1l1l1llab+</HostId>
</Error>

Sample Request for general purpose buckets: DeleteObjects containing a carriage return

The following example illustrates the use of an XML entity code as a substitution for a carriage
return. This DeleteObjects request deletes an object with the key parameter: /some/prefix/
objectwith\rcarriagereturn (where the \r is the carriage return).

<Delete xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Object>
<Key>/some/prefix/objectwith&#13;carriagereturn</Key>
</0bject>

</Delete>

Sample Request for directory buckets: Conditional deletes

The following example shows a multi-object delete request. Each object sub-section in the XML
also includes one or more preconditions around that object's Etag, Last-Modified-Time and
Size that need to hold true for its deletion to succeed.

POST /?delete HTTP/1.1

Host: amzn-s3-demo-bucket.s3express-az_id.Region.amazonaws.com
Accept: */*

x-amz-date: Wed, 30 Nov 2011 03:39:05 GMT

Content-MD5: p5/WA/oEr3Q0qrEE121PAqw==

Authorization: AWS AKIAIOSFODNN7EXAMPLE :W@qPYCLe6JwkZADlei6hp9XZIee=
Content-Length: 125

Connection: Keep-Alive
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<Delete>

<Object>
<ETag>a0e05e3566754e04ble@f18c6blabeld
<LastModifiedTime>Tue, 15 Oct 2024 15:04:05 GMT</LastModifiedTime>
<Size>50</Size>

<Key>keynamel</Key>

</Object>

<Object>

<Key>keyname2</Key>
<ETag>a0e®5e3566754e04ble@f18c6blabeld
</Object>

<Object>

<Key>keyname3</Key>

</0bject>

<Delete>

Sample Response for directory buckets: Conditional deletes

The response returns acknowledgments of the deleted objects.

HTTP/1.1 204 Success (No Content)
Content-Type: application/xml

Server: AmazonS3

x-amz-request-id: 264A17BF16E9E80A
x-amz-id-2: swzHZOuhs7DpyZEDu
transfer-encoding: chunked

date: Wed, 30 Nov 2011 ©3:39:11 GMT
<?xml version="1.0" encoding="UTF-8"7?>
<DeleteResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Deleted>

<Key>keynamel</Key>

</Deleted>

<Deleted>

<Key>keyname2</Key>

</Deleted>

<Deleted>

<Key>keyname3</Key>

</Deleted>

</DeletedResult>
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

Amazon S3 API Version 2006-03-01 206


https://docs.aws.amazon.com/goto/aws-cli/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/DotNetSDKV3/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForCpp/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForGoV2/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForJavaV2/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForKotlin/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForPHPV3/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/boto3/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/DeleteObjects

Amazon Simple Storage Service API Reference

DeleteObjectTagging
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Removes the entire tag set from the specified object. For more information about managing object
tags, see Object Tagging.

To use this operation, you must have permission to perform the s3:DeleteObjectTagging
action.

To delete tags of a specific object version, add the versionId query parameter in the request. You
will need permission for the s3:DeleteObjectVersionTagging action.

The following operations are related to DeleteObjectTagging:

» PutObjectTagging

» GetObjectTagging

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /{Key+}?tagging&versionld=VersionId HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Amazon S3 API Version 2006-03-01 207


https://docs.aws.amazon.com/AmazonS3/latest/dev/object-tagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html

Amazon Simple Storage Service API Reference

Bucket
The bucket name containing the objects from which to remove the tags.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.

S3 on Outposts - When you use this action with S3 on Outposts, you must direct

requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes
Key

The key that identifies the object in the bucket from which to remove all tags.
Length Constraints: Minimum length of 1.

Required: Yes

versionld

The versionld of the object that the tag-set will be removed from.

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204
Xx-amz-version-id: VersionId

Response Elements
If the action is successful, the service sends back an HTTP 204 response.
The response returns the following HTTP headers.

x-amz-version-id

The versionld of the object the tag-set was removed from.

Examples
Sample Request

The following DELETE request deletes the tag set from the specified object.

DELETE /exampleobject?tagging HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 25 Nov 2016 12:00:00 GMT
Authorization: signatureValue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Content response. The tag
set for the object has been removed.

HTTP/1.1 204 No Content
X-amz-version-id: VersionId
Date: Wed, 25 Nov 2016 12:00:00 GMT
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Connection: close
Server: AmazonS3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeletePublicAccessBlock
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Removes the PublicAccessBlock configuration for an Amazon S3 bucket. To use this operation,
you must have the s3:PutBucketPublicAccessBlock permission. For more information about
permissions, see Permissions Related to Bucket Subresource Operations and Managing Access

Permissions to Your Amazon S3 Resources.

The following operations are related to DeletePublicAccessBlock:

Using Amazon S3 Block Public Access

GetPublicAccessBlock

PutPublicAccessBlock

GetBucketPolicyStatus

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

DELETE /?publicAccessBlock HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.
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Bucket
The Amazon S3 bucket whose PublicAccessBlock configuration you want to delete.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements
If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketAccelerateConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

This implementation of the GET action uses the accelerate subresource to return the Transfer
Acceleration state of a bucket, which is either Enabled or Suspended. Amazon S3 Transfer
Acceleration is a bucket-level feature that enables you to perform faster data transfers to and from
Amazon S3.

To use this operation, you must have permission to perform the
s3:GetAccelerateConfiguration action. The bucket owner has this permission by default.
The bucket owner can grant this permission to others. For more information about permissions, see
Permissions Related to Bucket Subresource Operations and Managing Access Permissions to your
Amazon S3 Resources in the Amazon S3 User Guide.

You set the Transfer Acceleration state of an existing bucket to Enabled or Suspended by using
the PutBucketAccelerateConfiguration operation.

A GET accelerate request does not return a state value for a bucket that has no transfer
acceleration state. A bucket has no Transfer Acceleration state if a state has never been set on the
bucket.

For more information about transfer acceleration, see Transfer Acceleration in the Amazon S3 User
Guide.

The following operations are related to GetBucketAccelerateConfiguration:

o PutBucketAccelerateConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?accelerate HTTP/1.1

Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner
Xx-amz-request-payer: RequestPayer

URI Request Parameters
The request uses the following URI parameters.
Bucket
The name of the bucket for which the accelerate configuration is retrieved.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200

x-amz-request-charged: RequestCharged

<?xml version="1.0" encoding="UTF-8"7?>

<AccelerateConfiguration>
<Status>string</Status>

</AccelerateConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The response returns the following HTTP headers.

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon
Simple Storage Service user guide.

® Note

This functionality is not supported for directory buckets.

Valid Values: requester

The following data is returned in XML format by the service.

AccelerateConfiguration

Root level tag for the AccelerateConfiguration parameters.

Required: Yes

Status
The accelerate configuration of the bucket.

Type: String
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Valid Values: Enabled | Suspended

Examples
This implementation of the GET action returns the following responses.
Example

If the transfer acceleration state is set to Enabled on a bucket, the response is as follows:

<AccelerateConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Status>Enabled</Status>
</AccelerateConfiguration>

Example

If the transfer acceleration state is set to Suspended on a bucket, the response is as follows:

<AccelerateConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Status>Suspended</Status>
</AccelerateConfiguration>

Example

If the transfer acceleration state on a bucket has never been set to Enabled or Suspended, the
response is as follows:

<AccelerateConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/" />

Retrieve the transfer acceleration configuration for a bucket

The following example shows a GET /?accelerate request to retrieve the transfer acceleration
state of the bucket named amzn-s3-demo-bucket.
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GET /?accelerate HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Mon, 11 Apr 2016 12:00:00 GMT

Authorization: authorization string

Content-Type: text/plain

Example

The following is a sample of the response body (only) that shows bucket transfer acceleration is
enabled.

<AccelerateConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Status>Enabled</Status>
</AccelerateConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3

Amazon S3 API Version 2006-03-01 218


https://docs.aws.amazon.com/goto/aws-cli/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/DotNetSDKV3/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/SdkForCpp/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/SdkForGoV2/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/SdkForKotlin/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/SdkForPHPV3/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/boto3/s3-2006-03-01/GetBucketAccelerateConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/GetBucketAccelerateConfiguration

Amazon Simple Storage Service API Reference

GetBucketAcl
Service: Amazon S3

/A Important

End of support notice: Beginning November 21, 2025, Amazon S3 will stop returning
DisplayName. Update your applications to use canonical IDs (unique identifier for AWS
accounts), AWS account ID (12 digit identifier) or IAM ARNSs (full resource naming) as a
direct replacement of DisplayName.

Between July 15, 2025 and November 21, 2025, you will begin to see an increasing rate of
missing DisplayName in the Owner object.

This change affects the following AWS Regions: US East (N. Virginia) Region, US West (N.
California) Region, US West (Oregon) Region, Asia Pacific (Singapore) Region, Asia Pacific
(Sydney) Region, Asia Pacific (Tokyo) Region, Europe (Ireland) Region, and South America
(Sao Paulo) Region.

® Note

This operation is not supported for directory buckets.

This implementation of the GET action uses the acl subresource to return the access control list
(ACL) of a bucket. To use GET to return the ACL of the bucket, you must have the READ_ACP access
to the bucket. If READ_ACP permission is granted to the anonymous user, you can return the ACL of
the bucket without using an authorization header.

When you use this APl operation with an access point, provide the alias of the access point in place
of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point alias
in a request is not valid, the error code InvalidAccessPointAliasError is returned. For more
information about InvalidAccessPointAliasError, see List of Error Codes.
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® Note

If your bucket uses the bucket owner enforced setting for S3 Object Ownership, requests to
read ACLs are still supported and return the bucket-owner-full-control ACL with the
owner being the account that created the bucket. For more information, see Controlling
object ownership and disabling ACLs in the Amazon S3 User Guide.

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

The following operations are related to GetBucketAcl:

« ListObjects

Request Syntax

GET /?acl HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
Specifies the S3 bucket whose ACL is being requested.

When you use this APl operation with an access point, provide the alias of the access point in
place of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point
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alias in a request is not valid, the error code InvalidAccessPointAliasError is returned.
For more information about InvalidAccessPointAliasError, see List of Error Codes.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy>
<0Wﬂ>
<DisplayName>string</DisplayName>
<ID>string</1D>
</0wﬂ>
<AccessControllList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</I1D>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>
</Grant>
</AccessControllList>
</AccessControlPolicy>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.
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AccessControlPolicy

Root level tag for the AccessControlPolicy parameters.

Required: Yes

Grants
A list of grants.

Type: Array of Grant data types

Owner
Container for the bucket owner's display name and ID.

Type: Owner data type

Examples

Sample Request

The following request returns the ACL of the specified bucket.

GET ?acl HTTP/1.1

Host: bucket.s3.<Region>.amazonaws.com
Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string

Sample Response

HTTP/1.1 200 0K

x-amz-id-2: eftixk72aD6Ap51TnqcoF8eFidJ]G9Z/2mkiDFu8yU9ASled40pIszj7UDNEHGran

x-amz-request-id: 318BC8BC148832E5S
Date: Wed, 28 Oct 2009 22:32:00 GMT
Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
Content-Length: 124
Content-Type: text/plain
Connection: close
Server: AmazonS3
<AccessControlPolicy>
<Qwner>
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<ID>75aa57f09%9aa@c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54ba®b6a</ID>
<DisplayName>CustomersName@amazon.com</DisplayName>
</Owner>
<AccessControllList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="CanonicalUser">
<ID>75aa57f09aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54badba</ID>
<DisplayName>CustomersName@amazon.com</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketAnalyticsConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

This implementation of the GET action returns an analytics configuration (identified by the
analytics configuration ID) from the bucket.

To use this operation, you must have permissions to perform the
s3:GetAnalyticsConfiguration action. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions, see
Permissions Related to Bucket Subresource Operations and Managing Access Permissions to Your
Amazon S3 Resources in the Amazon S3 User Guide.

For information about Amazon S3 analytics feature, see Amazon S3 Analytics — Storage Class

Analysis in the Amazon S3 User Guide.
The following operations are related to GetBucketAnalyticsConfiguration:

o DeleteBucketAnalyticsConfiguration

o ListBucketAnalyticsConfigurations

o PutBucketAnalyticsConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?analytics&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner
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URI Request Parameters

The request uses the following URI parameters.

Bucket

The name of the bucket from which an analytics configuration is retrieved.

Required: Yes
id

The ID that identifies the analytics configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden

(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"7?>

<AnalyticsConfiguration>
<Id>string</Id>
<Filter>
<M>
<Prefix>string</Prefix>
<T_a9_>
<Key>string</Key>

<Value>string</Value>

</T_aq>
</M>
<Prefix>string</Prefix>
<T_aq>
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<Key>string</Key>
<Value>string</Value>
</T_aq>
</Filter>
<StorageClassAnalysis>
<DataExport>
<Destination>
<S3BucketDestination>
<Bucket>string</Bucket>
<BucketAccountId>string</BucketAccountId>
<Format>string</Format>
<Prefix>string</Prefix>
</S3BucketDestination>
</Destination>
<QutputSchemaVersion>string</OutputSchemaVersion>
</DataExport>
</StorageClassAnalysis>
</AnalyticsConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

AnalyticsConfiguration

Root level tag for the AnalyticsConfiguration parameters.

Required: Yes
Filter

The filter used to describe a set of objects for analyses. A filter must have exactly one prefix,
one tag, or one conjunction (AnalyticsAndOperator). If no filter is provided, all objects will be
considered in any analysis.

Type: AnalyticsFilter data type
Id

The ID that identifies the analytics configuration.

Type: String
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StorageClassAnalysis

Contains data related to access patterns to be collected and made available to analyze the
tradeoffs between different storage classes.

Type: StorageClassAnalysis data type

Examples
Configure an Analytics Report

The following GET request for the bucket amzn-s3-demo-bucket returns the inventory
configuration with the ID 1ist1:

GET /?analytics&id=1istl HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Mon, 31 Oct 2016 12:00:00 GMT

Authorization: authorization string

Example

The following is a sample response to the preceding GET request.

HTTP/1.1 200 OK

x-amz-id-2: YgIPIfBiKa2bj@KMgUAdQkf3ShITOOpXUueF6QKo
x-amz-request-id: 236A8905248E5A02

Date: Mon, 31 Oct 2016 12:00:00 GMT

Server: AmazonS3

Content-Length: length

<?xml version="1.0" encoding="UTF-8"7?>
<AnalyticsConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Id>1listl</Id>
<Filter>
<And>
<Prefix>images/</Prefix>
<Tag>
<Key>dog</Key>
<Value>corgi</Value>
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</Tag>
</And>
</Filter>
<StorageClassAnalysis>
<DataExport>
<QutputSchemaVersion>V_1</0utputSchemaVersion>
<Destination>
<S3BucketDestination>
<Format>CSV</Format>
<BucketAccountId>123456789012</BucketAccountId>
<Bucket>arn:aws:s3:::destination-bucket</Bucket>
<Prefix>destination-prefix</Prefix>
</S3BucketDestination>
</Destination>
</DataExport>
</StorageClassAnalysis>
</AnalyticsConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketCors
Service: Amazon S3

® Note

This operation is not supported for directory buckets.

Returns the Cross-Origin Resource Sharing (CORS) configuration information set for the bucket.

To use this operation, you must have permission to perform the s3:GetBucketCORS action. By
default, the bucket owner has this permission and can grant it to others.

When you use this APl operation with an access point, provide the alias of the access point in place
of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point alias
in a request is not valid, the error code InvalidAccessPointAliasError is returned. For more
information about InvalidAccessPointAliasError, see List of Error Codes.

For more information about CORS, see Enabling Cross-Origin Resource Sharing.

The following operations are related to GetBucketCors:

« PutBucketCors

« DeleteBucketCors

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?cors HTTP/1.1
Host: Bucket.s3.amazonaws.com
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x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket name for which to get the cors configuration.

When you use this APl operation with an access point, provide the alias of the access point in
place of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point
alias in a request is not valid, the error code InvalidAccessPointAliasError is returned.
For more information about InvalidAccessPointAliasError, see List of Error Codes.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<CORSConfiguration>
<CORSRule>
<AllowedHeader>string</AllowedHeader>

<AllowedMethod>string</AllowedMethod>

<AllowedOrigin>string</AllowedOrigin>
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<ExposeHeader>string</ExposeHeader>

<ID>string</1D>
<MaxAgeSeconds>integer</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.

CORSConfiguration

Root level tag for the CORSConfiguration parameters.

Required: Yes
CORSRule

A set of origins and methods (cross-origin access that you want to allow). You can add up to 100
rules to the configuration.

Type: Array of CORSRule data types

Examples
Configure CORS Sample Request

The following PUT request adds the cors subresource to a bucket (amzn-s3-demo-bucket).

PUT /?cors HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
x-amz-date: Tue, 21 Aug 2012 17:54:50 GMT
Content-MD5: 8dYilLewFWZyGgV2Q5FNI4W==
Authorization: authorization string

Content-Length: 216

<CORSConfiguration>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
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<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>P0ST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
<MaxAgeSeconds>3000</MaxAgeSec>
<ExposeHeader>x-amz-server-side-encryption</ExposeHeader>

</CORSRule>

<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
<MaxAgeSeconds>3000</MaxAgeSeconds>

</CORSRule>

</CORSConfiguration>

Example

This is the sample response to the preceding request.

HTTP/1.1 200 OK

x-amz-id-2: CCshOvbOPfxzhwOADyC4qHj/Ck3F9Q0OviXKw3rivZ+GcBoZS00ahvEIfPisZB7B
x-amz-request-id: BDC4B83DF5Q96BBE

Date: Tue, 21 Aug 2012 17:54:50 GMT

Server: AmazonS3

Sample Request: Retrieve cors subresource

The following example gets the cors subresource of a bucket.

GET /?cors HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Tue, 13 Dec 2011 19:14:42 GMT

Authorization: signatureValue

Example

Sample Response
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HTTP/1.1 200 OK
x-amz-id-2: @FmFIWsh/

PpBuzZ@JFRC55ZGVmQW4SHI7xVDgKwhEdImf3q63RtrvH8ZuxW1Bol5

See Also

x-amz-request-id: QCF@38ESBCF63097
Date: Tue, 13 Dec 2011 19:14:42 GMT
Server: AmazonS3
Content-Length: 280
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<MaxAgeSeconds>3000</MaxAgeSec>
<ExposeHeader>x-amz-server-side-encryption</ExposeHeader>
</CORSRule>
</CORSConfiguration>

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

AWS Command Line Interface

« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketEncryption
Service: Amazon S3

Returns the default encryption configuration for an Amazon S3 bucket. By default, all buckets have
a default encryption configuration that uses server-side encryption with Amazon S3 managed keys
(SSE-S3).

(® Note

» General purpose buckets - For information about the bucket default encryption feature,
see Amazon S3 Bucket Default Encryption in the Amazon S3 User Guide.

» Directory buckets - For directory buckets, there are only two supported options
for server-side encryption: SSE-S3 and SSE-KMS. For information about the default
encryption configuration in directory buckets, see Setting default server-side encryption

behavior for directory buckets.

Permissions

« General purpose bucket permissions - The s3:GetEncryptionConfiguration
permission is required in a policy. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions,
see Permissions Related to Bucket Operations and Managing Access Permissions to Your
Amazon S3 Resources.

« Directory bucket permissions - To grant access to this APl operation, you must have the
s3express:GetEncryptionConfiguration permission in an IAM identity-based policy
instead of a bucket policy. Cross-account access to this APl operation isn't supported. This
operation can only be performed by the AWS account that owns the resource. For more
information about directory bucket policies and permissions, see AWS Identity and Access
Management (IAM) for S3 Express One Zone in the Amazon S3 User Guide.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-control.region-
code .amazonaws . com.

The following operations are related to GetBucketEncryption:

o PutBucketEncryption
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» DeleteBucketEncryption

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?encryption HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the bucket from which the server-side encryption configuration is retrieved.

Directory buckets - When you use this operation with a directory bucket, you must

use path-style requests in the format https://s3express-control.region-
code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't supported.
Directory bucket names must be unique in the chosen Zone (Availability Zone or Local Zone).
Bucket names must also follow the format bucket-base-name--zone-id--x-s3 (for
example, DOC-EXAMPLE-BUCKET--usw2-az1--x-s3).For information about bucket naming
restrictions, see Directory bucket naming rules in the Amazon S3 User Guide

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Amazon S3 API Version 2006-03-01 235


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-naming-rules.html

Amazon Simple Storage Service API Reference

® Note

For directory buckets, this header is not supported in this API operation. If you specify
this header, the request fails with the HTTP status code 501 Not Implemented.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<ServerSideEncryptionConfiguration>
<M>
<ApplyServerSideEncryptionByDefault>
<KMSMasterKeyID>string</KMSMasterKeyID>
<SSEAlgorithm>string</SSEAlgorithm>
</ApplyServerSideEncryptionByDefault>
<BucketKeyEnabled>boolean</BucketKeyEnabled>
</M>

</ServerSideEncryptionConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

ServerSideEncryptionConfiguration

Root level tag for the ServerSideEncryptionConfiguration parameters.

Required: Yes

Rule
Container for information about a particular server-side encryption configuration rule.

Type: Array of ServerSideEncryptionRule data types
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Examples
Sample Request: Retrieve the encryption configuration for an S3 general purpose bucket

The following example shows a GET /?encryption request.

GET /?encryption HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 06 Sep 2017 12:00:00 GMT

Authorization: authorization string

Content-Length: length

Sample Response for a general purpose bucket

This example illustrates one usage of GetBucketEncryption.

HTTP/1.1 200 OK
x-amz-id-2: kDmqsuw5FDmgLmxQaUkd9A4N]/PIiE@cl1rAU/ue2Yp60toXs4I5k5fqlwZsA6TY
+wJQCzRRwygQ=
x-amz-request-id: 5D8706FCB2673B7D
Date: Wed, 06 Sep 2017 12:00:00 GMT
Transfer-Encoding: chunked
Server: AmazonS3

<ServerSideEncryptionConfiguration xmlns="http://s3.amazonaws.com/
doc/2006-03-01/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>aws:kms</SSEAlgorithm>
<KMSKeyID>arn:aws:kms:us-east-1:1234/5678example</KMSKeyID>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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GetBucketintelligentTieringConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Gets the S3 Intelligent-Tiering configuration from the specified bucket.

The S3 Intelligent-Tiering storage class is designed to optimize storage costs by automatically
moving data to the most cost-effective storage access tier, without performance impact or
operational overhead. S3 Intelligent-Tiering delivers automatic cost savings in three low latency
and high throughput access tiers. To get the lowest storage cost on data that can be accessed in
minutes to hours, you can choose to activate additional archiving capabilities.

The S3 Intelligent-Tiering storage class is the ideal storage class for data with unknown, changing,
or unpredictable access patterns, independent of object size or retention period. If the size of an
object is less than 128 KB, it is not monitored and not eligible for auto-tiering. Smaller objects can
be stored, but they are always charged at the Frequent Access tier rates in the S3 Intelligent-Tiering
storage class.

For more information, see Storage class for automatically optimizing frequently and infrequently

accessed objects.

Operations related to GetBucketIntelligentTieringConfiguration include:

» DeleteBucketIntelligentTieringConfiguration

» PutBucketintelligentTieringConfiguration

o ListBucketlIntelligentTieringConfigurations

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?intelligent-tiering&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The name of the Amazon S3 bucket whose configuration you want to modify or retrieve.

Required: Yes
id

The ID used to identify the S3 Intelligent-Tiering configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<IntelligentTieringConfiguration>
<Id>string</I1d>
<Filter>
<M>
<Prefix>string</Prefix>
<T_a9_>
<Key>string</Key>
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<Value>string</Value>
</Tag>
</M>
<Prefix>string</Prefix>
<Tﬂ_>
<Key>string</Key>
<Value>string</Value>
</T_aq>
</Filter>
<Status>string</Status>
<Tiering>
<AccessTier>string</AccessTier>
<Days>integer</Days>
</Tiering>

</IntelligentTieringConfiqguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

IntelligentTieringConfiguration

Root level tag for the IntelligentTieringConfiguration parameters.

Required: Yes
Filter

Specifies a bucket filter. The configuration only includes objects that meet the filter's criteria.

Type: IntelligentTieringFilter data type

Id
The ID used to identify the S3 Intelligent-Tiering configuration.
Type: String

Status

Specifies the status of the configuration.
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Type: String

Valid Values: Enabled | Disabled
Tiering
Specifies the S3 Intelligent-Tiering storage class tier of the configuration.

Type: Array of Tiering data types

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketIinventoryConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Returns an S3 Inventory configuration (identified by the inventory configuration ID) from the
bucket.

To use this operation, you must have permissions to perform the
s3:GetInventoryConfiguration action. The bucket owner has this permission by default
and can grant this permission to others. For more information about permissions, see Permissions
Related to Bucket Subresource Operations and Managing Access Permissions to Your Amazon S3

Resources.

For information about the Amazon S3 inventory feature, see Amazon S3 Inventory.

The following operations are related to GetBucketInventoryConfiguration:

» DeleteBucketinventoryConfiguration

« ListBucketinventoryConfigurations

» PutBucketlnventoryConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?inventory&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner
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URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the bucket containing the inventory configuration to retrieve.
Required: Yes

id

The ID used to identify the inventory configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<InventoryConfiguration>
<Destination>
<S3BucketDestination>
<AccountId>string</AccountId>
<Bucket>string</Bucket>
<Encryption>
<SSE-KMS>
<KeyId>string</KeyId>
</SSE-KMS>
<SSE-S3>
</SSE-S3>
</Encryption>
<Format>string</Format>
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<Prefix>string</Prefix>
</S3BucketDestination>
</Destination>
<IsEnabled>boolean</IsEnabled>
<Filter>
<Prefix>string</Prefix>
</Filter>
<Id>string</I1d>
<IncludedObjectVersions>string</IncludedObjectVersions>
<OptionalFields>
<Field>string</Field>
</OptionalFields>
<Schedule>
<Frequency>string</Frequency>
</Schedule>
</InventoryConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.

InventoryConfiguration

Root level tag for the InventoryConfiguration parameters.

Required: Yes

Destination
Contains information about where to publish the inventory results.

Type: InventoryDestination data type

Filter

Specifies an inventory filter. The inventory only includes objects that meet the filter's criteria.

Type: InventoryFilter data type
Id

The ID used to identify the inventory configuration.
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Type: String

IncludedObjectVersions

Object versions to include in the inventory list. If set to A11, the list includes all the object
versions, which adds the version-related fields VersionId, IsLatest, and DeleteMarker to
the list. If set to Current, the list does not contain these version-related fields.

Type: String

Valid Values: A11 | Current
IsEnabled

Specifies whether the inventory is enabled or disabled. If set to True, an inventory list is
generated. If set to False, no inventory list is generated.

Type: Boolean
OptionalFields

Contains the optional fields that are included in the inventory results.
Type: Array of strings

Valid Values: Size | LastModifiedDate | StorageClass | ETag |
IsMultipartUploaded | ReplicationStatus | EncryptionStatus |
ObjectLockRetainUntilDate | ObjectLockMode | ObjectLockLegalHoldStatus
| IntelligentTieringAccessTier | BucketKeyStatus | ChecksumAlgorithm |
ObjectAccessControlList | ObjectOwner

Schedule
Specifies the schedule for generating inventory results.

Type: InventorySchedule data type

Examples
Sample Request: Configure an inventory report

The following GET request for the bucket examplebucket returns the inventory configuration
withthe ID 1ist1l.

Amazon S3 API Version 2006-03-01 246



Amazon Simple Storage Service API Reference

GET /?inventory&id=1istl HTTP/1.1

Host: examplebucket.s3.<Region>.amazonaws.com
Date: Mon, 31 Oct 2016 12:00:00 GMT
Authorization: authorization string

Sample Response

This example illustrates one usage of GetBucketinventoryConfiguration.

HTTP/1.1 200 OK

x-amz-id-2: YgIPIfBiKa2bj@KMgUAdQkf3ShITOO0pXUueF6QKo
x-amz-request-id: 236A8905248E5A02

Date: Mon, 31 Oct 2016 12:00:00 GMT

Server: AmazonS3

Content-Length: length

<?xml version="1.0" encoding="UTF-8"7?>
<InventoryConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Id>reportl</Id>
<IsEnabled>true</IsEnabled>
<Destination>
<S3BucketDestination>
<Format>CSV</Format>
<AccountId>123456789012</AccountId>
<Bucket>arn:aws:s3:::destination-bucket</Bucket>
<Prefix>prefixl</Prefix>
<SSE-S3/>
</S3BucketDestination>
</Destination>
<Schedule>
<Frequency>Daily</Frequency>
</Schedule>
<Filter>
<Prefix>myprefix/</Prefix>
</Filter>
<IncludedObjectVersions>All</IncludedObjectVersions>
<OptionalFields>
<Field>Size</Field>
<Field>LastModifiedDate</Field>
<Field>ETag</Field>
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<Field>StorageClass</Field>
<Field>IsMultipartUploaded</Field>
<Field>ReplicationStatus</Field>
<Field>ObjectLockRetainUntilDate</Field>
<Field>ObjectLockMode</Field>
<Field>ObjectLockLegalHoldStatus</Field>
</OptionalFields>
</InventoryConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketLifecycle
Service: Amazon S3

/A Important

For an updated version of this API, see GetBucketLifecycleConfiguration. If you configured
a bucket lifecycle using the filter element, you should see the updated version of this
topic. This topic is provided for backward compatibility.

(® Note

This operation is not supported for directory buckets.

Returns the lifecycle configuration information set on the bucket. For information about lifecycle
configuration, see Object Lifecycle Management.

To use this operation, you must have permission to perform the
s3:GetLifecycleConfiguration action. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions, see
Permissions Related to Bucket Subresource Operations and Managing Access Permissions to Your
Amazon S3 Resources.

GetBucketLifecycle has the following special error:

e Error code: NoSuchLifecycleConfiguration
» Description: The lifecycle configuration does not exist.
« HTTP Status Code: 404 Not Found
« SOAP Fault Code Prefix: Client

The following operations are related to GetBucketLifecycle:

» GetBucketLifecycleConfiguration

o PutBucketLifecycle

o DeleteBucketLifecycle
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/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?lifecycle HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The name of the bucket for which to get the lifecycle information.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<AbortIncompleteMultipartUpload>
<DaysAfterInitiation>integer</DaysAfterInitiation>
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</AbortIncompleteMultipartUpload>
<Expiration>
<Date>timestamp</Date>
<Days>integer</Days>
<ExpiredObjectDeleteMarker>boolean</ExpiredObjectDeleteMarker>
</Expiration>
<ID>string</1D>
<NoncurrentVersionExpiration>

<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
</NoncurrentVersionExpiration>
<NoncurrentVersionTransition>

<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
<StorageClass>string</StorageClass>
</NoncurrentVersionTransition>
<Prefix>string</Prefix>
<Status>string</Status>
<Transition>
<Date>timestamp</Date>
<Days>integer</Days>
<StorageClass>string</StorageClass>
</Transition>
</w>

</LifecycleConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

LifecycleConfiguration

Root level tag for the LifecycleConfiguration parameters.

Required: Yes

Rule
Container for a lifecycle rule.

Type: Array of Rule data types
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Examples
Sample Request: Retrieve a lifecycle subresource

This example is a GET request to retrieve the lifecycle subresource from the specified bucket, and
an example response with the returned lifecycle configuration.

GET /?lifecycle HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
x-amz-date: Thu, 15 Nov 2012 00:17:21 GMT
Authorization: signatureValue

Sample Response

This example illustrates one usage of GetBucketLifecycle.

HTTP/1.1 200 OK

X-amz-id-2:
ITnGTly4RyTmXa3rPi4hk1lTXouTfOhccUjo@iCPjz6FnfIutBj3M7fPG1WO2SEWp

x-amz-request-id: 51991C342C575321

Date: Thu, 15 Nov 2012 00:17:23 GMT

Server: AmazonS3

Content-Length: 358

<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ID>Archive and then delete rule</ID>
<Prefix>projectdocs/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>STANDARD_IA</StorageClass>
</Transition>
<Transition>
<Days>365</Days>
<StorageClass>GLACIER</StorageClass>
</Transition>
<Expiration>
<Days>3650</Days>
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</Expiration>
</Rule>
</LifecycleConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketLifecycleConfiguration
Service: Amazon S3

Returns the lifecycle configuration information set on the bucket. For information about lifecycle
configuration, see Object Lifecycle Management.

Bucket lifecycle configuration now supports specifying a lifecycle rule using an object key name
prefix, one or more object tags, object size, or any combination of these. Accordingly, this section
describes the latest API, which is compatible with the new functionality. The previous version

of the API supported filtering based only on an object key name prefix, which is supported

for general purpose buckets for backward compatibility. For the related API description, see
GetBucketLifecycle.

® Note

Lifecyle configurations for directory buckets only support expiring objects and cancelling
multipart uploads. Expiring of versioned objects, transitions and tag filters are not
supported.

Permissions

« General purpose bucket permissions - By default, all Amazon S3 resources are private,
including buckets, objects, and related subresources (for example, lifecycle configuration
and website configuration). Only the resource owner (that is, the AWS account that
created it) can access the resource. The resource owner can optionally grant access
permissions to others by writing an access policy. For this operation, a user must have the
s3:GetLifecycleConfiguration permission.

For more information about permissions, see Managing Access Permissions to Your Amazon

S3 Resources.

 Directory bucket permissions - You must have the
s3express:GetLifecycleConfiguration permission in an IAM identity-based policy to
use this operation. Cross-account access to this API operation isn't supported. The resource
owner can optionally grant access permissions to others by creating a role or user for them as
long as they are within the same account as the owner and resource.

For more information about directory bucket policies and permissions, see Authorizing
Regional endpoint APIs with IAM in the Amazon S3 User Guide.
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® Note

Directory buckets - For directory buckets, you must make requests for this

API operation to the Regional endpoint. These endpoints support path-

style requests in the format https://s3express-control.region-
code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't
supported. For more information about endpoints in Availability Zones, see Regional
and Zonal endpoints for directory buckets in Availability Zones in the Amazon S3
User Guide. For more information about endpoints in Local Zones, see Concepts for
directory buckets in Local Zones in the Amazon S3 User Guide.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-
control.region.amazonaws.com.
GetBucketLifecycleConfiguration has the following special error:

« Error code: NoSuchLifecycleConfiguration
 Description: The lifecycle configuration does not exist.
« HTTP Status Code: 404 Not Found
« SOAP Fault Code Prefix: Client

The following operations are related to GetBucketLifecycleConfiguration:

o GetBucketLifecycle

o PutBucketLifecycle

» DeleteBucketLifecycle

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?lifecycle HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The name of the bucket for which to get the lifecycle information.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

® Note

This parameter applies to general purpose buckets only. It is not supported for directory
bucket lifecycle configurations.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
x-amz-transition-default-minimum-object-size: TransitionDefaultMinimumObjectSize
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<AbortIncompleteMultipartUpload>
<DaysAfterInitiation>integer</DaysAfterInitiation>
</AbortIncompleteMultipartUpload>

<Expiration>
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<Date>timestamp</Date>
<Days>integer</Days>
<ExpiredObjectDeleteMarker>boolean</ExpiredObjectDeleteMarker>
</Expiration>
<Filter>
<M>
<0bjectSizeGreaterThan>1long</0ObjectSizeGreaterThan>
<0bjectSizelLessThan>long</ObjectSizelLessThan>
<Prefix>string</Prefix>
<m>
<Key>string</Key>
<Value>string</Value>
</Tag>

</A_nd>
<0bjectSizeGreaterThan>long</0ObjectSizeGreaterThan>
<0bjectSizelessThan>long</0bjectSizelLessThan>
<Prefix>string</Prefix>
<T_aq>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</ID>
<NoncurrentVersionExpiration>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
</NoncurrentVersionExpiration>
<NoncurrentVersionTransition>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
<StorageClass>string</StorageClass>
</NoncurrentVersionTransition>

<Prefix>string</Prefix>
<Status>string</Status>
<Transition>
<Date>timestamp</Date>
<Days>integer</Days>
<StorageClass>string</StorageClass>
</Transition>

</Rule>
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</LifecycleConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The response returns the following HTTP headers.

x-amz-transition-default-minimum-object-size

Indicates which default minimum object size behavior is applied to the lifecycle configuration.

(® Note

This parameter applies to general purpose buckets only. It isn't supported for directory
bucket lifecycle configurations.

« all_storage_classes_128K - Objects smaller than 128 KB will not transition to any
storage class by default.

» varies_by_storage_class - Objects smaller than 128 KB will transition to Glacier Flexible
Retrieval or Glacier Deep Archive storage classes. By default, all other storage classes will
prevent transitions smaller than 128 KB.

To customize the minimum object size for any transition you can add a filter that specifies a
custom ObjectSizeGreaterThan or ObjectSizelessThan in the body of your transition
rule. Custom filters always take precedence over the default transition behavior.

Valid Values: varies_by_storage_class | all_storage_classes_128K

The following data is returned in XML format by the service.

LifecycleConfiguration

Root level tag for the LifecycleConfiguration parameters.

Required: Yes

Rule

Container for a lifecycle rule.
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Type: Array of LifecycleRule data types

Examples
Example 1: Get lifecycle configuration - general purpose bucket

This example illustrates how to use GetBucketLifecycleConfiguration to retrieve the
lifecycle configuration for a general purpose bucket:

GET /?lifecycle HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
x-amz-date: Thu, 15 Nov 2012 00:17:21 GMT
Authorization: signatureValue

Sample Response

This example shows the response from the preceeding GetBucketLifecycleConfiguration
request:

HTTP/1.1 200 OK

x-amz-id-2: ITnGT1ly4RyTmXa3rPi4hklTXouTf@hccUjo@iCPjz6FnfIutBj3M7fPG1WO2SEWpP
x-amz-request-id: 51991C342C575321

Date: Thu, 15 Nov 2012 00:17:23 GMT

Server: AmazonS3

Content-Length: 358

<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ID>Archive and then delete rule</ID>
<Prefix>projectdocs/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>STANDARD_IA</StorageClass>
</Transition>
<Transition>
<Days>365</Days>
<StorageClass>GLACIER</StorageClass>
</Transition>
<Expiration>
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<Days>3650</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

Example 2: Get lifecycle configuration - directory bucket

This example illustrates how to use GetBucketLifecycleConfiguration to retrieve the
lifecycle configuration for a directory bucket:

GET /?lifecycle HTTP/1.1
Host:s3express-control.us-west-2.amazonaws.com

Sample Response

This example shows the response from the preceeding GetBucketLifecycleConfiguration
request:

<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ID>Lifecycle expiration rule</ID>
<Filter>
<And>
<Prefix>myprefix/</Prefix>
<0ObjectSizeGreaterThan>500</0bjectSizeGreaterThan>
<0ObjectSizelLessThan>64000</0bjectSizelLessThan>
</And>
</Filter>
<Status>Enabled</Status>
<Expiration>
<Days>7</Days>
</Expiration>
</Rule>
<Rule>
<ID>MPU Rule </ID>
<Filter>
<Prefix>another_prefix </Prefix>
</Filter>
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<Status>Enabled</Status>
<AbortIncompleteMultipartUpload>
<DaysAfterInitiation>3</DaysAfterInitiation>
</AbortIncompleteMultipartUpload>
</Rule>
</LifecycleConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketLocation
Service: Amazon S3

/A Important

Using the GetBucketLocation operation is no longer a best practice. To return
the Region that a bucket resides in, we recommend that you use the HeadBucket
operation instead. For backward compatibility, Amazon S3 continues to support the
GetBucketLocation operation.

Returns the Region the bucket resides in. You set the bucket's Region using the
LocationConstraint request parameter in a CreateBucket request. For more information, see
CreateBucket.

(® Note

In a bucket's home Region, calls to the GetBucketLocation operation are governed by
the bucket's policy. In other Regions, the bucket policy doesn't apply, which means that
cross-account access won't be authorized. However, calls to the HeadBucket operation
always return the bucket’s location through an HTTP response header, whether access
to the bucket is authorized or not. Therefore, we recommend using the HeadBucket
operation for bucket Region discovery and to avoid using the GetBucketLocation
operation.

When you use this APl operation with an access point, provide the alias of the access point in place
of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point alias
in a request is not valid, the error code InvalidAccessPointAliasError is returned. For more
information about InvalidAccessPointAliasError, see List of Error Codes.

(® Note

This operation is not supported for directory buckets.
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The following operations are related to GetBucketLocation:

» GetObject
e CreateBucket

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?location HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket

The name of the bucket for which to get the location.

When you use this APl operation with an access point, provide the alias of the access point in
place of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point
alias in a request is not valid, the error code InvalidAccessPointAliasError is returned.
For more information about InvalidAccessPointAliasError, see List of Error Codes.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<LocationConstraint>

<LocationConstraint>string</LocationConstraint>
</LocationConstraint>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.

LocationConstraint

Root level tag for the LocationConstraint parameters.

Required: Yes

LocationConstraint

Specifies the Region where the bucket resides. For a list of all the Amazon S3 supported
location constraints by Region, see Regions and Endpoints.

Buckets in Region us-east-1 have a LocationConstraint of null. Buckets with a
LocationConstraint of EU reside in eu-west-1.

Type: String

Valid Values: af-south-1 | ap-east-1 | ap-northeast-1 | ap-northeast-2 | ap-
northeast-3 | ap-south-1 | ap-south-2 | ap-southeast-1 | ap-southeast-2
| ap-southeast-3 | ap-southeast-4 | ap-southeast-5 | ca-central-1 | cn-
north-1 | cn-northwest-1 | EU | eu-central-1 | eu-central-2 | eu-north-1
| eu-south-1 | eu-south-2 | eu-west-1 | eu-west-2 | eu-west-3 | il-
central-1 | me-central-1 | me-south-1 | sa-east-1 | us-east-2 | us-gov-
east-1 | us-gov-west-1 | us-west-1 | us-west-2
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Examples
Sample Request

The following request returns the Region of the specified bucket.

GET /?location HTTP/1.1

Host: amzn-s3-demo-bucket.s3.amazonaws.com
Date: Tue, 09 Oct 2007 20:26:04 +0000
Authorization: signatureValue

Sample Response

This example illustrates one usage of GetBucketLocation.

<?xml version="1.0" encoding="UTF-8"7?>
<LocationConstraint xmlns="http://s3.amazonaws.com/doc/2006-03-01/">us-
west-2</LocationConstraint>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketLogging
Service: Amazon S3

/A Important

End of support notice: Beginning November 21, 2025, Amazon S3 will stop returning
DisplayName. Update your applications to use canonical IDs (unique identifier for AWS
accounts), AWS account ID (12 digit identifier) or IAM ARNSs (full resource naming) as a
direct replacement of DisplayName.

Between July 15, 2025 and November 21, 2025, you will begin to see an increasing rate of
missing DisplayName in the Owner object.

This change affects the following AWS Regions: US East (N. Virginia) Region, US West (N.
California) Region, US West (Oregon) Region, Asia Pacific (Singapore) Region, Asia Pacific
(Sydney) Region, Asia Pacific (Tokyo) Region, Europe (Ireland) Region, and South America
(Sao Paulo) Region.

® Note

This operation is not supported for directory buckets.

Returns the logging status of a bucket and the permissions users have to view and modify that
status.

The following operations are related to GetBucketlLogging:

« CreateBucket

« PutBucketLogging

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?logging HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.

Bucket

The bucket name for which to get the logging information.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden

(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<BucketLoggingStatus>
<LoggingEnabled>
<TargetBucket>string</TargetBucket>
<TargetGrants>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</I1D>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
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<Permission>string</Permission>
</Grant>
</TargetGrants>
<TargetObjectKeyFormat>
<PartitionedPrefix>
<PartitionDateSource>string</PartitionDateSource>
</PartitionedPrefix>
<SimplePrefix>
</SimplePrefix>
</TargetObjectKeyFormat>
<TargetPrefix>string</TargetPrefix>
</LoggingEnabled>
</BucketlLoggingStatus>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

BucketLoggingStatus

Root level tag for the BucketLoggingStatus parameters.

Required: Yes
LoggingEnabled

Describes where logs are stored and the prefix that Amazon S3 assigns to all log object keys for
a bucket. For more information, see PUT Bucket logging in the Amazon S3 API Reference.

Type: LoggingEnabled data type

Examples
Sample Request

The following request returns the logging status for amzn-s3-demo-bucket.

GET ?logging HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 25 Nov 2009 12:00:00 GMT
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Authorization: authorization string

Sample Response: Showing an enabled logging status

This example illustrates one usage of GetBucketLogging.

HTTP/1.1 200 OK

Date: Wed, 25 Nov 2009 12:00:00 GMT
Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<BucketlLoggingStatus xmlns="http://doc.s3.amazonaws.com/2006-03-01">

<LoggingEnabled>

<TargetBucket>amzn-s3-demo-bucket</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>

<TargetGrants>
<Grant>

<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:type="AmazonCustomerByEmail">
<EmailAddress>user@company.com</EmailAddress>

</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

Sample Response: Showing a disabled logging status

This example illustrates one usage of GetBucketLogging.

HTTP/1.1 200 OK

Date: Wed, 25 Nov 2009 12:00:00 GMT
Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<BucketLoggingStatus xmlns="http://doc.s3.amazonaws.com/2006-03-01" />
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketMetadataConfiguration
Service: Amazon S3

Retrieves the S3 Metadata configuration for a general purpose bucket. For more information, see
Accelerating data discovery with S3 Metadata in the Amazon S3 User Guide.

® Note

You can use the V2 GetBucketMetadataConfiguration API operation

with V1 or V2 metadata configurations. However, if you try to use the V1
GetBucketMetadataTableConfiguration API operation with V2 configurations, you
will receive an HTTP 405 Method Not Allowed error.

Permissions

To use this operation, you must have the s3:GetBucketMetadataTableConfiguration
permission. For more information, see Setting up permissions for configuring metadata tables
in the Amazon S3 User Guide.

(@ Note
The IAM policy action name is the same for the V1 and V2 API operations.

The following operations are related to GetBucketMetadataConfiguration:

CreateBucketMetadataConfiguration

DeleteBucketMetadataConfiguration

UpdateBucketMetadatalnventoryTableConfiguration

UpdateBucketMetadataJournalTableConfiguration

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?metadataConfiguration HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.

Bucket

The general purpose bucket that corresponds to the metadata configuration that you want to

retrieve.

Required: Yes

x-amz-expected-bucket-owner

The expected owner of the general purpose bucket that you want to retrieve the metadata

table configuration for.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<GetBucketMetadataConfigurationResult>
<MetadataConfigurationResult>
<DestinationResult>
<TableBucketArn>string</TableBucketArn>
<TableBucketType>string</TableBucketType>
<TableNamespace>string</TableNamespace>
</DestinationResult>
<InventoryTableConfigurationResult>

<ConfigurationState>string</ConfigurationState>

<Error>
<ErrorCode>string</ErrorCode>
<ErrorMessage>string</ErrorMessa e>
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</E]:ﬂ>
<TableArn>string</TableArn>
<TableName>string</TableName>
<TableStatus>string</TableStatus>
</InventoryTableConfigurationResult>
<JournalTableConfigurationResult>
<E]:ﬂ>
<ErrorCode>string</ErrorCode>
<ErrorMessage>string</EIrorMessa e>
</EIL.I>
<RecordExpiration>

<Days>integer</Days>

<Expiration>string</Expiration>
</RecordExpiration>
<TableArn>string</TableArn>
<TableName>string</TableName>
<TableStatus>string</TableStatus>

</JournalTableConfigurationResult>
</MetadataConfigurationResult>
</GetBucketMetadataConfigurationResult>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

GetBucketMetadataConfigurationResult

Root level tag for the GetBucketMetadataConfigurationResult parameters.

Required: Yes
MetadataConfigurationResult

The metadata configuration for a general purpose bucket.

Type: MetadataConfigurationResult data type

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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GetBucketMetadataTableConfiguration
Service: Amazon S3

/A Important

We recommend that you retrieve your S3 Metadata configurations by using the V2
GetBucketMetadataTableConfiguration APl operation. We no longer recommend using the
V1 GetBucketMetadataTableConfiguration API operation.

If you created your S3 Metadata configuration before July 15, 2025, we recommend that
you delete and re-create your configuration by using CreateBucketMetadataConfiguration
so that you can expire journal table records and create a live inventory table.

Retrieves the V1 S3 Metadata configuration for a general purpose bucket. For more information,
see Accelerating data discovery with S3 Metadata in the Amazon S3 User Guide.

(® Note

You can use the V2 GetBucketMetadataConfiguration API operation

with V1 or V2 metadata table configurations. However, if you try to use the V1
GetBucketMetadataTableConfiguration APl operation with V2 configurations, you
will receive an HTTP 405 Method Not Allowed error.

Make sure that you update your processes to use the new V2 APl operations
(CreateBucketMetadataConfiguration, GetBucketMetadataConfiguration, and
DeleteBucketMetadataConfiguration) instead of the V1 API operations.

Permissions

To use this operation, you must have the s3:GetBucketMetadataTableConfiguration
permission. For more information, see Setting up permissions for configuring metadata tables
in the Amazon S3 User Guide.

The following operations are related to GetBucketMetadataTableConfiguration:

» CreateBucketMetadataTableConfiguration

» DeleteBucketMetadataTableConfiguration
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/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this

value to my%20%20file. txt.

Request Syntax

GET /?metadataTable HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.

Bucket

The general purpose bucket that corresponds to the metadata table configuration that you

want to retrieve.

Required: Yes

x-amz-expected-bucket-owner

The expected owner of the general purpose bucket that you want to retrieve the metadata

table configuration for.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<GetBucketMetadataTableConfigurationResult>
<MetadataTableConfigurationResult>
<S3TablesDestinationResult>
<TableArn>string</TableArn>
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<TableBucketArn>string</TableBucketArn>
<TableName>string</TableName>
<TableNamespace>string</TableNamespace>
</S3TablesDestinationResult>
</MetadataTableConfigurationResult>
<Status>string</Status>
<@>
<ErrorCode>string</ErrorCode>
<ErrorMessage>string</ErrorMessa e>
</@>
</GetBucketMetadataTableConfigurationResult>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

GetBucketMetadataTableConfigurationResult

Root level tag for the GetBucketMetadataTableConfigurationResult parameters.

Required: Yes

Error

If the CreateBucketMetadataTableConfiguration request succeeds, but S3 Metadata was
unable to create the table, this structure contains the error code and error message.

Type: ErrorDetails data type
MetadataTableConfigurationResult

The V1 S3 Metadata configuration for a general purpose bucket.

Type: MetadataTableConfigurationResult data type

Status

The status of the metadata table. The status values are:

« CREATING - The metadata table is in the process of being created in the specified table
bucket.

« ACTIVE - The metadata table has been created successfully, and records are being delivered
to the table.
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« FAILED - Amazon S3 is unable to create the metadata table, or Amazon S3 is unable to
deliver records. See ErrorDetails for details.

Type: String

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

» AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketMetricsConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Gets a metrics configuration (specified by the metrics configuration ID) from the bucket. Note that
this doesn't include the daily storage metrics.

To use this operation, you must have permissions to perform the
s3:GetMetricsConfiguration action. The bucket owner has this permission by default. The
bucket owner can grant this permission to others. For more information about permissions, see
Permissions Related to Bucket Subresource Operations and Managing Access Permissions to Your

Amazon S3 Resources.

For information about CloudWatch request metrics for Amazon S3, see Monitoring Metrics with
Amazon CloudWatch.

The following operations are related to GetBucketMetricsConfiguration:

PutBucketMetricsConfiguration

DeleteBucketMetricsConfiguration

ListBucketMetricsConfigurations

Monitoring Metrics with Amazon CloudWatch

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?metrics&id=Id HTTP/1.1
Host: Bucket.s3.amazonaws.com
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x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.

Bucket

The name of the bucket containing the metrics configuration to retrieve.

Required: Yes
id

The ID used to identify the metrics configuration. The ID has a 64 character limit and can only
contain letters, numbers, periods, dashes, and underscores.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<MetricsConfiguration>
<Id>string</Id>
<Filter>
<AccessPointArn>string</AccessPointArn>
<M>
<AccessPointArn>string</AccessPointArn>

<Prefix>string</Prefix>
<Tﬂ_>
<Key>string</Key>
<Value>string</Value>
</T_ag>
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</M>
<Prefix>string</Prefix>
<T_ag_>
<Key>string</Key>
<Value>string</Value>
</T_ag>
</Filter>
</MetricsConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

MetricsConfiguration

Root level tag for the MetricsConfiguration parameters.

Required: Yes
Filter

Specifies a metrics configuration filter. The metrics configuration will only include objects
that meet the filter's criteria. A filter must be a prefix, an object tag, an access point ARN, or a
conjunction (MetricsAndOperator).

Type: MetricsFilter data type
Id

The ID used to identify the metrics configuration. The ID has a 64 character limit and can only
contain letters, numbers, periods, dashes, and underscores.

Type: String

Examples
First Sample Request

Retrieve a metrics configuration that filters metrics based on a specified prefix.
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GET /?metrics&id=Documents HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
x-amz-date: Thu, 15 Nov 2016 00:17:21 GMT
Authorization: signatureValue

First Sample Response

This example illustrates one usage of GetBucketMetricsConfiguration.

HTTP/1.1 200 OK

X-amz-id-2:
ITnGT1y4REXAMPLEPi4hk1TXouTf@hccUjo@iCPEXAMPLEUtBj3M7fPG1WO2SEWpP

x-amz-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:22 GMT

Server: AmazonS3

Content-Length: 180

<?xml version="1.0" encoding="UTF-8"7?>
<MetricsConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Id>Documents</Id>
<Filter>
<Prefix>documents/</Prefix>
</Filter>
</MetricsConfiguration>

Second Sample Request

Retrieve a metrics configuration that enables metrics for objects that start with a particular prefix
and have specific tags applied.

GET /?metrics&id=ImportantBlueDocuments HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
x-amz-date: Thu, 15 Nov 2016 00:17:21 GMT
Authorization: signatureValue

Second Sample Response

This example illustrates one usage of GetBucketMetricsConfiguration.
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HTTP/1.1 200 OK

Xx-amz-id-2:
ITnGT1y4REXAMPLEPi4hk1TXouTf@hccUjo@iCPEXAMPLEUtBj3M7fPG1WO2SEWpP

x-amz-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:22 GMT

Server: AmazonS3

Content-Length: 480

<?xml version="1.0" encoding="UTF-8"7?>
<MetricsConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Id>ImportantBlueDocuments</Id>
<Filter>
<And>
<Prefix>documents/</Prefix>
<Tag>
<Key>priority</Key>
<Value>high</Value>
</Tag>
<Tag>
<Key>class</Key>
<Value>blue</Value>
</Tag>
</And>
</Filter>
</MetricsConfiguration>

Third Sample Request

Retrieve a metrics configuration that enables metrics for a specific access point.

GET /?metrics&id=ImportantDocumentsAccessPoint HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
x-amz-date: Thu, 26 Aug 2021 00:17:21 GMT
Authorization: signatureValue

Third Sample Response

This example illustrates one usage of GetBucketMetricsConfiguration.

Amazon S3 API Version 2006-03-01 284



Amazon Simple Storage Service API Reference

HTTP/1.1 200 OK

Xx-amz-id-2:
ITnGT1y4REXAMPLEPi4hk1TXouTf@hccUjo@iCPEXAMPLEUtBj3M7fPG1WO2SEWpP

x-amz-request-id: 51991EXAMPLE5321

Date: Thu, 26 Aug 2021 00:17:22 GMT

Server: AmazonS3

Content-Length: 480

<?xml version="1.0" encoding="UTF-8"7?>

<MetricsConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Id>ImportantDocumentsAccessPoint</Id>
<Filter>

<AccessPointArn>arn:aws:s3:us-west-2:123456789012:accesspoint/test</
AccessPointArn>

</Filter>

</MetricsConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

o AWS SDK for C++

o AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketNotification
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

No longer used, see GetBucketNotificationConfiguration.

Request Syntax

GET /?notification HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket

The name of the bucket for which to get the notification configuration.

When you use this APl operation with an access point, provide the alias of the access point in

place of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point
alias in a request is not valid, the error code InvalidAccessPointAliasError is returned.
For more information about InvalidAccessPointAliasError, see List of Error Codes.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden

(access denied).
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<NotificationConfiguration>
<TopicConfiguration>
<Event>string</Event>
<Event>string</Event>

<Id>string</I1d>
<Topic>string</Topic>
</TopicConfiguration>

<QueueConfiguration>

<Event>string</Event>
<Event>string</Event>

<Id>string</I1d>

<Queue>string</Queue>
</QueueConfiguration>
<CloudFunctionConfiguration>

<CloudFunction>string</CloudFunction>

<Event>string</Event>

<Event>string</Event>

<Id>string</1d>
<InvocationRole>string</InvocationRole>
</CloudFunctionConfiqguration>
</NotificationConfiguration>

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.

NotificationConfiguration

Root level tag for the NotificationConfiguration parameters.

Required: Yes
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CloudFunctionConfiguration

Container for specifying the AWS Lambda notification configuration.

Type: CloudFunctionConfiguration data type

QueueConfiguration

This data type is deprecated. This data type specifies the configuration for publishing messages
to an Amazon Simple Queue Service (Amazon SQS) queue when Amazon S3 detects specified
events.

Type: QueueConfigurationDeprecated data type

TopicConfiguration

This data type is deprecated. A container for specifying the configuration for publication of
messages to an Amazon Simple Notification Service (Amazon SNS) topic when Amazon S3
detects specified events.

Type: TopicConfigurationDeprecated data type

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketNotificationConfiguration
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Returns the notification configuration of a bucket.

If notifications are not enabled on the bucket, the action returns an empty
NotificationConfiguration element.

By default, you must be the bucket owner to read the notification configuration of a bucket.
However, the bucket owner can use a bucket policy to grant permission to other users to read this
configuration with the s3:GetBucketNotification permission.

When you use this APl operation with an access point, provide the alias of the access point in place
of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point alias
in a request is not valid, the error code InvalidAccessPointAliasError is returned. For more
information about InvalidAccessPointAliasError, see List of Error Codes.

For more information about setting and reading the notification configuration on a bucket, see
Setting Up Notification of Bucket Events. For more information about bucket policies, see Using

Bucket Policies.

The following action is related to GetBucketNotification:

o PutBucketNotification

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?notification HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The name of the bucket for which to get the notification configuration.

When you use this APl operation with an access point, provide the alias of the access point in
place of the bucket name.

When you use this APl operation with an Object Lambda access point, provide the alias of the
Object Lambda access point in place of the bucket name. If the Object Lambda access point
alias in a request is not valid, the error code InvalidAccessPointAliasError is returned.
For more information about InvalidAccessPointAliasError, see List of Error Codes.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<NotificationConfiguration>

<TopicConfiguration>
<Event>string</Event>

<Filter>
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<S3Key>
<FilterRule>

<Name>string</Name>
<Value>string</Value>
</FilterRule>
</S3Key>

</Filter>

<Id>string</I1d>

<Topic>string</Topic>

</TopicConfiguration>

<QueueConfiguration>
<Event>string</Event>

<Filter>
<S3£X>
<FilterRule>
<Name>string</Name>
<Value>string</Value>
</FilterRule>
</S3Key>
</Filter>
<Id>string</I1d>
<Queue>string</Queue>
</QueueConfiguration>

<CloudFunctionConfiguration>
<Event>string</Event>

<Filter>
<S3Key>
<FilterRule>
<Name>string</Name>
<Value>string</Value>
</FilterRule>
</S3Key>
</Filter>
<Id>string</I1d>

<CloudFunction>string</CloudFunction>

</CloudFunctionConfiguration>
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<EventBridgeConfiguration>

</EventBridgeConfiguration>
</NotificationConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.

NotificationConfiguration

Root level tag for the NotificationConfiguration parameters.

Required: Yes

CloudFunctionConfiguration

Describes the AWS Lambda functions to invoke and the events for which to invoke them.

Type: Array of LambdaFunctionConfiguration data types

EventBridgeConfiguration

Enables delivery of events to Amazon EventBridge.

Type: EventBridgeConfiguration data type

QueueConfiguration

The Amazon Simple Queue Service queues to publish messages to and the events for which to
publish messages.

Type: Array of QueueConfiguration data types

TopicConfiguration

The topic to which notifications are sent and the events for which notifications are generated.

Type: Array of TopicConfiguration data types

Examples
Sample Request

This request returns the notification configuration on the bucket amzn-s3-demo-
bucket.s3.<Region>.amazonaws.com.
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GET ?notification HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 15 Oct 2014 16:59:03 GMT

Authorization: authorization string

Sample Response

This response returns that the notification configuration for the specified bucket.

HTTP/1.1 200 OK

x-amz-id-2: YgIPIfBiKa2bj@KMgUAdQkf3ShITOO0pXUueF6QKo
x-amz-request-id: 236A8905248E5A02

Date: Wed, 15 Oct 2014 16:59:04 GMT

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<NotificationConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<TopicConfiguration>
<Id>YjVkM2YQYmUtNGI3NCOOZjQyLWEWNGItNDIyYWUXxY2ION2M4</Id>
<Topic>arn:aws:sns:us-east-l:account-id:s3notificationtopic2</Topic>
<Event>s3:ReducedRedundancylLostObject</Event>
<Event>s3:0bjectCreated: *</Event>

</TopicConfiguration>

</NotificationConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

o AWS SDK for JavaScript V3

Amazon S3 API Version 2006-03-01 293


https://docs.aws.amazon.com/goto/aws-cli/s3-2006-03-01/GetBucketNotificationConfiguration
https://docs.aws.amazon.com/goto/DotNetSDKV3/s3-2006-03-01/GetBucketNotificationConfiguration
https://docs.aws.amazon.com/goto/SdkForCpp/s3-2006-03-01/GetBucketNotificationConfiguration
https://docs.aws.amazon.com/goto/SdkForGoV2/s3-2006-03-01/GetBucketNotificationConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/s3-2006-03-01/GetBucketNotificationConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/s3-2006-03-01/GetBucketNotificationConfiguration

Amazon Simple Storage Service API Reference

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3
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GetBucketOwnershipControls
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Retrieves OwnershipControls for an Amazon S3 bucket. To use this operation, you must have
the s3:GetBucketOwnershipControls permission. For more information about Amazon S3
permissions, see Specifying permissions in a policy.

(® Note

A bucket doesn't have OwnershipControls settings in the following cases:

« The bucket was created before the BucketOwnerEnforced ownership setting was
introduced and you've never explicitly applied this value

» You've manually deleted the bucket ownership control value using the

DeleteBucketOwnershipControls API operation.

By default, Amazon S3 sets OwnershipControls for all newly created buckets.

For information about Amazon S3 Object Ownership, see Using Object Ownership.

The following operations are related to GetBucketOwnershipControls:

o PutBucketOwnershipControls

o DeleteBucketOwnershipControls

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?ownershipControls HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The name of the Amazon S3 bucket whose OwnershipControls you want to retrieve.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<OwnershipControls>
<Rule>
<0bjectOwnership>string</0bjectOwnership>
</w>

</0OwnershipControls>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.
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OwnershipControls

Root level tag for the OwnershipControls parameters.

Required: Yes

Rule

The container element for an ownership control rule.

Type: Array of OwnershipControlsRule data types

Examples

Sample GetBucketOwnershipControls Request for BucketOwnerEnforced

This example illustrates one usage of GetBucketOwnershipControls.

GET /amzn-s3-demo-bucket?/ownershipControls HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Mon, 29 Nov 2021 00:17:22 GMT

Authorization: signatureValue;

Sample GetBucketOwnershipControls Response

This example illustrates one usage of GetBucketOwnershipControls.

HTTP/1.1 200 0K
x-amz-id-2: Adphn7MaAHDEgOmh5ImcTN8mzyVX0JIhIztSiQNaqTxnXXcYi4uiZbYdwWC3IXmh/

XXVUUQwO4Vs=

x-amz-request-id: 252631EQ5F84A415
Date: Mon, 29 Nov 2021 00:17:22 GMT
Server: AmazonS3

Content-Length: 194

<OwnershipControls xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<0bjectOwnership>BucketOwnerEnforced</ObjectOwnership>
</Rule>
</OwnershipControls>
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Sample GetBucketOwnershipControls Request for BucketOwnerPreferred

This example illustrates one usage of GetBucketOwnershipControls.

GET /amzn-s3-demo-bucket?/ownershipControls HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Thu, 18 Jun 2017 00:17:22 GMT

Authorization: signatureValue;

Sample GetBucketOwnershipControls Response

This example illustrates one usage of GetBucketOwnershipControls.

HTTP/1.1 200 OK

x-amz-id-2: Adphn7MaAHDEg9mh5JImcTN8mzyVX0JhIztSiQNaqTxnXXcYi4uiZbYdwWC3IXmh/
XXVUUQwO4Vs=

x-amz-request-id: 252631EQ5F84A415

Date: Thu, 18 Jun 2020 00:17:22 GMT

Server: AmazonS3

Content-Length: 194

<OwnershipControls xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<0ObjectOwnership>BucketOwnerPreferred</ObjectOwnership>
</Rule>
</OwnershipControls>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET
o AWS SDK for C++
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AWS SDK for Go v2
AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3
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GetBucketPolicy
Service: Amazon S3

Returns the policy of a specified bucket.

(® Note

Directory buckets - For directory buckets, you must make requests for this APl operation
to the Regional endpoint. These endpoints support path-style requests in the format
https://s3express-control.region-code.amazonaws.com/bucket-name .
Virtual-hosted-style requests aren't supported. For more information about endpoints in
Availability Zones, see Regional and Zonal endpoints for directory buckets in Availability

Zones in the Amazon S3 User Guide. For more information about endpoints in Local Zones,
see Concepts for directory buckets in Local Zones in the Amazon S3 User Guide.

Permissions

If you are using an identity other than the root user of the AWS account that owns the bucket,
the calling identity must both have the GetBucketPolicy permissions on the specified bucket
and belong to the bucket owner's account in order to use this operation.

If you don't have GetBucketPolicy permissions, Amazon S3 returns a 403 Access Denied
error. If you have the correct permissions, but you're not using an identity that belongs to the
bucket owner's account, Amazon S3 returns a 405 Method Not Allowed error.

/A Important

To ensure that bucket owners don't inadvertently lock themselves out of their

own buckets, the root principal in a bucket owner's AWS account can perform the
GetBucketPolicy, PutBucketPolicy, and DeleteBucketPolicy API actions,
even if their bucket policy explicitly denies the root principal's access. Bucket owner
root principals can only be blocked from performing these API actions by VPC endpoint
policies and AWS Organizations policies.

» General purpose bucket permissions - The s3:GetBucketPolicy permission is required
in a policy. For more information about general purpose buckets bucket policies, see Using
Bucket Policies and User Policies in the Amazon S3 User Guide.
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» Directory bucket permissions - To grant access to this APl operation, you must have the
s3express:GetBucketPolicy permission in an IAM identity-based policy instead of a
bucket policy. Cross-account access to this APl operation isn't supported. This operation can
only be performed by the AWS account that owns the resource. For more information about
directory bucket policies and permissions, see AWS ldentity and Access Management (IAM) for
S3 Express One Zone in the Amazon S3 User Guide.

Example bucket policies

General purpose buckets example bucket policies - See Bucket policy examples in the Amazon
S3 User Guide.

Directory bucket example bucket policies - See Example bucket policies for S3 Express One
Zone in the Amazon S3 User Guide.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is s3express-control.region-
code .amazonaws . com.

The following action is related to GetBucketPolicy:

» GetObject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?policy HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.
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Bucket

The bucket name to get the bucket policy for.

Directory buckets - When you use this operation with a directory bucket, you must

use path-style requests in the format https://s3express-control.region-
code.amazonaws.com/bucket-name . Virtual-hosted-style requests aren't supported.
Directory bucket names must be unique in the chosen Zone (Availability Zone or Local Zone).
Bucket names must also follow the format bucket-base-name--zone-id--x-s3 (for
example, DOC-EXAMPLE-BUCKET--usw2-az1--x-s3).For information about bucket naming
restrictions, see Directory bucket naming rules in the Amazon S3 User Guide

Access points - When you use this APl operation with an access point, provide the alias of the
access point in place of the bucket name.

Object Lambda access points - When you use this API operation with an Object

Lambda access point, provide the alias of the Object Lambda access point in place of
the bucket name. If the Object Lambda access point alias in a request is not valid, the
error code InvalidAccessPointAliasError is returned. For more information about
InvalidAccessPointAliasError, see List of Error Codes.

(® Note

Object Lambda access points are not supported by directory buckets.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

(® Note

For directory buckets, this header is not supported in this API operation. If you specify
this header, the request fails with the HTTP status code 501 Not Implemented.
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200

{ Policy in JSON format }

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
<varlistentry> Policy </varlistentry>

Examples
Sample Request for general purpose buckets

The following request returns the policy of the specified bucket.

GET ?policy HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 28 Oct 2009 22:32:00 GMT

Authorization: authorization string

Sample Response for general purpose buckets

This example illustrates one usage of GetBucketPolicy.

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByru9p04SAMPLEAtRPfTaOFg==
x-amz-request-id: 656c76696e67SAMPLES7374
Date: Tue, 04 Apr 2010 20:34:56 GMT
Connection: keep-alive

Server: AmazonS3
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{
"Version":"2008-10-17",

"Id":"aaaa-bbbb-cccc-dddd",
"Statement" : [

{
"Effect":"Deny",
"Sid"."1",
"Principal" : {
"AWS":["111122223333","444455556666" ]
},

"Action":["s3:*"],

"Resource":"arn:aws:s3:: :bucket/*"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketPolicyStatus
Service: Amazon S3

® Note

This operation is not supported for directory buckets.

Retrieves the policy status for an Amazon S3 bucket, indicating whether the bucket is public. In
order to use this operation, you must have the s3:GetBucketPolicyStatus permission. For
more information about Amazon S3 permissions, see Specifying Permissions in a Policy.

For more information about when Amazon S3 considers a bucket public, see The Meaning of
"Public".

The following operations are related to GetBucketPolicyStatus:

Using Amazon S3 Block Public Access
GetPublicAccessBlock
PutPublicAccessBlock
DeletePublicAccessBlock

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?policyStatus HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.
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Bucket
The name of the Amazon S3 bucket whose policy status you want to retrieve.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>

<PolicyStatus>
<IsPublic>boolean</IsPublic>

</PolicyStatus>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.
PolicyStatus

Root level tag for the PolicyStatus parameters.

Required: Yes
IsPublic

The policy status for this bucket. TRUE indicates that this bucket is public. FALSE indicates that
the bucket is not public.

Type: Boolean
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Examples
Sample Request

The following request gets a bucket policy status.

GET /<bucket-name>?policyStatus HTTP/1.1
Host: <bucket-name>.s3.<Region>.amazonaws.com
x-amz-date: <Thu, 15 Nov 2016 00:17:21 GMT>
Authorization: <signatureValue>

Sample Response

This example illustrates one usage of GetBucketPolicyStatus.

HTTP/1.1 200 OK

X-amz-id-2:
ITnGT1ly4REXAMPLEPi4hk1TXouTf@hccUjo@iCPEXAMPLEUtBj3M7fPG1WO2SEWp

x-amz-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:22 GMT

Server: AmazonS3

Content-Length: @

<PolicyStatus>

<IsPublic>TRUE</IsPublic>
</PolicyStatus>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
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AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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GetBucketReplication
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Returns the replication configuration of a bucket.

(® Note

It can take a while to propagate the put or delete a replication configuration to all Amazon
S3 systems. Therefore, a get request soon after put or delete can return a wrong result.

For information about replication configuration, see Replication in the Amazon S3 User Guide.

This action requires permissions for the s3:GetReplicationConfiguration action. For more
information about permissions, see Using Bucket Policies and User Policies.

If you include the Filter element in a replication configuration, you must also include the
DeleteMarkerReplication and Priority elements. The response also returns those elements.

For information about GetBucketReplication errors, see List of replication-related error codes

The following operations are related to GetBucketReplication:

o PutBucketReplication

» DeleteBucketReplication

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.
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Request Syntax

GET /?replication HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket name for which to get the replication information.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<ReplicationConfiguration>
<Role>string</Role>
<Rule>
<DeleteMarkerReplication>
<Status>string</Status>
</DeleteMarkerReplication>

<Destination>
<AccessControlTranslation>
<Owner>string</Owner>
</AccessControlTranslation>
<Account>string</Account>
<Bucket>string</Bucket>
<EncryptionConfiguration>
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<ReplicaKmsKeyID>string</ReplicaKmsKeyID>
</EncryptionConfiguration>
<Metrics>
<EventThreshold>
<Minutes>integer</Minutes>
</EventThreshold>
<Status>string</Status>
</Metrics>
<ReplicationTime>
<Status>string</Status>
<Tj_£>
<Minutes>integer</Minutes>
</Tj_£>
</ReplicationTime>
<StorageClass>string</StorageClass>
</Destination>
<ExistingObjectReplication>
<Status>string</Status>
</ExistingObjectReplication>
<Filter>
<A_nd>
<Prefix>string</Prefix>
<T_aq>
<Key>string</Key>
<Value>string</Value>
</Tag>

</A_nd>
<Prefix>string</Prefix>
<m>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</1D>
<Prefix>string</Prefix>
<Priority>integer</Priority>
<SourceSelectionCriteria>
<ReplicaModifications>
<Status>string</Status>
</ReplicaModifications>
<SseKmsEncryptedObjects>
<Status>string</Status>
</SseKmsEncryptedObjects>
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</SourceSelectionCriteria>
<Status>string</Status>
</Rule>

</ReplicationConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

ReplicationConfiguration

Root level tag for the ReplicationConfiguration parameters.

Required: Yes

Role

The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role
that Amazon S3 assumes when replicating objects. For more information, see How to Set Up
Replication in the Amazon S3 User Guide.

Type: String

Rule

A container for one or more replication rules. A replication configuration must have at least one
rule and can contain a maximum of 1,000 rules.

Type: Array of ReplicationRule data types

Examples
Sample Request: Retrieve replication configuration information

The following GET request retrieves information about the replication configuration set for the
amzn-s3-demo-bucket bucket:

GET /?replication HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
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Date: Tue, 10 Feb 2015 00:17:21 GMT
Authorization: authorization string

Sample Response

The following response shows that replication is enabled on the bucket. The empty prefix indicates
that Amazon S3 will replicate all objects that are created in the amzn-s3-demo-bucket bucket.
The Destination element identifies the target bucket where Amazon S3 creates the object
replicas, and the storage class (STANDARD_IA) that Amazon S3 uses when creating replicas.

Amazon S3 assumes the specified IAM role to replicate objects on behalf of the bucket owner,
which is the AWS account that created the bucket.

HTTP/1.1 200 OK

X-amz-id-2:
ITnGTly4RyTmXa3rPi4shk1lTXouTfOhccUjo@iCPjz6FnfIutBj3M7fPG1WO2SEWD

x-amz-request-id: 51991C342example

Date: Tue, 10 Feb 2015 00:17:23 GMT

Server: AmazonS3

Content-Length: contentlength

<?xml version="1.0" encoding="UTF-8"7?>
<ReplicationConfiguration>
<Role>arn:aws:iam: :35667example:role/CrossRegionReplicationRoleForS3</
Role>
<Rule>
<ID>rulel</ID>
<Status>Enabled</Status>
<Priority>1</Priority>
<DeleteMarkerReplication>
<Status>Disabled</Status>
</DeleteMarkerReplication>
<Filter>
<And>
<Prefix>TaxDocs</Prefix>
<Tag>
<Key>keyl</Key>
<Value>valuel</Value>
</Tag>
<Tag>
<Key>keyl</Key>
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<Value>valuel</Value>
</Tag>
</And>
</Filter>

<Destination>
<Bucket>arn:aws:s3:::exampletargetbucket</Bucket>

</Destination>

</Rule>
</ReplicationConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3

Amazon S3 API Version 2006-03-01 314


https://docs.aws.amazon.com/goto/aws-cli/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/DotNetSDKV3/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/SdkForCpp/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/SdkForGoV2/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/SdkForJavaV2/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/SdkForKotlin/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/SdkForPHPV3/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/boto3/s3-2006-03-01/GetBucketReplication
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/GetBucketReplication

Amazon Simple Storage Service API Reference

GetBucketRequestPayment
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Returns the request payment configuration of a bucket. To use this version of the operation, you
must be the bucket owner. For more information, see Requester Pays Buckets.

The following operations are related to GetBucketRequestPayment:

« ListObjects

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?requestPayment HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.

Bucket
The name of the bucket for which to get the payment request configuration

Required: Yes
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x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden

(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"7?>

<RequestPaymentConfiguration>
<Payer>string</Payer>

</RequestPaymentConfiquration>

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.

RequestPaymentConfiguration

Root level tag for the RequestPaymentConfiguration parameters.

Required: Yes
Payer

Specifies who pays for the download and request fees.
Type: String

Valid Values: Requester | BucketOwner

Examples

Sample Request

The following request returns the payer for the bucket, amzn-s3-demo-bucket.

Amazon S3
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GET ?requestPayment HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 01 Mar 2009 12:00:00 GMT

Authorization: authorization string

Sample Response

This response shows that the bucket is a Requester Pays bucket, meaning the person requesting a
download from this bucket pays the transfer fees.

HTTP/1.1 200 OK

Xx-amz-id-2:
YgIPIfBiKa2bj@KMg95r/@zo3emzU4dzsD4rcKCHQUAdQkT3ShITOOpXUueF6QKo

x-amz-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2009 12:00:00 GMT

Content-Type: [type]

Content-Length: @

Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<RequestPaymentConfiguration xmlns="http://s3.amazonaws.com/
doc/2006-03-01/">
<Payer>Requester</Payer>
</RequestPaymentConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
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AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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GetBucketTagging
Service: Amazon S3

® Note

This operation is not supported for directory buckets.

Returns the tag set associated with the bucket.

To use this operation, you must have permission to perform the s3:GetBucketTagging action.
By default, the bucket owner has this permission and can grant this permission to others.

GetBucketTagging has the following special error:

» Error code: NoSuchTagSet

 Description: There is no tag set associated with the bucket.

The following operations are related to GetBucketTagging:

» PutBucketTagging

» DeleteBucketTagging

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?tagging HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.
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Bucket
The name of the bucket for which to get the tagging information.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden

(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<Tagging>
<TagSet>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</TagSet>
</Tagging>

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.
Taggin
Root level tag for the Tagging parameters.

Required: Yes
TagSet

Contains the tag set.

Amazon S3
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Type: Array of Tag data types

Examples
Sample Request

The following request returns the tag set of the specified bucket.

GET ?tagging HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 28 Oct 2009 22:32:00 GMT

Authorization: authorization string

Sample Response

Delete the metric configuration with a specified ID, which disables the CloudWatch metrics with the
ExampleMetrics value for the FilterId dimension.

HTTP/1.1 200 OK

Date: Wed, 25 Nov 2009 12:00:00 GMT
Connection: close

Server: AmazonS3

<Tagging>
<TagSet>
<Tag>
<Key>Project</Key>
<Value>Project One</Value>
</Tag>
<Tag>
<Key>User</Key>
<Value>jsmith</Value>
</Tag>
</TagSet>
</Tagging>
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetBucketVersioning
Service: Amazon S3

® Note

This operation is not supported for directory buckets.

Returns the versioning state of a bucket.
To retrieve the versioning state of a bucket, you must be the bucket owner.

This implementation also returns the MFA Delete status of the versioning state. If the MFA Delete
status is enabled, the bucket owner must use an authentication device to change the versioning
state of the bucket.

The following operations are related to GetBucketVersioning:

» GetObject
« PutObject
» DeleteObject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?versioning HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.
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Bucket
The name of the bucket for which to get the versioning information.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"?>

<VersioningConfiguration>
<Status>string</Status>
<MfaDelete>string</MfaDelete>

</VersioningConfiqguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

VersioningConfiguration

Root level tag for the VersioningConfiguration parameters.

Required: Yes
MFADelete

Specifies whether MFA delete is enabled in the bucket versioning configuration. This element is
only returned if the bucket has been configured with MFA delete. If the bucket has never been
so configured, this element is not returned.
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Type: String

Valid Values: Enabled | Disabled

Status
The versioning state of the bucket.
Type: String

Valid Values: Enabled | Suspended

Examples
Example

This example returns the versioning state of amzn-s3-demo-bucket.

GET /?versioning HTTP/1.1
Host:amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Wed, 12 Oct 2009 17:50:00 GMT

Authorization: authorization string

Content-Type: text/plain

Example
There are three versioning states:

If you enabled versioning on a bucket, the response is:

<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Status>Enabled</Status>
</VersioningConfiguration>

Example

If you suspended versioning on a bucket, the response is:
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<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Status>Suspended</Status>
</VersioningConfiguration>

Example

If you never enabled (or suspended) versioning on a bucket, the response is:

<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/"/>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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GetBucketWebsite
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Returns the website configuration for a bucket. To host website on Amazon S3, you can configure a
bucket as website by adding a website configuration. For more information about hosting websites,
see Hosting Websites on Amazon S3.

This GET action requires the S3: GetBucketWebsite permission. By default, only the
bucket owner can read the bucket website configuration. However, bucket owners can allow
other users to read the website configuration by writing a bucket policy granting them the
S3:GetBucketWebsite permission.

The following operations are related to GetBucketWebsite:

+ DeleteBucketWebsite
« PutBucketWebsite

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?website HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters

The request uses the following URI parameters.
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Bucket
The bucket name for which to get the website configuration.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>
<RedirectAllRequestsTo>
<HostName>string</HostName>
<Protocol>string</Protocol>
</RedirectAllRequestsTo>
<IndexDocument>
<Suffix>string</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>string</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<Condition>

<HttpErrorCodeReturnedEquals>string</HttpErrorCodeReturnedEquals>
<KeyPrefixEquals>string</KeyPrefixEquals>

</Condition>

<Redirect>
<HostName>string</HostName>
<HttpRedirectCode>string</HttpRedirectCode>
<Protocol>string</Protocol>
<ReplaceKeyPrefixWith>string</ReplaceKeyPrefixWith>
<ReplaceKeyWith>string</ReplaceKeyWith>

Amazon S3 API Version 2006-03-01 328



Amazon Simple Storage Service API Reference

</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in XML format by the service.

WebsiteConfiguration

Root level tag for the WebsiteConfiguration parameters.

Required: Yes

ErrorDocument

The object key name of the website error document to use for 4XX class errors.

Type: ErrorDocument data type

IndexDocument

The name of the index document for the website (for example index.html).

Type: IndexDocument data type

RedirectAllRequestsTo

Specifies the redirect behavior of all requests to a website endpoint of an Amazon S3 bucket.

Type: RedirectAllRequestsTo data type

RoutingRules

Rules that define when a redirect is applied and the redirect behavior.

Type: Array of RoutingRule data types

Examples
Sample Request

This request retrieves website configuration on the specified bucket.
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GET ?website HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Date: Thu, 27 Jan 2011 00:49:20 GMT

Authorization: AWS AKIAIOSFODNN7EXAMPLE :n@Nhek72Ufg/u7Sm5C1dgRLs8XX=

Sample Response

This example illustrates one usage of GetBucketWebsite.

HTTP/1.1 200 0K

x-amz-id-2: YgIPIfBiKa2bj@KMgUAdQkf3ShITOO0pXUueF6QKo
x-amz-request-id: 3848CD259D811111

Date: Thu, 27 Jan 2011 00:49:26 GMT

Content-Length: 240

Content-Type: application/xml

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>404.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET
o AWS SDK for C++
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AWS SDK for Go v2
AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3
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GetObject
Service: Amazon S3

Retrieves an object from Amazon S3.
In the GetObject request, specify the full key name for the object.

General purpose buckets - Both the virtual-hosted-style requests and the path-style requests
are supported. For a virtual hosted-style request example, if you have the object photos/2006/
February/sample. jpg, specify the object key name as /photos/2006/February/

sample. jpg. For a path-style request example, if you have the object photos/2006/
February/sample. jpg in the bucket named examplebucket, specify the object key name as /
examplebucket/photos/2006/February/sample. jpg. For more information about request
types, see HTTP Host Header Bucket Specification in the Amazon S3 User Guide.

Directory buckets - Only virtual-hosted-style requests are supported. For a virtual hosted-

style request example, if you have the object photos/2006/February/sample. jpgin

the bucket named amzn-s3-demo-bucket--usw2-azl--x-s3, specify the object key

name as /photos/2006/February/sample. jpg. Also, when you make requests to this

API operation, your requests are sent to the Zonal endpoint. These endpoints support virtual-
hosted-style requests in the format https://bucket-name.s3express-zone-id.region-
code.amazonaws.com/key-name . Path-style requests are not supported. For more information
about endpoints in Availability Zones, see Regional and Zonal endpoints for directory buckets in

Availability Zones in the Amazon S3 User Guide. For more information about endpoints in Local

Zones, see Concepts for directory buckets in Local Zones in the Amazon S3 User Guide.

Permissions

» General purpose bucket permissions - You must have the required permissions in a policy. To
use GetObject, you must have the READ access to the object (or version). If you grant READ
access to the anonymous user, the GetObject operation returns the object without using
an authorization header. For more information, see Specifying permissions in a policy in the
Amazon S3 User Guide.

If you include a versionId in your request header, you must have the
s3:GetObjectVersion permission to access a specific version of an object. The
s3:GetObject permission is not required in this scenario.
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If you request the current version of an object without a specific versionId in the request
header, only the s3:GetObject permission is required. The s3:GetObjectVersion
permission is not required in this scenario.

If the object that you request doesn't exist, the error that Amazon S3 returns depends on
whether you also have the s3:ListBucket permission.

« If you have the s3:ListBucket permission on the bucket, Amazon S3 returns an HTTP
status code 404 Not Found error.

« If you don't have the s3:ListBucket permission, Amazon S3 returns an HTTP status code
4@3 Access Denied error.

« Directory bucket permissions - To grant access to this APl operation on a directory
bucket, we recommend that you use the CreateSession APl operation for session-based

authorization. Specifically, you grant the s3express:CreateSession permission to the
directory bucket in a bucket policy or an IAM identity-based policy. Then, you make the
CreateSession API call on the bucket to obtain a session token. With the session token in
your request header, you can make API requests to this operation. After the session token
expires, you make another CreateSession API call to generate a new session token for
use. AWS CLI or SDKs create session and refresh the session token automatically to avoid
service interruptions when a session expires. For more information about authorization, see
CreateSession.

If the object is encrypted using SSE-KMS, you must also have the kms : GenerateDataKey
and kms :Decrypt permissions in IAM identity-based policies and AWS KMS key policies for
the AWS KMS key.

Storage classes

If the object you are retrieving is stored in the S3 Glacier Flexible Retrieval storage class,

the S3 Glacier Deep Archive storage class, the S3 Intelligent-Tiering Archive Access tier,

or the S3 Intelligent-Tiering Deep Archive Access tier, before you can retrieve the object

you must first restore a copy using RestoreObject. Otherwise, this operation returns an
InvalidObjectState error. For information about restoring archived objects, see Restoring
Archived Objects in the Amazon S3 User Guide.

Directory buckets - Directory buckets only support EXPRESS_ONEZONE (the S3 Express
One Zone storage class) in Availability Zones and ONEZONE_IA (the S3 One Zone-Infrequent
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Access storage class) in Dedicated Local Zones. Unsupported storage class values won't write a
destination object and will respond with the HTTP status code 400 Bad Request.

Encryption

Encryption request headers, like x-amz-server-side-encryption, should not be sent for
the GetObject requests, if your object uses server-side encryption with Amazon S3 managed
encryption keys (SSE-S3), server-side encryption with AWS Key Management Service (AWS KMS)
keys (SSE-KMS), or dual-layer server-side encryption with AWS KMS keys (DSSE-KMS). If you
include the header in your GetObject requests for the object that uses these types of keys,
you'll get an HTTP 400 Bad Request error.

Directory buckets - For directory buckets, there are only two supported options for server-side
encryption: SSE-S3 and SSE-KMS. SSE-C isn't supported. For more information, see Protecting
data with server-side encryption in the Amazon S3 User Guide.

Overriding response header values through the request

There are times when you want to override certain response header values of a GetObject
response. For example, you might override the Content-Disposition response header value
through your GetObject request.

You can override values for a set of response headers. These modified response header values
are included only in a successful response, that is, when the HTTP status code 200 OK is
returned. The headers you can override using the following query parameters in the request are
a subset of the headers that Amazon S3 accepts when you create an object.

The response headers that you can override for the GetObject response are Cache-Control,
Content-Disposition, Content-Encoding, Content-Language, Content-Type, and
Expires.

To override values for a set of response headers in the GetObject response, you can use the
following query parameters in the request.

« response-cache-control

« response-content-disposition
« response-content-encoding

« response-content-language

e response-content-type

. response—expires
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® Note

When you use these parameters, you must sign the request by using either an
Authorization header or a presigned URL. These parameters cannot be used with an
unsigned (anonymous) request.

HTTP Host header syntax

Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-
id.region-code.amazonaws.com.

The following operations are related to GetObject:

o ListBuckets
» GetObjectAcl

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /Key+?partNumber=PartNumber&response-cache-control=ResponseCacheControl&response-
content-disposition=ResponseContentDisposition&response-
content-encoding=ResponseContentEncoding&response-content-
language=ResponseContentlLanguage&response-content-type=ResponseContentType&response-
expires=ResponseExpires&versionld=VersionId HTTP/1.1

Host: Bucket.s3.amazonaws.com

If-Match: IfMatch

If-Modified-Since: IfModifiedSince

If-None-Match: IfNoneMatch

If-Unmodified-Since: IfUnmodifiedSince

Range: Range

X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key: SSECustomerKey
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X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-request-payer: RequestPayer

x-amz-expected-bucket-owner: ExpectedBucketOwner
x-amz-checksum-mode: ChecksumMode

URI Request Parameters
The request uses the following URI parameters.
Bucket

The bucket name containing the object.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
code.amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-az1l--x-s3). Forinformation about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.

Object Lambda access points - When you use this action with an Object Lambda access
point, you must direct requests to the Object Lambda access point hostname. The Object
Lambda access point hostname takes the form AccessPointName-Accountld.s3-object-
lambda.Region.amazonaws.com.

(® Note

Object Lambda access points are not supported by directory buckets.
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S3 on Outposts - When you use this action with S3 on Outposts, you must direct

requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes
If-Match

Return the object only if its entity tag (ETag) is the same as the one specified in this header;
otherwise, return a 412 Precondition Failed error.

If both of the If-Match and If-Unmodified-Since headers are present in the request
as follows: If-Match condition evaluates to true, and; If-Unmodified-Since condition
evaluates to false; then, S3 returns 200 OK and the data requested.

For more information about conditional requests, see RFC 7232.

If-Modified-Since

Return the object only if it has been modified since the specified time; otherwise, return a 304
Not Modified error.

If both of the If-None-Match and If-Modified-Since headers are present in the request as
follows: If-None-Match condition evaluates to false, and; If-Modified-Since condition
evaluates to true; then, S3 returns 304 Not Modified status code.

For more information about conditional requests, see RFC 7232.

If-None-Match

Return the object only if its entity tag (ETag) is different from the one specified in this header;
otherwise, return a 304 Not Modified error.

If both of the If-None-Match and If-Modified-Since headers are present in the request as
follows: If-None-Match condition evaluates to false, and; If-Modified-Since condition
evaluates to true; then, S3 returns 304 Not Modified HTTP status code.

For more information about conditional requests, see RFC 7232.
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If-Unmodified-Since

Return the object only if it has not been modified since the specified time; otherwise, return a
412 Precondition Failed error.

If both of the If-Match and If-Unmodified-Since headers are present in the request
as follows: If-Match condition evaluates to true, and; If-Unmodified-Since condition
evaluates to false; then, S3 returns 200 OK and the data requested.

For more information about conditional requests, see RFC 7232.
Key

Key of the object to get.
Length Constraints: Minimum length of 1.

Required: Yes
partNumber

Part number of the object being read. This is a positive integer between 1 and 10,000.
Effectively performs a 'ranged' GET request for the part specified. Useful for downloading just a

part of an object.

Range

Downloads the specified byte range of an object. For more information about the HTTP Range
header, see https://www.rfc-editor.org/rfc/rfc9110.html#name-range.

(@ Note
Amazon S3 doesn't support retrieving multiple ranges of data per GET request.

response-cache-control

Sets the Cache-Control header of the response.

response-content-disposition

Sets the Content-Disposition header of the response.
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response-content-encoding

Sets the Content-Encoding header of the response.

response-content-language

Sets the Content-Language header of the response.

response-content-type

Sets the Content-Type header of the response.

response-expires

Sets the Expires header of the response.

versionid
Version ID used to reference a specific version of the object.

By default, the GetObject operation returns the current version of an object. To return a
different version, use the versionId subresource.

® Note

 If youinclude a versionlId in your request header, you must have the
s3:GetObjectVersion permission to access a specific version of an object. The
s3:GetObject permission is not required in this scenario.

« If you request the current version of an object without a specific versionId
in the request header, only the s3:GetObject permission is required. The
s3:GetObjectVersion permission is not required in this scenario.

» Directory buckets - S3 Versioning isn't enabled and supported for directory buckets.
For this APl operation, only the null value of the version ID is supported by directory
buckets. You can only specify null to the versionId query parameter in the
request.

For more information about versioning, see PutBucketVersioning.

x-amz-checksum-mode

To retrieve the checksum, this mode must be enabled.
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Valid Values: ENABLED

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

® Note

This functionality is not supported for directory buckets.

Valid Values: requester

X-amz-server-side-encryption-customer-algorithm

Specifies the algorithm to use when decrypting the object (for example, AES256).

If you encrypt an object by using server-side encryption with customer-provided encryption
keys (SSE-C) when you store the object in Amazon S3, then when you GET the object, you must
use the following headers:

e X-amz-server-side-encryption-customer-algorithm
e X-amz-server-side-encryption-customer-key

e X-amz-server-side-encryption-customer-key-MD5

For more information about SSE-C, see Server-Side Encryption (Using Customer-Provided

Encryption Keys) in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.
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X-amz-server-side-encryption-customer-key

Specifies the customer-provided encryption key that you originally provided for Amazon S3 to
encrypt the data before storing it. This value is used to decrypt the object when recovering it
and must match the one used when storing the data. The key must be appropriate for use with
the algorithm specified in the x-amz-server-side-encryption-customer-algorithm
header.

If you encrypt an object by using server-side encryption with customer-provided encryption
keys (SSE-C) when you store the object in Amazon S3, then when you GET the object, you must
use the following headers:

e X-amz-server-side-encryption-customer-algorithm
e X-amz-server-side-encryption-customer-key

* X-amz-server-side-encryption-customer-key-MD5

For more information about SSE-C, see Server-Side Encryption (Using Customer-Provided

Encryption Keys) in the Amazon S3 User Guide.

® Note

This functionality is not supported for directory buckets.

Xx-amz-server-side-encryption-customer-key-MD5

Specifies the 128-bit MD5 digest of the customer-provided encryption key according to RFC
1321. Amazon S3 uses this header for a message integrity check to ensure that the encryption
key was transmitted without error.

If you encrypt an object by using server-side encryption with customer-provided encryption
keys (SSE-C) when you store the object in Amazon S3, then when you GET the object, you must
use the following headers:

e X-amz-server-side-encryption-customer-algorithm
e X-amz-server-side-encryption-customer-key

 X-amz-server-side-encryption-customer-key-MD5

For more information about SSE-C, see Server-Side Encryption (Using Customer-Provided
Encryption Keys) in the Amazon S3 User Guide.
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® Note

This functionality is not supported for directory buckets.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200

x-amz-delete-marker: DeleteMarker

accept-ranges: AcceptRanges

X-amz-expiration: Expiration

Xx-amz-restore: Restore

Last-Modified: LastModified

Content-Length: ContentlLength

ETag: ETag

x-amz-checksum-crc32: ChecksumCRC32
x-amz-checksum-crc32c: ChecksumCRC32C
x-amz-checksum-crc64nvme: ChecksumCRC64NVME
x-amz-checksum-shal: ChecksumSHA1

x-amz-checksum-sha256: ChecksumSHA256
x-amz-checksum-type: ChecksumType

Xx-amz-missing-meta: MissingMeta

X-amz-version-id: VersionId

Cache-Control: CacheControl

Content-Disposition: ContentDisposition
Content-Encoding: ContentEncoding

Content-Language: ContentlLanguage

Content-Range: ContentRange

Content-Type: ContentType

Expires: Expires

x-amz-website-redirect-location: WebsiteRedirectlLocation
x-amz-server-side-encryption: ServerSideEncryption
X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
x-amz-storage-class: StorageClass

x-amz-request-charged: RequestCharged
x-amz-replication-status: ReplicationStatus
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X-amz-mp-parts-count: PartsCount

x-amz-tagging-count: TagCount

x-amz-object-lock-mode: ObjectlLockMode
x-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
x-amz-object-lock-legal-hold: ObjectLocklLegalHoldStatus

Body

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The response returns the following HTTP headers.

accept-ranges

Indicates that a range of bytes was specified in the request.

Cache-Control

Specifies caching behavior along the request/reply chain.

Content-Disposition

Specifies presentational information for the object.

Content-Encoding

Indicates what content encodings have been applied to the object and thus what decoding
mechanisms must be applied to obtain the media-type referenced by the Content-Type header
field.

Content-Language

The language the content is in.

Content-Length

Size of the body in bytes.

Content-Range

The portion of the object returned in the response.

Content-Type

A standard MIME type describing the format of the object data.
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ETag

An entity tag (ETag) is an opaque identifier assigned by a web server to a specific version of a
resource found at a URL.

Expires

The date and time at which the object is no longer cacheable.

Last-Modified

Date and time when the object was last modified.

General purpose buckets - When you specify a versionId of the object in your request, if the
specified version in the request is a delete marker, the response returns a 405 Method Not
Allowed error and the Last-Modified: timestamp response header.

x-amz-checksum-crc32

The Base64 encoded, 32-bit CRC32 checksum of the object. This checksum is only present if the
object was uploaded with the object. For more information, see Checking object integrity in the

Amazon S3 User Guide.

x-amz-checksum-crc32c

The Base64 encoded, 32-bit CRC32C checksum of the object. This will only be present if the
object was uploaded with the object. For more information, see Checking object integrity in the
Amazon S3 User Guide.

x-amz-checksum-crc64nvme

The Base64 encoded, 64-bit CRC64NVME checksum of the object. For more information, see
Checking object integrity in the Amazon S3 User Guide.

x-amz-checksum-sha1l

The Base64 encoded, 160-bit SHA1 digest of the object. This will only be present if the object
was uploaded with the object. For more information, see Checking object integrity in the
Amazon S3 User Guide.

x-amz-checksum-sha256

The Base64 encoded, 256-bit SHA256 digest of the object. This will only be present if the object
was uploaded with the object. For more information, see Checking object integrity in the
Amazon S3 User Guide.
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x-amz-checksum-type

The checksum type, which determines how part-level checksums are combined to create

an object-level checksum for multipart objects. You can use this header response to verify

that the checksum type that is received is the same checksum type that was specified in the
CreateMultipartUpload request. For more information, see Checking object integrity in the
Amazon S3 User Guide.

Valid Values: COMPOSITE | FULL_OBJECT

x-amz-delete-marker

Indicates whether the object retrieved was (true) or was not (false) a Delete Marker. If false, this
response header does not appear in the response.

(® Note

o If the current version of the object is a delete marker, Amazon S3 behaves as if the
object was deleted and includes x-amz-delete-marker: true in the response.

« If the specified version in the request is a delete marker, the response returns a 405
Method Not Allowed error and the Last-Modified: timestamp response
header.

X-amz-expiration

If the object expiration is configured (see PutBucketLifecycleConfiguration), the
response includes this header. It includes the expiry-date and rule-id key-value pairs
providing object expiration information. The value of the rule-id is URL-encoded.

(® Note

Object expiration information is not returned in directory buckets and this header
returns the value "NotImplemented" in all responses for directory buckets.

X-amz-missing-meta

This is set to the number of metadata entries not returned in the headers that are prefixed with
x-amz-meta-. This can happen if you create metadata using an API like SOAP that supports
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more flexible metadata than the REST API. For example, using SOAP, you can create metadata

whose values are not legal HTTP headers.

® Note

This functionality is not supported for directory buckets.

X-amz-mp-parts-count

The count of parts this object has. This value is only returned if you specify partNumber in your

request and the object was uploaded as a multipart upload.

x-amz-object-lock-legal-hold

Indicates whether this object has an active legal hold. This field is only returned if you have

permission to view an object's legal hold status.

(® Note

This functionality is not supported for directory buckets.

Valid Values: ON | OFF

x-amz-object-lock-mode

The Object Lock mode that's currently in place for this object.

(@ Note

This functionality is not supported for directory buckets.

Valid Values: GOVERNANCE | COMPLIANCE

x-amz-object-lock-retain-until-date

The date and time when this object's Object Lock will expire.
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® Note

This functionality is not supported for directory buckets.

x-amz-replication-status

Amazon S3 can return this if your request involves a bucket that is either a source or destination
in a replication rule.

(® Note

This functionality is not supported for directory buckets.

Valid Values: COMPLETE | PENDING | FAILED | REPLICA | COMPLETED

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon
Simple Storage Service user guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester

X-amz-restore

Provides information about object restoration action and expiration time of the restored object
copy.

(® Note
This functionality is not supported for directory buckets. Directory buckets only support
EXPRESS_ONEZONE (the S3 Express One Zone storage class) in Availability Zones and
ONEZONE_IA (the S3 One Zone-Infrequent Access storage class) in Dedicated Local
Zones.
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X-amz-server-side-encryption

The server-side encryption algorithm used when you store this object in Amazon S3 or Amazon
FSx.

(@ Note

When accessing data stored in Amazon FSx file systems using S3 access points, the only
valid server side encryption option is aws : fsx.

Valid Values: AES256 | aws:fsx | aws:kms | aws:kms:dsse

x-amz-server-side-encryption-aws-kms-key-id

If present, indicates the ID of the KMS key that was used for object encryption.

x-amz-server-side-encryption-bucket-key-enabled

Indicates whether the object uses an S3 Bucket Key for server-side encryption with AWS Key
Management Service (AWS KMS) keys (SSE-KMS).

x-amz-server-side-encryption-customer-algorithm

If server-side encryption with a customer-provided encryption key was requested, the response
will include this header to confirm the encryption algorithm that's used.

(® Note

This functionality is not supported for directory buckets.

x-amz-server-side-encryption-customer-key-MD5

If server-side encryption with a customer-provided encryption key was requested, the
response will include this header to provide the round-trip message integrity verification of the
customer-provided encryption key.

(® Note

This functionality is not supported for directory buckets.
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x-amz-storage-class

Provides storage class information of the object. Amazon S3 returns this header for all objects
except for S3 Standard storage class objects.

® Note

Directory buckets - Directory buckets only support EXPRESS_ONEZONE (the S3 Express
One Zone storage class) in Availability Zones and ONEZONE_IA (the S3 One Zone-
Infrequent Access storage class) in Dedicated Local Zones.

Valid Values: STANDARD | REDUCED_REDUNDANCY | STANDARD_IA | ONEZONE_IA |
INTELLIGENT_TIERING | GLACIER | DEEP_ARCHIVE | OUTPOSTS | GLACIER_IR |
SNOW | EXPRESS_ONEZONE | FSX_OPENZFS

x-amz-tagging-count

The number of tags, if any, on the object, when you have the relevant permission to read object
tags.

You can use GetObjectTagging to retrieve the tag set associated with an object.

(® Note

This functionality is not supported for directory buckets.

x-amz-version-id

Version ID of the object.

(® Note

This functionality is not supported for directory buckets.
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x-amz-website-redirect-location

If the bucket is configured as a website, redirects requests for this object to another object in
the same bucket or to an external URL. Amazon S3 stores the value of this header in the object
metadata.

(® Note

This functionality is not supported for directory buckets.

The following data is returned in binary format by the service.
<varlistentry> Body </varlistentry>

Errors
InvalidObjectState
Obiject is archived and inaccessible until restored.

If the object you are retrieving is stored in the S3 Glacier Flexible Retrieval storage class,

the S3 Glacier Deep Archive storage class, the S3 Intelligent-Tiering Archive Access tier,

or the S3 Intelligent-Tiering Deep Archive Access tier, before you can retrieve the object

you must first restore a copy using RestoreObject. Otherwise, this operation returns an
InvalidObjectState error. For information about restoring archived objects, see Restoring
Archived Objects in the Amazon S3 User Guide.

HTTP Status Code: 403
NoSuchKey

The specified key does not exist.

HTTP Status Code: 404

Examples
Sample Request for general purpose buckets

The following request returns the object my-image. jpg.
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GET /my-image.jpg HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com
Date: Mon, 3 Oct 2016 22:32:00 GMT

Authorization: authorization string

Sample Response for general purpose buckets

This example illustrates one usage of GetObiject.

HTTP/1.1 200 OK

x-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFidJG9Z/2mkiDFu8yU9ASled40pIszj7UDNEHGran

x-amz-request-id: 318BC8BC148832E5

Date: Mon, 3 Oct 2016 22:32:00 GMT

Last-Modified: Wed, 12 Oct 2009 17:50:00 GMT

ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 434234

[434234 bytes of object datal

Sample Response for general purpose buckets: Object with associated tags

If the object had tags associated with it, Amazon S3 returns the x-amz-tagging-count header
with tag count.

HTTP/1.1 200 OK

x-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFid]G9Z/2mkiDFu8yU9ASl1ed40pIszj7UDNEHGran

x-amz-request-id: 318BC8BC148832E5

Date: Mon, 3 Oct 2016 22:32:00 GMT

Last-Modified: Wed, 12 Oct 2009 17:50:00 GMT

ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 434234

x-amz-tagging-count: 2

[434234 bytes of object data]
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Sample Response for general purpose buckets: Object with an expiration

If the object had expiration set using lifecycle configuration, you get the following response with
the x-amz-expiration header.

HTTP/1.1 200 OK
x-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFidJ]G9Z/2mkiDFu8yU9ASled40pIszj7UDNEHGran

x-amz-request-id: 318BC8BC148832E5

Date: Wed, 28 Oct 2009 22:32:00 GMT

Last-Modified: Wed, 12 Oct 2009 17:50:00 GMT

X-amz-expiration: expiry-date="Fri, 23 Dec 2012 00:00:00 GMT", rule-
id="picture-deletion-rule"

ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 434234

Content-Type: text/plain

[434234 bytes of object data]

Sample Response for general purpose buckets: If an object is archived in the S3 Glacier Flexible
Retrieval or S3 Glacier Deep Archive storage classes

If the object you are retrieving is stored in the S3 Glacier Flexible Retrieval or S3 Glacier Deep
Archive storage classes, you must first restore a copy using RestoreObject. Otherwise, this action

returns an InvalidObjectState error.

HTTP/1.1 403 Forbidden

x-amz-request-id: CD4BD8A1310A11B3

x-amz-id-2: m9RDbQUO+RRBTjOUN1ChQleqMUnr9dv8b
+KP6I2gHTfRIZSTSrMCoRP8RtPRZzX9mb

Content-Type: application/xml

Date: Mon, 12 Nov 2012 23:53:21 GMT

Server: Amazon S3

Content-Length: 231

<Error>
<Code>InvalidObjectState</Code>
<Message>The action is not valid for the object's storage class</Message>
<RequestId>9FEFFF118E15B86F</RequestId>
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<HostId>WVQ5kzhiT+0iUfDCOi0YVv8W4Tk9eNcxWi/MK+hTS/av34Xy4rBU3zsavf@aaaaa</
HostId>
</Error>

Sample Response for general purpose buckets: If an object is archived with the S3 Intelligent-
Tiering Archive or S3 Intelligent-Tiering Deep Archive tiers

If the object you are retrieving is stored in the S3 Intelligent-Tiering Archive or S3 Intelligent-
Tiering Deep Archive tiers, you must first restore a copy using RestoreObject. Otherwise, this action

returns an InvalidObjectState error. When restoring from Archive Access or Deep Archive
Access tiers, the response will include StorageClass and AccessTier elements. Access tier valid
values are ARCHIVE_ACCESS and DEEP_ARCHIVE_ACCESS. There is no syntax change if there is an
ongoing restore.

HTTP/1.1 403 Forbidden

x-amz-request-id: CB6AWBC4332B23B7

x-amz-id-2: n3RRfT90+PIDUhut3nhGW2ehfhfNU5f55¢c
+a2ceCC36ab7c7fe3a71Q273b9Q45b1R5

Content-Type: application/xml

Date: Mon, 12 Nov 2012 23:53:21 GMT

Server: Amazon S3

Content-Length: 231

<Error>
<Code>InvalidObjectState</Code>
<Message>The action is not valid for the object's access tier</Message>
<StorageClass>INTELLIGENT_TIERING</StorageClass>
<AccessTier>ARCHIVE_ACCESS</AccessTier>
<RequestId>9FEFFF118E15B86F</RequestId>
<HostId>WVQ5kzhiT+0iUfDCOi0YVv8W4Tk9eNcxWi/MK+hTS/av34Xy4rBU3zsavf@aaaaa</

HostId>
</Error>

Sample Response for general purpose buckets: If the Latest Object Is a Delete Marker

Notice that the delete marker returns a 404 Not Found error.
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HTTP/1.1 404 Not Found

Xx-amz-request-id: 318BC8BC148832E5

x-amz-id-2: eftixk72aD6Ap51Tngzj7UDNEHGran
x-amz-version-id: 3GL4kqtJlcpXroDTDm3vjVBH4@ONr8X8g
x-amz-delete-marker: true

Date: Wed, 28 Oct 2009 22:32:00 GMT

Content-Type: text/plain

Connection: close

Server: AmazonS3

Sample Request for general purpose buckets: Getting a specified version of an object

The following request returns the specified version of an object.

GET /myObject?versionId=3/L4kqtJI1lcpXroDTDmpUMLUo HTTP/1.1
Host: bucket.s3.<Region>.amazonaws.com

Date: Wed, 28 Oct 2009 22:32:00 GMT

Authorization: authorization string

Sample Response for general purpose buckets: GET a versioned object

This example illustrates one usage of GetObject.

HTTP/1.1 200 OK

x-amz-id-2: eftixk72aD6Ap540pIszj7UDNEHGran
x-amz-request-id: 318BC8BC148832E5S

Date: Wed, 28 Oct 2009 22:32:00 GMT
Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
x-amz-version-id: 3/L4kqtJ1lcpXroDTDmJI+rmSpXd3QBpUMLUO
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 434234

Content-Type: text/plain

Connection: close

Server: AmazonS3

[434234 bytes of object datal
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Sample Request for general purpose buckets: Parameters altering response header values

The following request specifies all the query string parameters in a GET request overriding the
response header values.

GET /Junk3.txt?response-cache-control=No-cache&response-content-

disposition=attachment%3B%20filename%3Dtesting.txt&response-content-encoding=x-
gzip&response-content-language=mi%2C%20en&response-expires=Thu%2C%2001%20Dec
%201994%2016:00:00%20GMT HTTP/1.1

x-amz-date: Sun, 19 Dec 2010 01:53:44 GMT
Accept: */*
Authorization: AWS AKIAIOSFODNN7EXAMPLE:aaStE6nKnw8ihhiIdReoXY1Mamw=

Sample Response for general purpose buckets: With overridden response header values

The following request specifies all the query string parameters in a GET request overriding the

response header values.

HTTP/1.1 200 OK
x-amz-id-2: SIidWAK3hK+I13/

QqiulZKEuegzLAAspwsgwnwygb9GgFseeFHL5CII8NXSTfWw2

Xx-amz-request-id: 881B1CBD9DF17WAl

Date: Sun, 19 Dec 2010 01:54:01 GMT
Xx-amz-meta-paraml: value 1
X-amz-meta-param2: value 2

Cache-Control: No-cache

Content-Language: mi, en

Expires: Thu, 01 Dec 1994 16:00:00 GMT
Content-Disposition: attachment; filename=testing.txt
Content-Encoding: x-gzip

Last-Modified: Fri, 17 Dec 2010 18:10:41 GMT
ETag: "0332beela7bf845f176c5c@dlae7cfo7"
Accept-Ranges: bytes

Content-Type: text/plain

Content-Length: 22

Server: AmazonS3

[object data not shown]
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Sample Request for general purpose buckets: Range header

The following request specifies the HTTP Range header to retrieve the first 10 bytes of an
object. For more information about the HTTP Range header, see https://www.rfc-editor.org/rfc/
rfc9110.html#name-range.

(® Note

Amazon S3 doesn't support retrieving multiple ranges of data per GET request.

GET /example-object HTTP/1.1

Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

x-amz-date: Fri, 28 Jan 2011 21:32:02 GMT

Range: bytes=0-9

Authorization: AWS AKIAIOSFODNN7EXAMPLE:Yxg83MZaEgh30Z310rLo5RTX11lo=
Sample Response with Specified Range of the Object Bytes

Sample Response for general purpose buckets

In the following sample response, note that the header values are set to the values specified in the

true request.

hRAgKOpIEEp

HTTP/1.1 206 Partial Content
x-amz-id-2: MzRISOwyjmnupCzjI1WC@615TTAzm7/JypPGXLh@OVFGcJaa03Kw/

x-amz-request-id: 47622117804B3E11l

Date: Fri, 28 Jan 2011 21:32:09 GMT
x-amz-meta-title: the title

Last-Modified: Fri, 28 Jan 2011 20:10:32 GMT
ETag: "b2419ble3fd45d596ee22bdf62aaaa2f"
Accept-Ranges: bytes

Content-Range: bytes 0-9/443

Content-Type: text/plain

Content-Length: 10

Server: AmazonS3
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[10 bytes of object datal

Sample Request for general purpose buckets: Get an object stored using server-side encryption
with customer-provided encryption keys

If an object is stored in Amazon S3 using server-side encryption with customer-provided
encryption keys, Amazon S3 needs encryption information so that it can decrypt the object before
sending it to you in response to a GET request. You provide the encryption information in your GET
request using the relevant headers, as shown in the following example request.

GET /example-object HTTP/1.1
Host: amzn-s3-demo-bucket.s3.<Region>.amazonaws.com

Accept: */*

Authorization:authorization string

Date: Wed, 28 May 2014 19:24:44 +0000

X-amz-server-side-encryption-customer-
key:g@1CfA3Dv40jZz55Q11ZukLRFqtI5WorC/8SEKEXAMPLE

x-amz-server-side-encryption-customer-key-MD5:ZjQrnelX/iTcskbY2m3example

X-amz-server-side-encryption-customer-algorithm:AES256

Sample Response for general purpose buckets

The following sample response shows some of the response headers Amazon S3 returns. Note that
it includes the encryption information in the response.

HTTP/1.1 200 OK

x-amz-id-2: ka5jRm8X3N12ZiY297989zg2tNSIPMcK+to7jNjxImXBbyChqc6tLAv
+sau7Vjzh

x-amz-request-id: 195157E3EQ73D3F9

Date: Wed, 28 May 2014 19:24:45 GMT

Last-Modified: Wed, 28 May 2014 19:21:01 GMT

ETag: "cl12022c9a3c6d3a28d29d90933a2b096"

X-amz-server-side-encryption-customer-algorithm: AES256

x-amz-server-side-encryption-customer-key-MD5: ZjQrnelX/iTcskbY2m3example
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetObjectAcl
Service: Amazon S3

/A Important

End of support notice: Beginning November 21, 2025, Amazon S3 will stop returning
DisplayName. Update your applications to use canonical IDs (unique identifier for AWS
accounts), AWS account ID (12 digit identifier) or IAM ARNs (full resource naming) as a
direct replacement of DisplayName.

Between July 15, 2025 and November 21, 2025, you will begin to see an increasing rate of
missing DisplayName in the Owner object.

This change affects the following AWS Regions: US East (N. Virginia) Region, US West (N.
California) Region, US West (Oregon) Region, Asia Pacific (Singapore) Region, Asia Pacific
(Sydney) Region, Asia Pacific (Tokyo) Region, Europe (Ireland) Region, and South America
(Sao Paulo) Region.

(® Note

This operation is not supported for directory buckets.

Returns the access control list (ACL) of an object. To use this operation, you must have
s3:GetObjectAcl permissions or READ_ACP access to the object. For more information, see
Mapping of ACL permissions and access policy permissions in the Amazon S3 User Guide

This functionality is not supported for Amazon S3 on Outposts.

By default, GET returns ACL information about the current version of an object. To return ACL
information about a different version, use the versionld subresource.

(® Note

If your bucket uses the bucket owner enforced setting for S3 Object Ownership, requests to

read ACLs are still supported and return the bucket-owner-full-control ACL with the
owner being the account that created the bucket. For more information, see Controlling
object ownership and disabling ACLs in the Amazon S3 User Guide.
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The following operations are related to GetObjectAcl:

GetObject
GetObjectAttributes

DeleteObject
PutObject

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header valueismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /{Key+}?acl&versionlId=VersionId HTTP/1.1
Host: Bucket.s3.amazonaws.com
Xx-amz-request-payer: RequestPayer
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket name that contains the object for which to get the ACL information.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.
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Required: Yes
Key
The key of the object for which to get the ACL information.

Length Constraints: Minimum length of 1.

Required: Yes

versionld

Version ID used to reference a specific version of the object.

(® Note

This functionality is not supported for directory buckets.

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

® Note

This functionality is not supported for directory buckets.

Valid Values: requester

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200
x-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy>
<O\Nﬂ>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0Wﬂ>
<AccessControllList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</1D>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>
</Grant>
</AccessControllList>
</AccessControlPolicy>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The response returns the following HTTP headers.

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

(@ Note

This functionality is not supported for directory buckets.

Valid Values: requester

Amazon S3 API Version 2006-03-01 362


https://docs.aws.amazon.com/AmazonS3/latest/userguide/RequesterPaysBuckets.html

Amazon Simple Storage Service API Reference

The following data is returned in XML format by the service.

AccessControlPolicy

Root level tag for the AccessControlPolicy parameters.

Required: Yes

Grants
A list of grants.

Type: Array of Grant data types

Owner
Container for the bucket owner's display name and ID.

Type: Owner data type

Errors
NoSuchKey
The specified key does not exist.

HTTP Status Code: 404

Examples
Sample Request

The following request returns information, including the ACL, of the object my-image. jpg.

GET /my-image.jpg?acl HTTP/1.1

Host: bucket.s3.<Region>.amazonaws.com
Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string

Sample Response

This example illustrates one usage of GetObjectAcl.
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HTTP/1.1 200 OK

x-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFidJ]G9Z/2mkiDFu8yU9ASled40pIszj7UDNEHGran

X-amz-request-id: 318BC8BC148832E5

x-amz-version-id: 4HL4kqtJlcpXroDTDmJ+rmSpXd3dIbrHY+MTRCxf3vjVBH4ONT jfkd

Date: Wed, 28 Oct 2009 22:32:00 GMT

Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT

Content-Length: 124

Content-Type: text/plain

Connection: close

Server: AmazonS3

<AccessControlPolicy>

<Owner>

<ID>75aa57f09aa@c8caeab4f8c24e99d10f8e7faeebf76c@78efc7cb6caea54badba</
ID>

<DisplayName>mtd@amazon.com</DisplayName>

</Owner>

<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ID>75aa57f09%9aa@c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54ba®b6a</ID>
<DisplayName>mtdeamazon.com</DisplayName>
<Type>CanonicalUser</Type>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

Sample Request: Getting the ACL of the specific version of an object

The following request returns information, including the ACL, of the specified version of the object,
my-image.jpg.

GET /my-image.jpg?versionId=3/L4kqtI1lcpXroDVBH40ONr8X8gdRQBpUMLUo&acl

HTTP/1.1
Host: bucket.s3.<Region>.amazonaws.com
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Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string

Sample Response: Showing the ACL of the specific version

This example illustrates one usage of GetObjectAcl.

HTTP/1.1 200 OK
x-amz-id-2:
eftixk72aD6Ap51TnqcoF8eFidJG9Z/2mkiDFu8yU9ASl1ed40pIszj7UDNEHGran

x-amz-request-id: 318BC8BC148832E5

Date: Wed, 28 Oct 2009 22:32:00 GMT

Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT

x-amz-version-id: 3/L4kqtJlcpXroDTDmJI+rmSpXd3dIbrHY
+MTRCxf3v3jVBH4ONr8X8gdRQBpUMLUO

Content-Length: 124

Content-Type: text/plain

Connection: close

Server: AmazonS3

<AccessControlPolicy>
<Owner>
<ID>75aa57f09aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caeab4badba</
ID>
<DisplayName>mdtd@amazon.com</DisplayName>
</Owner>
<AccessControllList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ID>75aa57f09aa@c8caeab4f8c24e99d10f8e7faeebf76c078efc7cb6caea54ba®6a</ID>

<DisplayName>mdtde@amazon.com</DisplayName>
<Type>CanonicalUser</Type>

</Grantee>

<Permission>FULL_CONTROL</Permission>

</Grant>
</AccessControllList>
</AccessControlPolicy>
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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GetObjectAttributes
Service: Amazon S3

Retrieves all of the metadata from an object without returning the object itself. This operation is
useful if you're interested only in an object's metadata.

GetObjectAttributes combines the functionality of HeadObject and ListParts. All
of the data returned with both of those individual calls can be returned with a single call to
GetObjectAttributes.

(® Note

Directory buckets - For directory buckets, you must make requests for this APl operation
to the Zonal endpoint. These endpoints support virtual-hosted-style requests in

the format https://amzn-s3-demo-bucket.s3express-zone-id.region-
code.amazonaws.com/key-name . Path-style requests are not supported. For more
information about endpoints in Availability Zones, see Regional and Zonal endpoints for

directory buckets in Availability Zones in the Amazon S3 User Guide. For more information

about endpoints in Local Zones, see Concepts for directory buckets in Local Zones in the
Amazon S3 User Guide.

Permissions

» General purpose bucket permissions - To use GetObjectAttributes, you must have READ
access to the object.

The other permissions that you need to use this operation depend on whether the bucket is
versioned and if a version ID is passed in the GetObjectAttributes request.

« If you pass a version ID in your request, you need both the s3:GetObjectVersion and
s3:GetObjectVersionAttributes permissions.

« If you do not pass a version ID in your request, you need the s3:GetObject and
s3:GetObjectAttributes permissions.

For more information, see Specifying Permissions in a Policy in the Amazon S3 User Guide.

If the object that you request does not exist, the error Amazon S3 returns depends on
whether you also have the s3:ListBucket permission.
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 If you have the s3:ListBucket permission on the bucket, Amazon S3 returns an HTTP
status code 404 Not Found ("no such key") error.

« If you don't have the s3:ListBucket permission, Amazon S3 returns an HTTP status code
403 Forbidden ("access denied") error.

» Directory bucket permissions - To grant access to this APl operation on a directory
bucket, we recommend that you use the CreateSession APl operation for session-based
authorization. Specifically, you grant the s3express:CreateSession permission to the
directory bucket in a bucket policy or an IAM identity-based policy. Then, you make the
CreateSession API call on the bucket to obtain a session token. With the session token in
your request header, you can make API requests to this operation. After the session token

expires, you make another CreateSession API call to generate a new session token for
use. AWS CLI or SDKs create session and refresh the session token automatically to avoid
service interruptions when a session expires. For more information about authorization, see
CreateSession.

If the object is encrypted with SSE-KMS, you must also have the kms : GenerateDataKey and
kms :Decrypt permissions in IAM identity-based policies and AWS KMS key policies for the
AWS KMS key.

Encryption

(® Note

Encryption request headers, like x-amz-server-side-encryption, should not

be sent for HEAD requests if your object uses server-side encryption with AWS Key
Management Service (AWS KMS) keys (SSE-KMS), dual-layer server-side encryption

with AWS KMS keys (DSSE-KMS), or server-side encryption with Amazon S3 managed
encryption keys (SSE-S3). The x-amz-server-side-encryption header is used when
you PUT an object to S3 and want to specify the encryption method. If you include this
header in a GET request for an object that uses these types of keys, you'll get an HTTP
400 Bad Request error. It's because the encryption method can't be changed when
you retrieve the object.

If you encrypted an object when you stored the object in Amazon S3 by using server-side
encryption with customer-provided encryption keys (SSE-C), then when you retrieve the
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metadata from the object, you must use the following headers. These headers provide the
server with the encryption key required to retrieve the object's metadata. The headers are:

e X-amz-server-side-encryption-customer-algorithm
e X-amz-server-side-encryption-customer-key

e X-amz-server-side-encryption-customer-key-MD5

For more information about SSE-C, see Server-Side Encryption (Using Customer-Provided
Encryption Keys) in the Amazon S3 User Guide.

® Note

Directory bucket permissions - For directory buckets, there are only two supported
options for server-side encryption: server-side encryption with Amazon S3 managed
keys (SSE-S3) (AES256) and server-side encryption with AWS KMS keys (SSE-KMS)
(aws : kms). We recommend that the bucket's default encryption uses the desired
encryption configuration and you don't override the bucket default encryption in your
CreateSession requests or PUT object requests. Then, new objects are automatically
encrypted with the desired encryption settings. For more information, see Protecting
data with server-side encryption in the Amazon S3 User Guide. For more information
about the encryption overriding behaviors in directory buckets, see Specifying server-
side encryption with AWS KMS for new object uploads.

Versioning

Directory buckets - S3 Versioning isn't enabled and supported for directory buckets. For this
API operation, only the null value of the version ID is supported by directory buckets. You can
only specify null to the versionId query parameter in the request.

Conditional request headers

Consider the following when using request headers:

« If both of the If-Match and If-Unmodified-Since headers are present in the request as
follows, then Amazon S3 returns the HTTP status code 200 OK and the data requested:

o« If-Match condition evaluates to true.

e If-Unmodified-Since condition evaluates to false.

For more information about conditional requests, see RFC 7232.
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 If both of the If-None-Match and If-Modified-Since headers are present in the request
as follows, then Amazon S3 returns the HTTP status code 304 Not Modified:

« If-None-Match condition evaluates to false.

e If-Modified-Since condition evaluates to true.

For more information about conditional requests, see RFC 7232.

HTTP Host header syntax
Directory buckets - The HTTP Host header syntax is Bucket-name.s3express-zone-

id.region-code.amazonaws.com.

The following actions are related to GetObjectAttributes:

» GetObject

» GetObjectAcl
» GetObjectLegalHold

» GetObjectLockConfiguration

o GetObjectRetention

» GetObjectTagging

» HeadObject
e ListParts

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /{Key+}?attributes&versionld=VersionId HTTP/1.1

Host: Bucket.s3.amazonaws.com

X-amz-max-parts: MaxParts

Xx-amz-part-number-marker: PartNumberMarker
x-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
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X-amz-server-side-encryption-customer-key: SSECustomerKey
x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-request-payer: RequestPayer

x-amz-expected-bucket-owner: ExpectedBucketOwner
x-amz-object-attributes: ObjectAttributes

URI Request Parameters
The request uses the following URI parameters.
Bucket

The name of the bucket that contains the object.

Directory buckets - When you use this operation with a directory bucket, you must use
virtual-hosted-style requests in the format Bucket-name.s3express-zone-id.region-
code.amazonaws . com. Path-style requests are not supported. Directory bucket names

must be unique in the chosen Zone (Availability Zone or Local Zone). Bucket names must
follow the format bucket-base-name--zone-id--x-s3 (for example, amzn-s3-demo-
bucket--usw2-az1--x-s3). Forinformation about bucket naming restrictions, see Directory
bucket naming rules in the Amazon S3 User Guide.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.

(® Note

Object Lambda access points are not supported by directory buckets.

S3 on Outposts - When you use this action with S3 on Outposts, you must direct
requests to the S3 on Outposts hostname. The S3 on Outposts hostname takes the form
AccessPointName-AccountId.outpostID.s3-outposts.Region.amazonaws.com.
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When you use this action with S3 on Outposts, the destination bucket must be the Outposts
access point ARN or the access point alias. For more information about S3 on Outposts, see
What is S3 on Outposts? in the Amazon S3 User Guide.

Required: Yes
Key

The object key.
Length Constraints: Minimum length of 1.

Required: Yes

versionld

The version ID used to reference a specific version of the object.

(@ Note

S3 Versioning isn't enabled and supported for directory buckets. For this API operation,
only the null value of the version ID is supported by directory buckets. You can only
specify null to the versionId query parameter in the request.

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

X-amz-max-parts

Sets the maximum number of parts to return. For more information, see Uploading and copying
objects using multipart upload in Amazon S3 in the Amazon Simple Storage Service user guide.

x-amz-object-attributes

Specifies the fields at the root level that you want returned in the response. Fields that you do
not specify are not returned.

Valid Values: ETag | Checksum | ObjectParts | StorageClass | ObjectSize

Required: Yes

Amazon S3 API Version 2006-03-01 372


https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3onOutposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html

Amazon Simple Storage Service API Reference

x-amz-part-number-marker

Specifies the part after which listing should begin. Only parts with higher part numbers will
be listed. For more information, see Uploading and copying objects using multipart upload in

Amazon S3 in the Amazon Simple Storage Service user guide.

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester

X-amz-server-side-encryption-customer-algorithm

Specifies the algorithm to use when encrypting the object (for example, AES256).

(® Note

This functionality is not supported for directory buckets.

X-amz-server-side-encryption-customer-key

Specifies the customer-provided encryption key for Amazon S3 to use in encrypting data.

This value is used to store the object and then it is discarded; Amazon S3 does not store the
encryption key. The key must be appropriate for use with the algorithm specified in the x-amz-
server-side-encryption-customer-algorithm header.

(® Note

This functionality is not supported for directory buckets.
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X-amz-server-side-encryption-customer-key-MD5

Specifies the 128-bit MD5 digest of the encryption key according to RFC 1321. Amazon S3 uses
this header for a message integrity check to ensure that the encryption key was transmitted
without error.

® Note

This functionality is not supported for directory buckets.

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
x-amz-delete-marker: DeleteMarker
Last-Modified: LastModified
Xx-amz-version-id: VersionId
x-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7?>
<GetObjectAttributesResponse>
<ETag>string</ETag>
<Checksum>
<ChecksumCRC32>string</ChecksumCRC32>
<ChecksumCRC32C>string</ChecksumCRC32C>
<ChecksumCRC64NVME>string</ChecksumCRC64NVME>
<ChecksumSHAl1>string</ChecksumSHA1>
<ChecksumSHA256>string</ChecksumSHA256>
<ChecksumType>string</ChecksumType>
</Checksum>
<ObjectParts>
<IsTruncated>boolean</IsTruncated>
<MaxParts>integer</MaxParts>
<NextPartNumberMarker>integer</NextPartNumberMarker>
<PartNumberMarker>integer</PartNumberMarker>
<Part>
<ChecksumCRC32>string</ChecksumCRC32>
<ChecksumCRC32C>string</ChecksumCRC32C>
<ChecksumCRC64NVME>string</ChecksumCRC64NVME>
<ChecksumSHA1>string</ChecksumSHA1>
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<ChecksumSHA256>string</ChecksumSHA256>
<PartNumber>integer</PartNumber>
<Size>long</Size>

</Pa_rt>

<PartsCount>integer</PartsCount>
</0ObjectParts>
<StorageClass>string</StorageClass>
<ObjectSize>long</ObjectSize>
</GetObjectAttributesResponse>

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The response returns the following HTTP headers.

Last-Modified

Date and time when the object was last modified.

x-amz-delete-marker

Specifies whether the object retrieved was (true) or was not (false) a delete marker. If false,
this response header does not appear in the response. To learn more about delete markers, see
Working with delete markers.

(@ Note

This functionality is not supported for directory buckets.

x-amz-request-charged

If present, indicates that the requester was successfully charged for the request. For more
information, see Using Requester Pays buckets for storage transfers and usage in the Amazon

Simple Storage Service user guide.

(® Note

This functionality is not supported for directory buckets.
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Valid Values: requester

x-amz-version-id

The version ID of the object.

(® Note

This functionality is not supported for directory buckets.

The following data is returned in XML format by the service.

GetObjectAttributesResponse

Root level tag for the GetObjectAttributesResponse parameters.

Required: Yes

Checksum
The checksum or digest of the object.

Type: Checksum data type
ETag

An ETag is an opaque identifier assigned by a web server to a specific version of a resource
found at a URL.

Type: String

ObjectParts
A collection of parts associated with a multipart upload.
Type: GetObjectAttributesParts data type

ObjectSize

The size of the object in bytes.

Type: Long

StorageClass

Provides the storage class information of the object. Amazon S3 returns this header for all
objects except for S3 Standard storage class objects.

Amazon S3 API Version 2006-03-01 376



Amazon Simple Storage Service API Reference

For more information, see Storage Classes.

(® Note

Directory buckets - Directory buckets only support EXPRESS_ONEZONE (the S3 Express
One Zone storage class) in Availability Zones and ONEZONE_IA (the S3 One Zone-
Infrequent Access storage class) in Dedicated Local Zones.

Type: String

Valid Values: STANDARD | REDUCED_REDUNDANCY | STANDARD_IA | ONEZONE_IA |
INTELLIGENT_TIERING | GLACIER | DEEP_ARCHIVE | OUTPOSTS | GLACIER_IR |
SNOW | EXPRESS_ONEZONE | FSX_OPENZFS

Errors
NoSuchKey
The specified key does not exist.

HTTP Status Code: 404

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python
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o AWS SDK for Ruby V3
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GetObjectLegalHold
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Gets an object's current legal hold status. For more information, see Locking Objects.

This functionality is not supported for Amazon S3 on Outposts.
The following action is related to GetObjectLegalHold:

o GetObjectAttributes

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /{Key+}?legal-hold&versionId=VersionId HTTP/1.1
Host: Bucket.s3.amazonaws.com

Xx-amz-request-payer: RequestPayer
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket name containing the object whose legal hold status you want to retrieve.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
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point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the

Amazon S3 User Guide.

Required: Yes
Key
The key name for the object whose legal hold status you want to retrieve.

Length Constraints: Minimum length of 1.

Required: Yes

versionld

The version ID of the object whose legal hold status you want to retrieve.

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>

<LegalHold>
<Status>string</Status>

</LegalHold>

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.
LegalHold
Root level tag for the LegalHold parameters.

Required: Yes

Status
Indicates whether the specified object has a legal hold in place.
Type: String

Valid Values: ON | OFF

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2
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AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3
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GetObjectLockConfiguration
Service: Amazon S3

® Note

This operation is not supported for directory buckets.

Gets the Object Lock configuration for a bucket. The rule specified in the Object Lock configuration
will be applied by default to every new object placed in the specified bucket. For more information,
see Locking Objects.

The following action is related to GetObjectLockConfiguration:

» GetObjectAttributes

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /?object-lock HTTP/1.1
Host: Bucket.s3.amazonaws.com
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket whose Object Lock configuration you want to retrieve.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
point ARN. When you use this action with an access point for directory buckets, you must
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provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the

Amazon S3 User Guide.

Required: Yes

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden

(access denied).

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<0bjectLockConfiguration>
<0ObjectLockEnabled>string</0bjectLockEnabled>
<Rule>
<DefaultRetention>
<Days>integer</Days>
<Mode>string</Mode>
<Years>integer</Years>
</DefaultRetention>
</w>
</0bjectLockConfiguration>

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.

ObjectLockConfiguration

Root level tag for the ObjectLockConfiguration parameters.
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Required: Yes
ObjectLockEnabled

Indicates whether this bucket has an Object Lock configuration enabled. Enable
ObjectLockEnabled when you apply ObjectLockConfiguration to a bucket.

Type: String

Valid Values: Enabled

Rule

Specifies the Object Lock rule for the specified object. Enable the this rule when you apply
ObjectLockConfiguration to a bucket. Bucket settings require both a mode and a period.
The period can be either Days or Years but you must select one. You cannot specify Days and
Years at the same time.

Type: ObjectLockRule data type

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetObjectRetention
Service: Amazon S3

(® Note

This operation is not supported for directory buckets.

Retrieves an object's retention settings. For more information, see Locking Obijects.

This functionality is not supported for Amazon S3 on Outposts.
The following action is related to GetObjectRetention:

o GetObjectAttributes

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /{Key+}?retention&versionId=VersionId HTTP/1.1
Host: Bucket.s3.amazonaws.com

Xx-amz-request-payer: RequestPayer
x-amz-expected-bucket-owner: ExpectedBucketOwner

URI Request Parameters
The request uses the following URI parameters.
Bucket
The bucket name containing the object whose retention settings you want to retrieve.

Access points - When you use this action with an access point for general purpose buckets, you
must provide the alias of the access point in place of the bucket name or specify the access
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point ARN. When you use this action with an access point for directory buckets, you must
provide the access point name in place of the bucket name. When using the access point ARN,
you must direct requests to the access point hostname. The access point hostname takes the
form AccessPointName-Accountld.s3-accesspoint.Region.amazonaws.com. When using this
action with an access point through the AWS SDKs, you provide the access point ARN in place of
the bucket name. For more information about access point ARNs, see Using access points in the
Amazon S3 User Guide.

Required: Yes
Key
The key name for the object whose retention settings you want to retrieve.

Length Constraints: Minimum length of 1.

Required: Yes

versionld

The version ID for the object whose retention settings you want to retrieve.

x-amz-expected-bucket-owner

The account ID of the expected bucket owner. If the account ID that you provide does not match
the actual owner of the bucket, the request fails with the HTTP status code 403 Forbidden
(access denied).

X-amz-request-payer

Confirms that the requester knows that they will be charged for the request. Bucket owners
need not specify this parameter in their requests. If either the source or destination S3
bucket has Requester Pays enabled, the requester will pay for corresponding charges to copy
the object. For information about downloading objects from Requester Pays buckets, see
Downloading Objects in Requester Pays Buckets in the Amazon S3 User Guide.

(® Note

This functionality is not supported for directory buckets.

Valid Values: requester
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Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<Retention>
<Mode>string</Mode>
<RetainUntilDate>timestamp</RetainUntilDate>
</Retention>

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in XML format by the service.
Retention
Root level tag for the Retention parameters.

Required: Yes
Mode

Indicates the Retention mode for the specified object.
Type: String

Valid Values: GOVERNANCE | COMPLIANCE
RetainUntilDate

The date on which this Object Lock Retention will expire.

Type: Timestamp

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

Amazon S3

API Version 2006-03-01 388



Amazon Simple Storage Service

API| Reference

AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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GetObjectTagging
Service: Amazon S3

® Note

This operation is not supported for directory buckets.

Returns the tag-set of an object. You send the GET request against the tagging subresource
associated with the object.

To use this operation, you must have permission to perform the s3:GetObjectTagging
action. By default, the GET action returns information about current version of an object. For
a versioned bucket, you can have multiple versions of an object in your bucket. To retrieve
tags of any other version, use the versionld query parameter. You also need permission for the
s3:GetObjectVersionTagging action.

By default, the bucket owner has this permission and can grant this permission to others.

For information about the Amazon S3 object tagging feature, see Object Tagging.

The following actions are related to GetObjectTagging:

» DeleteObjectTagging

o GetObjectAttributes

» PutObjectTagging

/A Important

You must URL encode any signed header values that contain spaces. For example, if your
header value ismy file.txt, containing two spaces after my, you must URL encode this
value to my%20%20file. txt.

Request Syntax

GET /{Key+}?tagging&versionIld=VersionId HTTP/1.1
Host: Bucket.s3.amazonaws.com
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x-amz-expected-bucket-owner: ExpectedB